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PART 1
GENERAL PROVISIONS

I. Legal Framework

Covered and suspicious transaction reporting framework is one of the cornerstones of the
t KA f A &adlidhoyieylauderingbounter-terrorismfinancing (AML/CTF) regime.

CoveredPersons, as the first line of defense against money laundering/terrorism financing
(ML/TF), are mandated to report all covered and suspicious transactions to théVéndy
Laundering Council (AMLC). The reports should be complete, accurate, and tinely psolvide

vital information for the effective identification and detection of financial crime patterns and
trends through financial analysis.

The results of analysis on these reports are essential in the investigation and prosecution of civil
forfeiture, money laundering/terrorism financing (ML/TF) and other related cases, as well as in
assessing institutional, sectoral, and national ML/TF risks. Thus, the importance of complete,
accurate, and timely reports cannot be overemphasized.

A.Anti-MoneyLaundering Act

Republic Act No. 9160, also known as the Muhey Laundering Act of 2001, as amended
(AMLA), provides the primary legal framework for reporting covered and suspicious transactions:

1 Section 7(1) of the AMLA authorizes the AMLC to requiegive and analyze covered and
suspicious transaction reports from covered persons.

To be able to file the reports, Rule 22, Section 4, of the 2018 IRR requires covered persons to
NBEIAAGSNI gAOK GKS !a[/ Q&

9 Section 9(c) of th AMLA requires covered persons to file covered and suspicious transaction
reports in accordance with the standards set therein.

Under Section 3(h) of the AMLA, in relation to Rule 2, Sections 1 (a) and (z), of the 2818 IRR
transaction refers not onl{o individual transactions, but also to any act establishing any right
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or obligation or giving rise to any contractual or legal relationship between the parties thereto
(i.e., an activity or account of a customer).

Any covered person who, knowing thatavered or suspicious transaction is required to be
reported to the AMLC, fails to do so shall be guilty of ML under the last paragraph of Section
4 of the AMLA.

1 Rule 22, Section 6, of the 2018 IRR, in relation to Section 9(c), paragraph 4, of theef®EA, r
G2 GKS a{FFS 1 I NDP2N t NEPGAAAZ2YED CKAA LINRODAA
report covered and suspicious transactions as there is a legal assurance that they shall not be
held administrativelycriminally,or civilly liable for filing ocered and suspicious transaction
reports in the regular performance of his duties and in good faith.

Notwithstanding the foregoing, Rule 22, Section 3, of the 2018 Implementing Rules and
Regulations (IRR) of the AMLA emphasizes the importance of comgtetgate and timely
reporting of covered and suspicious transactions.

Malicious reporting is a criminal offense under Section 14(c) of the AMLA.

1 Rule 22, Section 7, of tt]e2018 IRR, in relation to Section 9(c), paragraph 5, of the AMLA, refers
tothed/ 2y FARSYGAIFIfAGE t NRPOAAAZ2YED CKAA LINRJAAA
officers and employees from communicating, directly or indirectly, in any manner or by any
means, to any person or entity, or the media, the fact that a covered or sasgpittiansaction
has been or is about to be reported, the contents of the report, or any other information in
relation thereto.

Breach of confidentiality is a criminal offense under Section 14(d) of the AMLA.

Section 4 of the AMLA provides that money ldering is also committed by any covered person
who, knowing that a covered or suspicious transaction is required to be reported fails to do so.

B.Terrorism Financing and Suppression Act

Republic Act No.10168, also known as the TerroRsmancing Prevention and Suppression Act of
2012 (TFPSA), provides the legal framework for reporting suspicious transactions related to TF:

w Section 17 of TFPSA requires that TF be subject to the suspicious transaction reporting
requirements under the KLA.

w Rule 3.a.15 of the IRR of the TFPSA provides additional circumstances that would make
transactions suspicious in the context of terrorism financing.

[l. Definition of Terms

For purposes of these Guidelines, the following terms are hedefiped as follows:

a. & 002 daiéré t6 a bank account, electronic money account, investment account, insurance
policy, membership account, and other similar contract or service agreement, business or
professional relationships between a covered persod ds customers where funds or any
monetary instrument of the latter are held by the former.
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a! vaiRhy Se [ I dzy RAMLA)efars to Bépablic Act No. 9160, as amended by
Republic Act Nos. 9194, 10167, 10365, 10927, and 11521.

G ! yMbdey Laundering/ 2 dzy OWEGNB FSNE (2 GKS t KAf ALILAYS:
authority and financial intelligence unit, which is the government instrumentality mandated

to implement the AMLA and TFPSA. It also refers to the official name of the Council, which is

the governing body of the said government agency.

For purposes of these Guidelines, the government agency shall be referred hereafter as the
G!'a[/ €2 oKAES GKS I2@0SNYyAy3a o02Re akKlftf 0SS NE-

a. Iyl UBDhHipfdza thlE provisionalemedy that allows the AMLC to examine or inquire
into particular bank accounts or investment with a bank or 4bamk financial institution,
notwithstanding the provisions of Republic Act No. 1405, as amended; Republic Act No. 6426,
as amended; Republic Agb. 8791; and other bank secrecy laws.

G/ 2 S NB R (CP)f&eNE foythke financial institutions and designated rA@mancial
businesses and professions under Rule 4, Section 1, of the 2018 IRR, excluding casinos.

dCovered Transactioth NBFSNB (2Y

(1) A transaction in cash or other equivalent monetary instrument exceeding Five
Hundred Thousand pesos (PHP500,000.00).

(2) A transaction with or involving jewelry dealers, dealers in precious metals and
dealers in precious stones in cash or other equivalennetary instrument
exceeding One Million pesos (Php1,000,000.00).

(3) A cash transaction with or involving real estate developers or brokers exceeding
Seven Million Five Hundred Thousand Pesos (P7,500,000.00) or its equivalent in
any other currency.

G/ 208NB K& Ol AETR) ef&d 38 Aldeport on a covered transaction, as herein
defined, filed by a covered person before the AMLC.

G/ A DAt CFNSHSshditieMdhénvictionbased proceedings aimed at forfeiting, in
favor of the governmentmnonetary instruments or properties related to an unlawful activity
or money laundering offense defined herein.

4 9 E S Odzii A ar&ersidtieBhizfiegebiifive officer of the AMLC, in accordance with Rule
6, Section 2, of the 2018 IRR of the AMLA.

For purposes of these Guidelines, in the absence of the Executive Director, the @ificer
Charge of the AMLC shall discharge his functions herein.

G Y y -¥aurCustomer (KYC) Documefits NEFSNJ (2 (K2aS R2O0dzySyida
persons to establish the teuand full identity of customers, including records of customer
profiling and related information. It is also called customer due diligence (CDD) records or
customer identification documents.
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|. GFreezeOrdé&r 6 Ch0o NBFTSNE (2 | LINPOGAaAAZ2YLIf NBYSRe |
instruments or properties in any way related to an unlawful activity, as herein defined, from
being transacted, converted, concealedoved,or disposed without affecting thevanership
thereof.

m. (RiskBased Approach NBFSNBE (2 GKS LINRPOSaa o0& sKAOK 02
covered persons identify, assess, and understand the ML/TF risks to which they are exposed,
and take the appropriate mitigation measures in ac@rce with the level of risk. This
includes prioritization and efficient allocation of resources by the relevant key players and
stakeholders in applying AML/CTF measures in their operations in a way that ensures that
they are commensurate with the risksvislved.

n. oSuspiciod NBFSNAE G2 | LSHdEed gnOhs skilsi lexpediencd, Fandiorih Y R
understanding of the customer profitewhich considers that there is a possibility that any of
the suspicious circumstances exists.

0. CSuspiciousCircumstancé NBFSNE (2 lye 2F (GKS F2tf26Ay13
which makes a transaction suspicious:

(1) there is no underlying legal or trade obligation, purpose or economic justification;
(2) the client is not properly identified;

(3) the amount nvolved is not commensurate with the business or financial capacity
of the client;

@ar1Ay3 Ayid2 F002dzyi Ittt 1y2s6y OANDdzxail yo
transaction is structured in order to avoid being the subject of reporting
requirementsunder the AMLA;

(5) any circumstance relating to the transaction which is observed to deviate from
GKS LINRPFAES 2F GKS OftASYid |yRk2N) 0KS Of A
person;

(6) the transaction is in any way related to ML/TF or related unlawful activity that is
about to be committed, is being or has been committed; or

(7) any transaction that is simila@nalogousor identical to any of the foregoing, such
as the relevant transadans in related and materialjnked accounts, as herein
defined.

0.2 The presence of the following circumstances under the Rule 3.a.15 of the IRR of TFPSA shall
also make transactions suspicious:

(1) Wire transfers between accounts, without visible legadpnomic,or business
purpose, especially if the wire transfers are effected through countries which are
identified or connected with terrorist activities;

(2) Sources and/or beneficiaries of wire traess are citizens of countries which are
identified or connected with terrorist activities;
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(3) Repetitive deposits or withdrawals that cannot be satisfactorily explained or do
not make economic or business sense;

(4) Value of the transaction is grossly over afibve what the client is capable of
earning;

(5) Clientis conducting a transaction that is out of the ordinary for his known business
interests;

(6) Deposits by individuals who have no known connection or relation with the
account holder;

(7) Client is receiving maittances from a country where none of his family members
is working or residing;

(8) Client was reported and/or mentioned in the news to be involved in terrorist
activities;

(9) Client is under investigation by law enforcement agencies for possible
involvementin terrorist activities;

(10)Transactions of individualssompanies, or NonGovernment Organizations
(NGOs)/NorProfit Organizations (NPOs) that are affiliated or related to people
suspected of having connection with a terrorist individual, organization,
assaiation,or group of persons;

(11)Transactions of individuals, companies or NGOs/NPOs that are suspected of being
used to payor receive funds from a terrorist individual, organizatsspciation,
or group of persons;

(12)The NGO/NPO does not appear to haveemges normally related to relief or
humanitarian efforts;

(13)The absence of contributions from donors located within the country of origin of
the NGO/NPO;

(14)The volume and frequency of transactions of the NGO/NPO are not
commensurate with its statedurpose and activity; and

(15)Any other transaction that is similardentical, or analogous to any of the
foregoing.

p. & { dzad LIA OA 2 dzaref@r\td § tBahs@diioh,2rgfardless of amount, where any of the
suspicious circumstances, as herein defined, is determined, based on suspicion or, if available,
reasonable grounds, to be existing.

q. G{ dzi LA OA 2 dza ¢ NSTRMdfedlio/ Regohwa Sukpiiblis fansaction, as herein
defined, filed by a covered person before the AMLC.

r. & ¢ SNNE NR & TFQdfeyslto/fr@ kriyhd defined under Sections 4 of the TFPSA.
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10168.

t. & NJ y &l référsitd ¢in§ act establishing any right obligation orgiving rise to any
contractual or legal relationship between the covered person and its customer. It also includes
any movement of funds, by any means, in tlidinary course of business of a covered person.

u. ! yilrogFdg N®OEEME 82 GKS aa20AFGSR dzyft | ¢ 7Fdz
crimes, to money laundering defined under Section 3(i) of the AMLA.

[ll. Covered Transaction Reports (CTRS)

A. CPsshall report to the AMLC all covered transactions within five (5) working days from
occurrence thereof.

B. Submission of CTRs beyond 12:01 am of the day following the 5th working day from
occurrence of the transaction shall be considered asecmmpliance wth the requirement to
file CTRs in accordance with the standard set by the AMLA, and may be subject to appropriate
administrative sanctions, if circumstances so warrant.

C. All CPs shall report to the AMLC all covered transactions, regardless of the nmualenant
used in the settlement thereof, including transactions in checks, fund transfers, and/or
debiting or crediting of accounts, except those transactions that are deferred for reporting to
the AMLC and covered under the low risk transactions (PaGé&neral Provisions, Item VII).

The AMLC, through the Executive Director, may ditegered persons to submit all covered
transactions, including low risk, of persons subject of AMLC investigation.

IV.Suspicious Transaction Reports (STRS)
A. Recognizing Suspicious or Unusual transactions.

CDD provide the basis for recognizing unusual and suspicious transactions and events. An
effective way of recognizing suspicious transactions is knowing enough about customers, their
circumstancesand theirpattern of activities to recognize when a transaction, or a series of
transactions, is unusual, warranting the conduct of an internal inquiry, and suspicious
transaction reporting.

¢KS 1S@& Aa prdl& Whedesaltrangsstedia inconsistemt amount, origin,
RSAGAYIFIGA2Y S 2N GelL)S gAGK | Odzadi2YSNRa (1yz2¢4
transaction should be considereshusual,and the covered person should be put on alert.

Where a responsible officer of the covered person comsluequiries and obtains what it
considers to be a satisfactory explanation of the activity or transaction, it may conclude that
there are no grounds for suspicion, and therefore take no further action.

However, where the inquiries do not provide a sttdory explanation of the activity or
transaction, an internal report should be made and be properly escalated to the designated
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compliance officer and/or review committee to determine if there are grounds for suspicion
warranting the submission of the BT

. Alerts and Red flags.

Covered persons should have systems in place that would alert its responsible officers or
employees of any circumstance or situation that would give rise to a suspicion of ML/TF
activity or transaction.

The following is a list of neaxhaustive examplesf situations that might give rise to a
suspicion in certain circumstances:

1. transactions or instructions which have no apparent legitimate purpose and/or
appear not to have a commercial rationale;

2. transactionsinstructions,or activity that involve apparently unnecessary complexity
or which do not constitute the most logicatonvenient,or secure way to do
business;

3. where the transaction being requested by the customer, without reasonable
explanation, is out of the ordingrange of services normally requested, or is outside
the experience of the financial services business in relation to the particular
customer;

4. where, without reasonable explanation, the size or pattern of transactions is out of
line with any pattern thatas previously emerged;

5. where the customer refuses to provide the information requested without
reasonable explanation or who otherwise refuses to cooperate with the CDD and/or
ongoing monitoring process;

6. where a customer who has entered into a businedationship uses the relationship
for a single transaction or for only a very short period without a reasonable
explanation;

7. the extensive use of trusts or offshore structures in circumstances where the

Odza 12 YSNRa ySSRa | NB suche®igeg A adSyd sAGK (KS
8. transfers to and from high risk jurisdictions without reasonable explanation, which

FNB y2G O2yaAraidSyd ¢AldK GKS Odzad2YSNRa RSO
9. unnecessary routing of funds or other property from/to third partiestoough third

party accounts.

Covered persomare encouraged to develdlpeir own list of alerts or red flag indicators taking
into accountthe nature of their business, type of customers and risks involved.

See Annex D for examplessofamples of Alerts, Red Flags and Suspicious Indicators
. Reporting Chain/Process.

Covered persons shall formulate a reporting chain under which a suspicious transaction or
circumstance will be reviewed, processgdlidated,and escalated. The reporting chain shall
refer to the procedures and processes to be undertakethieycovered prson beginning from

the occurrence of triggering event to the actual filing of STR or documentation of not filing
one. It shall include relevant timeline for each process and the responsible officer thereof.
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For this purpose and subject to the Guidelirls RSNJ AGSY C 0Sft2g63x GKS
Money Laundering/ Terrorism Financing Prevention Program (MTPP) shall, among others:

1. Provide details of procedures and processes to be undertaken during the
determination period referred to under item F below beging from the occurrence
of the triggering event to the actual filing of STR to the AMLC, or documentation of
not filing one, thus, constituting the full length of the reporting chain;

2. lIdentify responsible department/group/unit/personnel in performing esjfic
procedure or process in the reporting chain;

3. Clearly indicate the number of days or period required to perform every procedure
or process in the reporting chain to ensure timely reporting of transactions;

4. Except for suspicious circumstances under Sectiorl3 ¢ the AMLA, define policy
on the esablishment of suspicion or determination of the suspicious nature of
transactions arising from TMgenerated alerts, including the determination of
frequency of the periodic run, which must not be longer than thohe (31)
consecutive calendar days atyagiven time, inclusive dates or period of each run,
parameters to trigger an alert, assignment of transactions to appropriate personnel
for evaluation, and other relevant matters;

5. Specify controls and mechanisms to monitor the review, performance of due
diligence validation,and escalation procedures on suspicious transactions;

6. Formulate decisiomaking policy, including the designation of a Compliance Officer
who may also be authorized to decide with finality to file an STR with the AMLC or
otherwise to document the noffiling thereof.

Covered persons shall ensure that proper controls are in place to guarantee confidentiality

FYR O0KIFG cFZF@OREILIWDYAG2YSNER oAt KIFLIWISY |4 €
this reason, the Chf Compliance Officer shall have access to all customer information files

and transaction documents through the electronic or manual customer monitoring system.

. Quality, Form and Timing of Submission of STRs

Covered persons shall ensure the completenassuracyand timeliness of STRs. It shall be
filed in such form as may be prescribed by the AMLC and shall be submitted in a secured
manner to the AMLC in electronic form. In the submission of STRs, thifajlperiods must

be observed:

1. Reporting Period

Covered persons shall promptly file STRs, including attempts thereof, to the AMLC
within the next working day from the occurrence thereof.

Gh OOdzNNByYy 0S¢ &K establisilbdnSoNguspigion orkiGerninatiorS 2 F
of the suspicious nature of the transaction.
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2. Determination Period

Determination period refers to the maximum number of days allowed within which
covered persons, through the duly designated approvinghority, shall have
decided with finality to file an STR with the AMLC should the suspicion or suspicious
nature of the transaction or activity be duly established or determined, or otherwise
to document the norfiling thereof. The determination periodtall be, as follows:

a. For transactions attended by any of the suspicious circumstances
enumerated under Section 3¢h) of the AMLA and Rule 3.a.15 of the
IRR of TFPSA

Covered persons shall establish or determine the existence of any of the
suspicious circumstances enumerated under Sectionl}(bf the AMLAand

Rule 3.a.15 of the IRR of TFPBAany transaction or activity, including any
attempt thereof, within ten (10xalendar days from the date of the transaction

or from the date the covered person knew of or should have known the suspicion
or suspicious nature of the transaction regardless whether such suspicious
circumstances are embedded or conclusively incorpatat@ the transaction
monitoring system (TMS); provided, however, that for transactions that are
related to an unlawful activity, the provisions in the next paragraph shall apply.

b. For transactions or persons related to an unlawful activity

Covered persos shall establish or determine that the transaction is in any way
related to an unlawful activity, or the person transacting is involved in or
connected to an unlawful activity or money laundering offense, including any
attempt thereof, within a reasonabl@eriod of time, which in no case shall
exceed sixty (60) calendar days from the date of the transaction or from the date
the covered person knew of or should have known such suspicion or suspicious
nature of the transaction regardless whether such suspgicircumstances are
embedded or conclusively incorporated in the transaction monitoring system
(TMS).

Such determination period shall allow covered persons to gather facts in order
to enable the submission of a meaningful STR.

c. For Referrals from AMC

Covered persons shall establish the suspicion, determine the suspicious nature
of the transaction, or establish that the person transacting is involved in or
connected to an unlawful activity or money laundering offense, including any
attempt thereof, withn a reasonable period of time, which in no case shall
exceed ten (10) calendar days from receipt of the referral, provided, that such
referral identifies a specific underlying unlawful activity. In case the referral does
not identify any specific unlawfactivity, the determination period shall not
exceed sixty (60) calendar days from receipt of such referral.

d. For Highly Unusual or Suspicious Transactions

Covered persons shall establish the suspicion or determine the suspicious nature
of the transactim, activity, or circumstance, including any attempt thereof,
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promptly on the date of the transactiomactivity, or establishment of the
suspicious circumstance.

A transaction or activity, or any attempt thereof, shall be considered highly
unusual orsuspicious under the following circumstances, to wit:

i. When the suspicion or suspicious nature of the transaction, activity or
circumstance is immediately known or apparent to the personnel handling the
transaction;

ii. When, at the time of transaction, activity or occurrence of the circumstance,
the covered pergn has knowledge or reason to suspect that the funds being
transacted are related to an unlawful activity, money laundering or terrorism
financing;

iii. When the transaction involves an account which has previously been the
subject of bank inquiry, freeze order Asset Preservation Order;

iv. When the prevailing circumstances, taken altogether, would engender a
reasonable conclusion to require immediate action from law enforcement
agencies to prevent any unlawful activity or money laundering offense;

v. When the tansaction, activity or circumstances is patently or known to be in
any way related to terrorism or financing of terrorism;

vi. Persons, whether natural or juridical, included in any sanctions list; and,

vii. Such other circumstances analogous to the foregaingtherwise deemed
justifiable or reasonable depending on the facts of each case.

e. For TMSGenerated Alerts

Covered persons shall establish the suspicion or determine the suspicious nature
of the transaction, or any attempt thereof, within six0) calendar days from

the date of the transaction, arising from Th8nerated alerts and based on any
periodic run inclusive of certain number of transaction dates, which shall not be
longer than thirtyone (31) consecutive calendar days at any giveretim

. {ewa o0FaSR 2y a%{c¢wé G(NIyalOirzy O2RS

Covered persons shall establish the suspicious nature of transactions or
circumstances involving any accountholder or account within sixty (60) calendar

days from the date the covered person knew of or should taaevn any trigger

F2NJ FAEAYT {¢w dzaAy3a (GKS a®%{c¢weé GNIyal O
negative news report, public advisory, complaint or information from a third

person, reports on crimes and losses, and other similar triggers, regardless

whether such trigger has occurred or was discovered only after the last

transaction with the covered person involving such accountholder or account

and provided within the period of existence of such account.
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i.  Actual knowledge;
ii. Knowledge of circumstances that would indicate facts to a
reasonable person; and
iii.  Knowledge of circumstances that would put a reasonable person on

inquiry.

E. KYC Documents shall be uploaded as an integral part of STRsethalated to the following

unlawful activities:

PC1
PC2
Paz

Pa3
PQ4
PC34

N

NN

Kidnapping for Ransom

Drug Trafficking

Hijacking; destructive arson; and murder, including those
perpetrated by terrorists against necombatant persons ansimilar
targets

Terrorism and conspiracy to commit terrorism

Financing of Terrorism

Violation of Section 19(A)(3) of RA 10697, otherwise known
as the Strategic Trade Management Act, in relation to the
financing of proliferation of weapons of & destruction

and its financing pursuant to United National Security
Council Resolution No. 1718 of 2006 and 2231 of 2015.

The foregoing requirement is without prejudice to AMLC requesting the KYC Documents to be
uploaded as part of otheBTRs, whether or not related to the abovementioned unlawful
activities.

See Part 4, Chapter 2.3 of the AMLC Registration and Reporting Guidelines fobgstiem
procedure of the Uploading of KYC Documents.

F. Should a transaction be determined to beth a covered and a suspicious transaction, the CP
shall report the same as a suspicious transaction.

Nonworking and Nonreporting Days

A. The following norworking days are excluded from the counting of the prescribed

reporting period:

A
A
A

A

weekend(Saturday and Sunday)

regular national holiday

officially declared national holiday and workday suspensions

officially declared local neworking holidays and work suspensions, Provided, that
CPs located in the affected localities shall subnaegation request, subject to the
approval of the Executive Director of the AMLC.

B. Reporting shall automatically be suspendadhen the ! a [ / Fd& Transfer and
ReportingFacility (FTRFs unavailable
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1. for at least four (4) consecutive hours duritige day, wherein counting of
said hours shall start at 8:00 AM; or

2.F0 Fye GAYS FFGSNI 1T 2Q0t201 Ay (GKS S@Syiy3
resolved within one (1) hour.

CoveredPersons that wishes to continue reporting despite the reporting suspension
shall document and report to the AMLC the unavailability of the FTRF to give the
AMLC a chance to remedy the situation.

C. The Executive Director of the AMLC may, at his/her discretion, declare national or
f 20t ANBRR2&J2Yy3I RI&aéngdl aSR 2y (KS F2ftf26A

1 When there is a declaration of state of national or local emergency, calamity,
community quarantine, or similar restrictions.

1 Nonreporting days are excluded from the counting of the prescribed
reporting period.

1 The AMLC portal shall lreaccessible from 1:03:00 AM daily to allow AMLC
to perform backup and other maintenance activities.
VI.Form and Mode of Reporting

Jewa YR {¢wad akKlff 68 Ay StSOGNRBYAO F2NY | yR
Facility (FTRF).

VIl.LowRisk Transactions

Low Risk Transactions reporting, i.e., shall be reported upon directive of the AMLC.

¢tKS F2tt26Ay3 INB GKS O2@0SNBR GNIyalOlAiazya

pufi
(0p])
O

A. Low Risk Transactions for BSP Supervised Finamstialtions (BSFIs):
1. Transactions betweeBSFIsind the BSP;

2. Transactions between b#m operating in the Philippinedjowever,
limited to proprietary transactions onlyProprietary transactions carried
out for the account and sole benefit of thmnk BSFI.

When a transaction is carrieaut by the bank BSFI upon the instruction,

as well as for the account and benefit of its customers using the
RSLIaAG2NEQKk Odza 12 YSNB Q 2 gpfoprerary S&x GKAA A
transaction, and shall be repoideas covered transaction/s.

Q)¢

3. Transactions involving transfer of funds from one deposit account to
another deposit account of the same person within the sd3i&El

4. Roll2 9SNJ 27 LX  OSYSyia 2F GAYS RSLI2aAda
investmentsprovided that there is no change in the Account numdnea
the initial placement/contribution/investment was reported
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BSFinitiated (transactions of the bank) or system generated transactions
such as but not limited to:

a. Internal operating expenses anchpital expendituresthat are
booked as such in the books of the covered persons.

These are necessary expenses of covered institutions for the normal
day-to-day running of a business. These are transactions of covered
personsand, therefore, not reportabléSuch as, but not limited to
payment of salaries, taxes, debt service, SSS premiumsBFRag
contributodm YR SYLX 28SSaQ o0SySTAadao

b. Payments of dividends or interests on investments, provided that
the principal investment was previously reported;

c. Remittance by a@8SFlacting as a collecting agent, of taxes and
other government fees collected from the public, to the Bureau of
InternalRevenue and other government agencies;

d. Remittance by 8SFI | OGAy3 a | O2ftftSOGAy3 3ASyli
bills payment €.g. utilities);

e. Adjusting entries or reclassification of accounts;

f. Service fees, proprietary revenue fees, arrangement fees, loan
syndication fees and other form of fees incidental to loans granted

or investments sold, provided that the loans granted or the sale of
investment was reported at gross or at its principal amigand

g. Investments of coveregbersonsin government securities, or in
companies listed in the locat international Stock Exchanges.

Reclassification of loagecurity to Real and other Properties Acquired

(ROPA);

Loan repricing, loan renewal, loan restructuring, provided that there is no

OKIy3aS Ay 02NNRgSNRa ylYS: 20KSNBAaSs (K
new loan, hence, reportable;

N

Withdrawal of Investment/Contribution from Personal Equity Retirement
Account (ERA) Providers, provided that the withdrawal was reported by
the PERA Administratars

Transaction of government agencies wBBFlsexcept the following:

a. Disbursements of government agencies that passed through the
Modified Disbursement Scheme (MDS), which disbursements are
payable to private entities; negovernmental organizations
(NGOs); noprofit, charitable, or religious foundations; or to
individualpersons;

b. Disbursements of government agencies coursed through other
depositoryBSFlsother than the MDS accounts, that are payable to
private entities; noagovernmental organizations (NGOSs); non
profit, charitable or religious foundations; or to indivigl persons;
and

c. Government agency refers to any of the various units of the
Government, including a department bureau, office,
instrumentality, or governmenbwned or controlled corporations,
or a local government or a distinct unit.
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10. Agrarian Reform Receivables)d

11. Payment for agricultural lands under the Agrarian Reform Law.

a s~ w D PRe

© © N o

3.

. Low Risk Transactions for Operators of Payment System

Settlement transactions of participants in PhilpaSS

Cashin transactions with a casin system provider

Payment clearingransactions of the CSO of an ACH

Clearing and Settlement transactions of an NPP with network members

Settlement transactions of merchant acquirers and/or payment
facilitators to merchants and/or suimerchants

Settlement transactions of an ASN to itbsaribers
Payment transactions facilitated through payment gateways
Settlement transactions of platform providers to its merchants/sellers

Settlement transactions of bills payment service providers to
billers/merchants

Low Risk Transactions figloney Service Businesses:
1.
2.

Prefund deposit and replenishment to process remittance transactions;
Payment of commissioghargespr other operating income expenses for
services rendered,;

Foreign exchange transactions between a parentsitbsidiariesand
affiliates, however limited to subsidiaries and affiliates who are also CPs;
Internal operating and capital expenses:

a. Lease agreement and rental payments;

b. Office repairs and maintenan@xpenses;

c. Purchase of furniturefjxtures,and equipment (FEE);
d

e

a{.a dzaAy3a Ada NBYAGOHIYyOS aASNWAOSa G2
MSBs using its remittance services to fund its employees travel
allowances;

f.a{. SYLX2eSSa dzaAy3a (KSviesltoO2YLI ye&Qa

liquidate expenses, such as excess funds from previous cash
advances; and

g a{. KSIR 2FFAOSa daAy3 GKSANI O2YLI yeQa

the payment expenses of their branches.

Payment of MSBs taxes, such as corporate income V&I, and
percentage tax.

D. Low Risk Transactions for SEC Supervised Financial Institutions:

1.

Transactions between banks and qubanks operating in the
Philippines however, limited to proprietary transactions only.
Proprietary transactions carriedut for the account and sole benefit of
the covered person.

When a transaction is carrieout by the covered person upon the
instruction, as well as for the account and benefit of its customers using
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0KS RSLRAAG2NBEQkOdzaG2YSNRAQ 26y Y2ySesz if
proprietary transaction, and shall be reported as covered transaction/s.

Roll2 SNJ 2F Of ASy i Qa Ay @SpoitideStifaithe 2 NJ RS LI2 & A
principal investment was previously reported

Transactions between parent bank and its subsidiary or associat

financing company or affiliatesHowever, limited to proprietary

transactions only. Proprietary transactions carrmat for the account

and sole benefit of the covered person.

When a transaction is carriesut by the covered person upon the

instruction, as well as for the account and benefit of its customers using

GKS RSLR2aAlG2NEQkOdzal2YSNARQ 26y Y22ySezx (fF
proprietary transaction, and shall be reported as covered transaction/s.

Loan repricing, loan renewal, loan restrudhg, provided that there is no
OKIydS Ay 02NNRgSNRa ylYS:Y 20KSNBAaSs (K
new loan, hence, reportable;

N>

Internal operating expenses and capital expenditutes are booked as
such in the books of the covered perspns

These are necessary expenses of covered institutions for the normal day

to-day running of a business. These are transactions of covered

institutions and, therefore, not reportable. Such as, bat limited to

payment of salaries, taxes, debt service, SSS premiums|BRag
O2yGNROdziA2Yya YR SYLI28SSaQ oSySfTiatao
Adjusting entries or reclassification of accourstsd

Service fees, proprietary revenue fees, arrangement fees, loan
syndication fees and other form of fees incidental to loans granted or
investments sold, provided that the loargranted, or the sale of
investment was reported at gross or at its principal amio

Withdrawal of Investment/Contribution from Personal Equity Retirement
Account (PERA) Providers, provided that the withdrawal was reported by
the PERA Administrators.

. Low Risk Transactions for IC Supervised Financial Institutions:

1.

Transactions between domestic insurance companies/professional
reinsurers/intermediaries licensed by the Insurance Commission;

Renewal of nodife insurance policies under the same terms and
conditions provided that a CTR has been previously filed;

Automatic premium advance;

Collection of premium payments from telemarketing, or direct marketing
or through SMS and/or by way of salary deductions, where the bulk
settlement exceeds P500,000.00 but the individual transactions are
below the reporting thresholédmount;

Group Life Insurance and Hospitalization Insurance;

Transactions of members of Mutual Benefit Associations pertaining to
basic benefits;

Bulk settlement of claims on death and disability benefits of a policy
where individual claim does netxceed P500,000.00;
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8. Transactions coursed through brokeagjents,and other intermediaries,
in which case, however, the insurance company (principall stort
the said transactions;

9. Internal operating expenses and capital expenditutes are booked as
such in the books of the covered perspand

These are necessary expenses of covered institutions for the normal day

to-day running of a business. These are transactions of covered

institutions and, therefore, not reportabl&uch as, but not limited to

payment of salaries, taxes, debt service, SSS premiums|BFag

contributord YR SYLX 28S5SaQ oSyS¥adao
10. Adjusting entries or reclassification aécounts.

VIII. ComplianceChecking and Administrative Sanctions

A To ensure compliance with the ARRG, the AMLC, through its Compliance and Supervision Group
(CSG), may conduct compliance checking, including onsite and offsite inspection.

Compliance findings may be the subjecttu Enforcement Action GuidelinSAG), which took
effect on 11 September 2020, for the imposition of enforcement actions, if warranted, to
address the cited findings.

A Highrisk violations of the ARRG shall be subject to administrative sanctions, inlaccemwith

the Rule of Procedure in Administrative Ca$BAC) under the AMLA, which took effect on 21
August 2019.

The imposition of administrative sanctions shall be without prejudice to the filing of criminal
cases, if warranted.
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PART 2
ONLINE REGISTRAION

INTRODUCTION

One of the many functions of the Artiz Yy S& [ | dzy RSNAyYy 3 [/ 2dzy OAt 6! a
receive and analyze covered or suspicious transaction reports (CTRS/STRs) from covered
LISNB2yaé¢ O6{SOGAZ2Y Tdm 2F wo! dpmcnI & | YSYRS

In addition, Sec. 4, Rule 48,relation to Sec. 3.2, Rule 4, and Sec. 1.4, Rule 35 of the 2018
Lww 2F GKS t!ta[! adrdasa aGdKFG a!ff O20SNBR LIS
NBLR2NIAY3I aedaidSYy o0Ayo | OO0O2NRIFIYyOS gA0GK GKS NI

In order to tansmit CTRs and STRs, CPs need to register with the AMLC in order to be given
access to the AMLC Portal.

The Online Registration System for CPs will allow Compliance Officers to manage their user
accounts as well as that of their alternates. The systeith also provide a means of
Y2YAU2NRY3I /t Q& dzASNI | OO02dzyiia o6& NBIldANRY3T /
every two (2) years.

GUIDELINES

1. Before proceeding with the Online Registration, Compliance Officers (COs)/Associated
Persons (APs) /Pnary Designated Officers (PDOs) should have document/s showing
his/her designation. Documents should be uploaded in PDF format.

a. Secretary Certificate and/or Board/Partnership Resolution and/or General
Information Sheet for COs of CPs supervised or regilay the BSP, IC, SEC,
Designated Nosrinancial Businesses and Profession (DNFBPs), and other CPs.

b. Certificate of Associated Persons for APs of Brokerage Companies.

c. DTI Certificate for Pawnshops/Money Service Businesses (PS/MSB) and DNFBPs
registered asSingle Proprietorship as well as a Document, notarized and signed by
the owner of the such MSB/PS or DNFBP designating the PDO, if the PDO is not the
owner of the MSB/Pawnshop or DNFBP.

d. PRC Certificate of Registration/License for Real Estate Brokers.

e. Accreditation of the Service Provider of Offshore Gaming Operator {EF3@om
the Appropriate Government Agency (AGA).

2. COs/APs/PDOs should download theansaction Security Protocol Manudtom
www.amlc.gov.phandperform the following steps:

a. Download the Gnu Privacy Guard (GPG) software fwamw.amlc.gov.phunder
the Reporting Tools tab.

b. Install the GPG Software.

c. Generate public key.

d. Export public key (file extension is .gsc
Be ready with your exported asc file as this will be needed during online
registration

e. Get and save the AMLC public key (amlc.asc) fwmarw.amic.gov.phunder the
Reporting Tools tab.
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f.  Import the AMLC Public kegirfilc.asc)
g. Certify and Sign AMLC Public key.
h. Backg up of COs Public key.

3. Once Items 2 have been performed/ accomplished, COs/APs/PDOs may now proceed
with the Online Registratiorh{tps://portal.amic.gov.ph.

4. Reqgistration will be processed daily; @ff time is 1:00 PM, registration received after
1:00 PM will be processed the following day.

5. The Secretariat will issue a Certificate of Registration, with the facsimile signature of the
AMLCS Executive Directarthe Officerin-Charge, to successfullyegistered CPs, upon
request. The said certification will be sent via email as a PDF file.

For new PS/MSB, pending issuance by the BSP of its Institution Code, the AMLC
Secretariat may issue a Provisional Ciedit of Registration (PCOR) to the registering
PS/MSB upon its compliance with Guidelines 1 to 3 hereof.

For new DNFBP, pending its completion of all the requirements enumerated in Sec. 48
of the AML/CFT Guidelines for DNFBPs, the AMLC SecretariatsoragiBCOR upon
compliance with the requirements in Guidelines 1 to 3 hereof, and upon uploading
through the AMLC Portal the following requirements in PDF format:

a b2GFNAT SR 5SSR 2F ! YyRSNIF{1Ay3 aA3IySR 0@
Board of Diretrs/Partners/Owners to strictly comply with the requirements,
rules and regulations of the AMLC and those issued by the appropriate
regulatory, supervisory, professional or other similar authority (Annex B of the
AML/CFT Guidelines for DNFBPs), and

b. Notarized Deed of Undertaking signed by the officer of the registering DNFBP
who shall be responsible for any violation of the AMLA, as amended, and its IRRs
(Annex C of the AML/CFT Guidelines for DNFBPSs)

The PCOR shall be valid for six (6) months, unlesglher OIC grants a one

time, nonrenewable extension for up to six (6) months, upon written request or
email citing justifiable grounds. PSs/MSBs or DNFBPs that have successfully
complied with all the requirements for registration may, upon request, heeids

a COR with the facsimile signature of the ED or OIC.

6. A two (2) year mandatory update of the registration via the Online Registration System
is required. Failure to update the registration will result in the deactivation of the CPs
user access in theMLC Portal.

A CP is also required to immediately update its registration online whenever there is a
change in its CO/authorized representative, its address and contact details, or any
material change in its registration.

7. List of successfullegistered MSBs and Pawnshops, and DNFBPs will be published in
the AMLC website, to be updated monthly.
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Logon to https://portal.amlic.gov.ph

f ) ) F —_—— R —
=0 Anti Money Laundering Cour % | 4 Elﬂu
"B ¥ f =

€0 hitps://portal.amic.gov.ph/amic/ 1 ¢

Republic of the Phiippines
AMLCY Anti-Money Laundering Council

ot enoy Laundaring Coundl
The Philippines’ Financial Intelligence Unit

Welcome to the Anti-Money Laundering Council Portal! (Ver. 2.8.4) b

The faclity allovs Coverad Parsons (CPs) to accomplish the folloving: Institution Code: —

*Online Registration Username/Email: [

- Allovs Complisnce Officars to registar snd sttach supporting documents. Submission of hardcopy documents sre o longar required. . |

*Upload CTR/STR Files L
- Encrypted Covered Transaction Reports (CTRs) and Suspicious Transaction Reports (STRs) may be conveniently transmitted to the AMLC via this 3
facility. FORGOT PASSWORD

*View History of Uploaded CTR/STR Files
- Access history of uploaded CTR/STR files. Errors are logged, allowing users to idantify and maks the necessary corrections. Users also have the option
to download the validation messages.

Note: CPs with 11-digit [nst. Code - 1st 6 digits
CPs with 18-digit Inst. Code - 15t 3 digits
REGISTER
Registration Status? CLICK HERE!

*View News Advisories
- New and archived AMLC advisoriss may bs sccess=d from this facility.

*Upload Attachments to STRs
- Digitsl attachments to Suspicious Transaction Reports (STRs) may be submitted through this facility. The STR should have been uploaded first prior to
uplozding of attachments.

*View History of Uploaded Attachments to STRs
- Access history and status of uplosded STR sttachments.
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1. Click orRegister
W _— |y I

). hitps//portal.amle.gov.ph/amic/ E1 ¢ | Qseorch fk B + #

Republic of the Phiippines
ﬁwlvu!,ké‘ Anti-Money Laundering Council

Coundl
The Philippines” Financial Intelligence Unit

Welcome to the Anti-Money Laundering Council Portal! (Ver. 2.8.4) U= lors
The facility allove Covered Persans (CPs) to accomplish the folloving: Institution Code: 1
e e —
- Allovs Compliance Officers to register and attach supperting documants. Submission of hardcopy documents are no longer required. — I
*Upload CTR/STR Files -
- Encrypted Covered Transaction Reports (CTRs) and Suspicious Transaction Reports (STRs) may be conveniently transmitted to the AMLC via this 3
facility. FORGOT PASSWORD
*View History of Uploaded CTR/STR Files pj e p i
- Access history of uploaded CTR/STR files. Ewors are logged, alloving users to identify and make the necessary comections, Users alsa have the option taize @5 ity i Hieh 0 IS
e e [T [ e e CPs vith 18-cigit Inst. Code - 1st 9 digits

REGISTER _
N -
View News Advisories Registration Sttus? CLICK HERE!

- New and archived AMLC advisories may be accessed from this facility.

*Upload Attachments to STRs
- Digital attachments to Suspicious Transaction Reports [STRs) may be submitted through this facility. The STR should have been uploaded first prior to
uploading of attachments.

*View History of Uploaded Attachments to STRs
- Actess history and status of uploaded STR attachments,

2. CoveredPerson Registration page will appear, please read the instructions first before
proceeding to Step 1 of 3.

Reutic f e Prige
AMLC Anti-Money Laundering Council

N6 Morey Landng Courch
The Philippines’ Financial Intelligence Unit

Instructions:
To the Compliance Officer:

1| All helds with an astenisk () are mandatory,

{2  Please ensure the comectness of your email address, since this will be your usemame and the basis of
your communications with AMLC.

Please be ready with your supporting documents for the registration (PDF files) as well as your
exported as¢ file (.2sc), ance this will be needed to complete your regigtration.

“
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Step 1 of 3: Key in details of the Covered Person and Contact Details of the Authorized Officer.
Once step 1 of th&egistration process is completed, click on Next to go to thetep.

COVERED PERSON REGISTRATION

STEP 1 OF 3: COVERED PERSON

INFORMATION
Institution Code: [
Supervising Agency:
Industry Type: * [RURAL BANK |
Institution Name: * [RURAL BANK OF QUEZON CITY |
Address (Head Office): * [ABC BUILDING |
[PASONG TAMO |
I |
City/Municipality: * [QUEZON CITY |
Zip Code: *
CONTACT DETAILS
Telephone Number: * [0z |[9310628 |
02 1234567
Fax Number: [o2 |[9310625 |
02 1234567
Authorized Person: * [JUAN DELA CRUZ |
First Name MI Last Name
Position: * [PRESIDENT |

‘ | Next || Clear Form || Exit |

Note: Be sure to have a scanned copy of your document/s stating your appointment as the
CO/AP/PDO; have generated your public key using Kleopatra and have your exported asc file
before proceeding to the next page (Step 2 of 3).
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3. Step 2 of 3 are the details of the CO/AP/PDO, as well as the key details of their public key. This
is also where the CQ/AP/PDO uploads supporting documents (PDF) of his/her appointment
FYR KAada SELRNISR a0 FTA{SO NFAAKSOABAOR ¢RRRT

STEP 2 OF 3: AUTHORIZED PERSONNEL
COMPLIANCE OFFICER INFORMATION

Institution Code:
Title: * MS
Full Name: * DANE C. REYES |
fhshapaidiastiame: = Make sure email address is unique:
Position: * C ] CO and alternate/s (if any) should
e-Mail Address: * o 0 _— have different email addresses
Telephone Number: * 102 | p530176 |
2 12534567 Doc/s showing
: : = appointment of
Supporting Documents: I'cwm sz l — Co&ppliance Officer
&.9. Board Resolution, D71 Certificate and etc.
KEY DETAILS
Key ID: ° Key details
Generation Date: ' can be seen
] - in Kleopatra
Fingerpnint: * [10792C53A684784F9007CC1E7CI09A4D3A261988) _ |
Key (ASC) File: * [ CrocseFie | MNRivera_RBQCasc |

——>  Exported asdile of the public

kev. created in Kleonatra

| Previous || Add Altemate || Done || Clear Form || Exit |

N\

If CO has no alternate, Click
Done otherwise Click Adc
Alternate.
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For
Alternate
with
Public
key; check
on Key
details

4. Continue to add details of the alternate (if any). Public key (Key details) of the Alternate is

optional.

STEP 2 OF 3: AUTHORIZED PERSONNEL

ALTERNATE 1 INFORMATION

Title: =
Full Name: =

Position: =
e-Mail Address:

Telephone Mumber: *

KEY DETAILS

MR.
[MARK M. RIVERA |
First Name MI Last Name

Make sure email address is unique;

[AML ASSISTANT CO and alternate/s (if any) should
Imnrivera@yahoo.com have different email addresses
o2 | lp310s20 |

02 1234567

Previous || Add Alternate || Done || Clear Form || Exit |

\

If alternate has no generatec
public key and thes is only one
alternate, Click Dne; otherwise
Click Add Alternate

If alternate generated a public key, please continue with the key details

STEP 2 OF 3: AUTHORIZED PERSONNEL

ALTERNATE 1 INFORMATION

Title: *
Full Name: =

Position: ~
e-Mail Address: =

Telephone Number: =

* KEY DETAILS

Key ID: ~
Generation Date: ~©
Fingerprint: ™

Key (ASC) File: ©

[MARK N. RIVERA |
First Name MI Last Name

[AML ASSISTANT |
[mnrivera@yahoo.com |
[0z | [o310620

02 1234567

BEBEQ73C

[03-07-2017
|0F353006D?Fi‘-.43?5_?E94DBBOQ_55‘-.64COE!8E8E9?3C |
l Choose File | JCReyes RBQC.asc |

| Previous || Add Alternate || Done || Clear Form || Exit |

If there is only one alternate
Click Done; otherwise Click

Add Alternate
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STEP 2 OF 2: SUMMARY OF REGISTRATION
COVERED PERSON INFORMATION

Reference Mumber: joreyes@yahoo.com20170307120342-7cfa141bf06027c587f0a40f 74230225

Institution Code:

Supervising Agency: BSP

Industry Type: UMNIVERSAL BANE

Institution Name: BAME OF THE PHILIPPINE ISLANDS
Address: AYALA AVENUE

City,/Municipality: MAKATI CITY

Zip Code: 1120

CONTACT DETAILS

Telephone Mumber: (02) 8530716

Fax Mumber:
Authorized Person: WINSEN R. YU
Position: PRESIDENT

COMPLIAMNCE OFFICER INFORMATION

Title: MS.

Full Mame: JANE C. REYES

Pasition: CHIEF COMPLIANCE OFFICER
e-Mail Address: joreyes@yahoo.com

Telephone Mumber: (02) 9530176

User Name: jereyes@yahoo.com

Board Resalution: CMiclat.pdf

KEY DETAILS

Key ID: IAZ26103B

Generation Date: 03-07-2017

Fingerprint: 1D792C53A6B4TBAFODOFCCIETCO09A4DIAZ0108E
Key [ASC) File: JCReyes_RBQC.asc

ALTERNATE 1 INFORMATION

Title: MR.

Full Marme: MARK M. RIVERA
Position: AML ASSISTANT
e-Mazil Address: mnrivera@yahoo.com
Telephone Mumber: (02) 9310620

User Name: mnrivera@yahoo.com
KEY DETAILS

Key ID: B8ESE973C

Generation Date: 03-07-2017
Fingerprintz 0F35300607FA437ATES4DEBOASAGACOBEESEDTIC
Key [ASC) File: MMRivera_RBQC.asc

=N =N =)

6. After you click Save, a window will appear, showing that Registration has been successful.
Please take note of your Reference No. You will need this to check the status of your
Registration.

REGISTRATION SUCCESSFUL

REFERENCE NO: JCREYES0120170210151429-573675e1654ca5a0b912e88f5096Cc120

Your registration has been successfully submitted for our review. Please take note of your Reference
Number and regularly check your email for the next instructions. Thank you!

— T
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Are you sure you want to leave this page?

7. To verify if your Registration has been successful, plessekgtour registered email and click
the link to verify your email address.

Subject: Email Address Verification

From: NoReply@amic.gov.ph (NoReply@amic.gov.ph)
To: rynpineda@yahoo_com;
Date: Friday, February 10, 2017 4:31 PM

Dear MS. JANE C. REYES.
Your account will be activated after you have verified your email address.

Please click the link below to validate your email address!

http://192.168.6.55:8080/amlec/web/validate-email. htm?code=TCREYES0120170210163112CO-
684¢cbfac819295e515£c80e165927316 I

Note: If the link does not work by clicking on it. try to copy and paste the link to your browser. This is a
system generated email. please do not reply!

Click on the link to verify the email address

Thank you, AMLC - IMAG of the Compliance Officer

Dear Mr. MARK N. RIVERA,
Your account will be activated after you have verified vour email address.

Please click the link below to validate vour email address!

hitp://192.168.6.55:8080/amlc/web/validate- email htm?code=JCREYES012017021 131A1-b6c9e793a21080238461201754565ad3

Note: If the link does not work by clicking on it, try to c ed email, please do not reply!

Click on the link to verify the email address

Thank you, AMLC - IMAG of the Alternate
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Note: EmaiVerification will be sent to the email address of the CO/AP/PDO, as well as the designated
alternate (if any).

8. After the CO/AP/PDO and alternate have validated their email addresses, this page will
F LIS NE 2dzad Of A O ! ANBS¢ o

HEPUDIC 01 Ne FTIpRINGs
AML LC Anti-Money Laundering Council

The Philippines” Financial Intelligence Unit

KEY DETAILS

Key ID: 91D57B6F
Generation Date: 02-10-2017
Fingerprint: 1F138FF180983A1A2AA8BD39BEF02885E91D57B6F

TERMS AND CONDITIONS

I hereby agree and confirm that:

The created username account is the responsibility of the compliance officer and the alternate/s.
1. If in any case that the user believes his account has been compromised, the user can change
his/her password any time;
The entered email address is the responsibility of the compliance officer and the alternate/s.
2. Registered email addresses will receive communications from the AMLC and will be used for
verification in the event that the user has forgotten the created username and password.

3 Once approved, the user account shall be valid for two (2) years from the date of account
" approval.

o= | [

¢KSy Of A O\ £2 yo daiKiS y&do E
EMAIL ADDRESS VERIFICATION STATUS

Your email address has been successfully verified. Please check
your email for the next instructions. Thank you!

—
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9. To check the status of your Registration,-iogo https://portal.amic.gov.ph and click on
Registration Status.

J?\ Anti Money Laundering Cou X\+ EI&‘Q

(6] hitps://portal.amlc.gov.ph/amlc/ E1 ¢ || Qseorcn ﬁ E + @ =

Republic of the Phiippines
ﬁmjﬁ_é\ Anti-Money Laundering Council

Councd
The Philippines’ Financial Intelligence Unit

Welcome to the Anti-Money Laundering Council Portal! (Ver. 2.8.4) U= lors
The facility allove Covered Persans (CPs) to accomplish the folloving: Institution Code: 1
T bz (I
- Allovs Compliance Officers to register and attach supperting documants. Submission of hardcopy documents are no longer required. — [
*Upload CTR/STR Files -
- Encrypted Covered Transaction Reports (CTRs) and Suspicious Transaction Reports (STRs) may be conveniently transmitted to the AMLC via this 3
facility. FORGOT PASSWORD

*View History of Uploaded CTR/STR Files B | e du
- Access history of uploaded CTR/STR files. Errors are logged, alloving users to identify and make the necessary corrections. Users alse have the optien T t;_ \-”th “a-d@t I"=_t T—Dda i l=_t 5 d\;l;
to dovnload the validation messages. CPs vith 18-digit Inst. Code - 1st 9 digits

REGISTER
Registration Status? CLICK HERE!

*View News Advisories
- New and archived AMLC advisories may be accessed from this facility.

*Upload Attachments to STRs
- Digital attachments to Suspicious Transaction Reports [STRs) may be submitted through this facility. The STR should have been uploaded first prior to
uploading of attachments.

*View History of Uploaded Attachments to STRs
- Actess history and status of uploaded STR attachments,

Please enter the reference number of ydregistration.

Republic of the Phiippines
,,AMMML_Q\ Anti-Money Laundering Council

The Philippines’ Financial Intelligence Unit

REGISTRATION STATUS INQUIRY

Referencel
Number:

‘
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If you have not received an email from AMLC requesting verification of your account, please check
your registration status, it will show if the email address is stilterified, if still unverified, please
check if the email address is correct and edd&NRA y 3 f & @ ¢tKSy Of A01 GKS

REGISTRATION STATUS
O rsase: For Ermmall Werifhcathornl

COWERED FERSON INFOXRMATIOMN

oo M IR N L L P T L L T S T i S AN 1 ol e 1L
TrmaR e Coic::

i Ry Lt

Trafrwtey TyEc: FULIFLRUL. IR

TR e FULIFLRUL. ISP N GRS Y

Batiirrn RS BHUDLDDNG FRCSOG: TRO

Oy eracspa Ity - e I Y

T o 1uaF

COENTACT DETAILS

Telcplome: e : fozlre==or 1

Fiam Sl fozre=1oass
Pesiecrioedl Formo: IUPAN IELA CRLE
oo PRES DO

COMFLEAMNCE OFFICER ITNFORMATION

Tkl = =

il ARUNE T RUEYES

i R CHICEr OO LAUNCE SO DOER

=il Addroam: | —— | I ———
Telcpiecee: Mursier: {ozjresuos e

Umer M IORETESOL

KEY DFETAILS

ey TS L= e ]
Eemera o Saks: oI-Lo-DoLT
T ] OO T AL T DS SO AU T RS T RS T L TS TSSO

BLTERMATE 1L INFORMATIOMN

Tz .
il el FUFUFLES IR RLTW RS

oo B O EFER

=—acill Afifireaa: wipErmdeFomic gowgh [conitsz
Telcplome: e : (ozfessorLs

Mwcr Mo IOREVESDL

KEY DNETAILS

ooy 10 LS
el Saks: oE-Lo-ZoaT
MnperETink: LTS LSOREEA LA DA A S DD D S S D DS TS

Ce=e ]

10. Once the AMLC has processed your Registration, you will receive an email from the AMLC
whether Registration has been approved or disapproved, and whether such approval is for a
PCOR or a COR. For PS, MSBN&BP whose registration has been approved for PCOR, the
AMLC will require completion of all the other requirements within six (6) months from approval
of its PCOR. Otherwise, its PCOR will be cancelled, unless the ED or OIC gratinsea nae
renewabk extension thereof for up to six (6) months, upon written request or email, citing
justifiable ground. Requests for extension must be submitted not later than ten (10) working
days prior to the expiration of the PCOR. Below is a sample email of an apstegestration.

This is to inform you that your registration has been approved. Below is your Username and temporary
Password. Please log-in and change your password as soon as you received this email. Please take note that
yvour user account shall be valid for two (2} years from the date of account approwval.

Username: JCREYESOL
Password: Q2CT1PHIKL

For Compliance Officers and/sor alternates with generated public keys, please perform the following:
1. Download the AMLC public key (amlc.asc) on this link www.amlc.gov.ph/2015-12-09-07-34-10
Jreporting-tools

. Save the AMLC public key (amlc.asc) to:

. For 32 bit machine - Ch\Program Files\GMNUNGnuPGY,

. For &4 bit machine - Ch\Program Files(x8a\GMNILNGnuPGY,

. Impaort the AMLC public key (amlc.asc).

Certify and Sign the AMMLC public key (amlc.asc).

. Perform a back up of your public key (yvour exported asc file).

nEwgo M

**For guidance please download the AMLC Reporting Procedure manual at www.amlc.gov.ph and refer to the
Transaction Security Protocol chapter for a step-by-step procedure.

This is a system generated email, please do not reply!

Thank you, AMLC - IMAG
Please note that AMLC can only approve your Registration when the Compliance Officer and
all the registered alternate/s have verified their email addresses.
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11. Once registration has been approved,-iago https://portal.amlc.gov.phto change your

password. Please log in using the firgti§its or first 9digits of your institution code, email

address and system genéed password.

Welcome to the Anti-Money Laundering Council Portal! (Ver. 2.8.4)

The facility allows Covered Persons (CPs) to accomplish the following:

*Online Registration
- Allows Compliance Officers to register and attach supporting documents. Submission of hardcopy decuments are no longer required.

*Upload CTR/STR Files
- Encrypted Covered Transaction Reports (CTRs) and Suspicious Transaction Reports (STRs) may be conveniently transmitted to the AMLC via this
facility.

*View History of Uploaded CTR/STR Files
- Access history of uploaded CTR/STR files. Errors are Iogged, allowing users to identify and make the necessary corrections. Users also have the option
to download the validation messages.

*View News Advisories
- New and archived AMLC advisories may be accessed from this facility.

*Upload Attachments to STRs
- Digital attachments to Suspicious Transaction Reports (STRs) may be submitted through this facility. The STR should have been uploaded first prior to
uploading of attachments.

*View History of Uploaded Attachments to STRs
- Access history and status of uploaded STR sttachments.

Change Password

Password: | |

Confirm | |
Password :

User Login

Instituticn Code:
Username/Email:

Passwaord:

Note: CPs
CPs w

igits
igits

a
oo
oo

Registration Stat

Once password has bee
changel, you can nowstart to
access the AMLC portal.
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PART 3
TRANSACTION SECURITY PROTOCOL

GUIDELINES

A. The File Transfer and Reporting Facility using the Hypertext Transfer Protocol over Secure
Socket Layer (FTRF v 2.0) shall be used by the CPs in transmitting their respective reports.

B. Hypertext Transfer Protocol ove8ecure Socket Layer (HTTPS) is a private, secure and
graphical method of accessing web page information and/or sending information across a
web. It is especially useful for encrypting forthased information as it passes between
clients and servers. HTIRvhich is implemented undeéhe File Transfer and Reporting
Facility (FTRF v 2.0) will address the efficiency, integrity and security concerns of data
collection from the Covered Persons.

C. File Transfer and Reporting Facility (FTRF) has the followingdeat
a. Secure upload provides data encryption, server authentication and message integrity;
b. Selfsigned Digital Identification & Certificateallows encrypting and digital signing of

messages; and

D. The seksigned digital identification shall bmplemented for all CPs. AMLC and the CPs
shall use the Gnu Privacy Guard (GPG) software for their encryption and authentication and
the GPG supported algorithm (MD5) for their signing. Installer of the said software shall be
provided by AMLC upon regiation.

E. The compliance officer of the CP shall generate his private key as well as public key using
GPG which shall be uploaded during the Online Registration.

F. The signed public key of the AMLC shall be used by the CPs to:

a. Encrypt the electronic files<C(TR/STR in csv format) to be submitted to AMLC; and
b. Verify the signature of the files they will receive from AMLC.

H. The signed private key of the AMLC shall be used by AMLC to:
a. 5SONRBLII GKS SyYyONRBLIISR FTAtSa aSyd oeé GKS
public key; and
b. Sign the electronic files they will send to the CPs.
l. The signed public key of the CP shall be used by the AMLC to:

a. Encrypt the validation messages th#eVILC will send to the CP; and
b. Verify the signature of the files AMLC will receive from the CPs.

J.  The signed private key of the CP shall be used by them to:

a. Decrypt the AMLC validation messages from AMLC; and
b. Sign the electronic files they will send tMAC.
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CPs are required to encrypt and sign the electronic CTR/STR files before transmitting them
to AMLC via https (AMLC portal).

In cases wherein the public key is compromised, superseded or no longer in use, CPs should
perform the recovery procedure, only if they have successfully performed the-ugack
procedure of their existing private and public keys, to be able to woatto encrypt file.
Otherwise, a new pair of public and private keys shall be generated and to be uploaded via
the Online Registration System.
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PROCEDURES:

Download the gpg4win 2.1.0 from
www.amlc.gov.ph  under Reporting
Tools, then save this to your local drive.
Double clickgpg4win2.1.0.exe You will
be asked if you want to allow the prograi
to make changes in your computer.
ClickYes The Installer Language windo
will be displayed on the screen.

nstaller Language

1. Installing the GnuPG for Windows Softwa(&pg4win 2.1.0)

(St

©

Please choose a language for the setup.

1  SelectEnglish thenclick Ok

=
@ Gpgdwin Setup

GpG\\‘wiN

Welcome to the installation of
Gpg4win

Gpg4win is & installer package for Windows for EMail and file
encryption using the core componenent GnuPG for Windows,
Both relevant cryptography standards are supported,
OpenPGP and 5MIME. Gpg<4win and the software induded
with Gpg4win are Free Software.

Click Mext to continue.

This is Gpg4win version 2. 1.0
file wersion 2.1.0, 1641

release date 2011-03-15

ﬁ[ Mext = ] [ Cancel

Bitte die Sprache des

Installations-Vorgangs angeben.

[Engish v
The Gpg4win  Setug

window will be displayed
on the screen. Clicl
Next
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@ Gpgdwin Setup

License Agreement
@ This software is licensed under the terms of the GNU General
Public License (GPL).

Press Page Down to see the rest of the agreement.

| GMU GEMERAL PUBLIC LICENSE
Version 2, June 1991

el »

The License  Agreemer
. . . Copyright (C) 1989, 1991 Free Software Foundation, Inc.
window will be displayed or 51 Franklin Street, Fifth Floor, Boston, MA 021101301 USA

. Everyone is permitted to copy and distribute verbatim copies
the screen. Clickext. of this license document, but changing it is not allowed.

Preamble

_The licenses for most software are designed to take away your -

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the redpients the same rights you have received.

Mullsaft Install Swskem w2, 37-3

| <gack | Next> | | Cancel |

=
@I Gpgdwin Setup — e - —_—le

Choose Components
\ @ Choose which features of Gpg4win you want to install,

Chedk the components you want to install and unched: the components you don't want to Select Components tc
install. Click Mext to continue.,
install. CheckKleopatra,
Select components to install: Ees_f_riph’on G Pg E)'( and G pg4W| n
> | [7] Kieopatra DSZL';Z;’;:;L“;;‘:; Compendium then
GPA see jbs description.
e | 7] G0 uncheck . other
el | [7] GpgEX components. ClickNext.
[ claws-Mail
— Gpg4win Compendium
Space required: 102, 5MB

Mullsaft Install System w2, 37-3 l
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Specify destination folder.
then, clickNext

 For 32 bit machine
the default directory
is C\Program
Fileda GNU GnuPG

"

@ Gpgdwin Setup

T —
=" =

Choose Install Location
@ Choose the folder in which to install Gpg4win,

Setup will install Gpag4win in the following folder. To install
and select another folder. Click Next to continue.

Destination Folder

in a different folder, didck Browse

Space reguired: 101.0MB
Space available: 123.0G8

Mullsaft Inskall Swstem w2, 37-3

Setup will install Gpg4win in the following folder. To install in a different folder, click Browse

and select another folder. Click Next to continue.

Destination Folder

:\Program Files (x86)\GNU\GnuPG

Space required: 101.0MB
Space available: 237.9GB

Mullsoft Install System v2.37-3

I For 64 bit machine
the default
directory is
C\Program  Files
(x86)GNU GnuPG
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=
@ Gpgdwin Setup o S |

Install Options
\ @ Start links

Please select where Gpg4win shall install links:

Select where GpgAWIl smmpfif] start Menu
shall install links. Chec
Start Menuand Desktop

then clickNext. [] Quick Launch Bar

(Only programs will be linked into the quick launch bar.)

Mullsaft Inskall System w2, 37-3 l

=
@ Gpgdwin Setup =ll—

Choose Start Menu Folder
\ @ Choose a Start Menu folder for the Gpg4win shortouts.

Select the Start Menu folder in which you would like to create the program's shortcuts. You

Choose Start
can also enter a name to create a new folder. Menu folder for

the Gpg4win
Gpgir] P9
_ shortcuts. Enter
Accessories ~

Administrative Tools G pg4W|r] then
Games i
Hummingbird clickInstall.
Intel
I KOMICA MINOLTA I
Lotus Applications

Maintenance

Microsoft \MET Framewaork SDK v2.0

Microsoft Office

MVIDIA Corporation

Orade - OraClient1lg_home1 [ -

Mull=oft Install System w2, 37-3 |
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=

QGpgdwin Setup
Installing

@ Please wait while Gpg4win is being installed.

Extract: view-refresh.png
- .

Show details

Please wait while
Gpg4dwin is being
installed.

Mullsaft Install System w2, 37-3

=
@ Gpgdwin Setup C=REE

Installation Complete
@ Setup was completed successfully.

3]
Completed
Once the setupis
Show dets | completed
successfully, click
Next.

Mullsoft Install Swsterm w2.37-3 l

< Back |[ MNext = i| Cancel |
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e — |
@ Gpgdwin Setup EIL

Define trustable root certificates
@ 5/MIME configuration

Gpg4win needs a list of root certificates which you trust.

Check Root certificate (To use S/MIME certificates for sign and encrypt, you have to define the trustability *
of ¥.509 root certificates.)

defined or  skip
& root certificate (root CA) is used to check the validity of all child certificates.

Conﬁguration; then If you trust the root certificate therby you trust also all underlying certificates.
clickNext. To avoid that each user must search and install the required root certificates, and
also check and authenticate the trustworthiness of the same, it is useful to install
a system-wide default of the most important root certificates:
8
N
Therewith you can use 5/MIME, the configuration is stringently required. Skip this
configuration only if you don't want to use SMIME.
[¥]Root certificate defined or skip configuration:
Mullsaft Inskall System w2, 537-3
| < Badk ” Mext = ] [ Cancel

-
@ Gpgdwin Setup | o S

GPGWN Completing the Gpg4win Setup
Wizard

Gpg4win has been installed on your computer,

Click Finish to dose this wizard.

lickFini
Show the README file Clic sh

Click here for the project’s homepag

< Back ]l Finish I | Cancel
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2. Generation of Key Pairs (One time Procedure)

E View Cerificates Tools Settings Window Help

¢ o £
From y(_)ur deSktOp’ Import Certificates  Export Certificates  Redisplay  Stop Operation  Lookup Certificates on Server
double clickkleopatra
) Find: [ My Certificates
The Kleopatra mair
window  will  be My Certificates | Trusted Certificates | Other Certiicates |
displayed on the y E-Mai Valid From ~ Valid Until Details Key-D
screen.
LB J Il > ghe e ot | v @ Ay l=o= = = | T=. | Js
. — _— - - T——— —— — -
™ Kleopatra _—
Flie] View Cerificates Tools Settings Window Help
==l [New Certificate... Ctrl+M A
&% Lookup Certificates on Server... Ctrl+Shift+| [! | Lookup Certiicates on Server
s Import Certificates. Ctrl+l [Mycemfmm"' '] ClickFile, then
Export Certificates... Ctri+E == @ select New
Export Secret Keys Until Details Key-ID ;
Certificate
Export Certificates to Server... Ctrl+Shift+E

Decrypt/NVerify Files___
Sign/Encrypt Files_.

O BEE

Create Checksum Files__.
Verify Checksum Files. ..

Close

Quit

Ctrl+W

Ctrl+Q
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Certificate Choose Certificate Format

Creation , _

: ) Please choose which type of cerificate you want to create.
Wizard will be
displayed on < Create a personal OpenPGP key pair «q——
the screen. OpenPGP key pairs are created locally, and certified by your friends and
Click Create a :‘:lccl|.u:':lllntetnce5.. There is no C.E\T.tr.alf,eflﬁca.tmn EITIlt’h.Drlt}'; lllnstead, every
personal _ L
OpenPGP  key < Createa personal X.509 key pair _and certlflcatlonl request

] #.509 key pairs are created locally, but certified centrally by a certification
pair. authority (CA). CAs can certify other CAs, creating a central, hierarchical chain of

Mext Cancel

Enter Details,
then click
Enter Details Advance
Settings

Please enter your personal details below. If you want more control over the
certificate parameters, click on the Advanced Settings button.

Name: Juan C. Dela Cruz (required)
EMail: juan.delacruz@yahoo.com (required)
Comment: ABC Bank (optional)

Juan C. Dela Cruz (ABC Bank) <juan.delacruz@yahoo.com:

|&dvanced Settings...|

—P[ [ext H Cancel |

Note:

Namec¢ Name of Compliance Officer

Email¢ Email address of Compliance Officer
Commentg Name of the company
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Technical Details

The Technical

Details  window Key Material
will be displayed RSA 2 048 bits (default) -
on the screen. »o DsA 2,048 bits (default) ~ |
7] + Elgamal |2,048 bits (default) ~ |
 From Key
Material, select Certificate Usage
DSA: 2,048 bits P7| Signing /| Certification
(defaUIt)' P Encryption Authentication

Valid until- | 2/8/2014
1 Check+ Elgamal : -

2,048 bits
(default).

1 From Certificate

Usage, check
Signing

Encryption and
Certification

M1 ClickOk —D{ oK H Cancel

Enter Details

From the
Please enter your personal details below. If you want mare control over the Certificate
certificate parameters, click on the Advanced Settings button. Creation Wizard
Mame: Juan C. Dela Cruz (required) window, click
EMail: juan.delacruz@yahoo.com (required) Next.

Comment: ABC Bank (optional)
Juan C. Dela Cruz (ABC Bank) <juan.delacruz@yahoo.com:

|&d'u'anc:ed Settings...‘

—P{ Mext H Cancel ‘
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From Certificate
Creation  Wizard,
check Show all
details, review the
certificate
parameters, then
clickCreate Key

Review Certificate Parameters

Please review the certificate parameters before proceeding to create the
certificate.

MName: Juan C. Dela Cruz

Email Address:  juan.delacruz@yahoo com
Comment: ABC Bank

Key Type: DSA

Key Strength: 2,048 bits

Certificate Usage: Encrypt, Sign

Subkey Type: ELG-E

Subkey Strength: 2,048 bits
Subkey Usage: Encrypt

P (7] Show all details

—}[Qreate Key] | Cancel

P’ - Pin entry window will be
displayed on the screen
! Enter passphrase Enter Passphrase (gp

passwad of compliance
e - officer), thenclickOk
Quality:
—.{ J [ Cancel

pinentry

~—  Please be reminded that onc

Re-enter
passphrase,
then clickOk.

you forget your passphrase, yo

need to generate a new publi
G key, since AMLC cannot retriev
the said passplase.

Please re-enter this passphrase

Passphrase |

—"» oK

]\\ Cancel !
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reation VVizar

Creating Key..
Your key is being created. Wait until the
The process of creating a key requires large amounts of random numbers. To key pair is
foster this process, you can use the entry field below to enter some gibberish.
The text itself won't be used at all, only the inter-character timing. You can also successfully
maove this window around with your mouse, or start some disk-intensive created.
application.
|

Mext Cancel

=rtficat reation W 1zar

Key Pair Successfully Created

Your new key pair was created successfully. Please find details on the result
and some suggested next steps below.
Result

Certificate created successfully.
Fingerprint: 7F2C0ASB90C6E4ES3FFDFC4EQIDTDE0EBCACC263

ClickFinish
Mext Steps
| Make a Backup Of Your Key Pair.... |
| Send Certificate By EMail... |
[ Upload Certificate To Directory Semvice. . l

P Finish |
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3. Exporting Public Key

-
™ Kleopatra =~ = % 9 » »

File  View Certiﬁcate* Tools  Settings  Window Help

-4 (=3 ©

Import Certificates | Export Certificates | Bedisplay  Stop Operation

Lookup Certificates on Server

Export Certificates |

Find: [My Certificates - ]

;]_ﬁ My Certificates | Trusted Certificates | Other Certificates ‘ [u__J
- Name E-Mail Valid From Valid Until Details Key-D
|Juan C. ... juan.delacru... 2012-02-08 OpenPGP BC5CC263

From your
desktop, double
click Kleopatra
The Kleopatra
main window will
be displayed on
the screen.

Click the nameof
the  compliance
officer, then click
Export
Certificates

L
™ Export Certificates " S -, —_— -

2 . —_ -
@Ov| .. %« Program Files » GNU » GnuPG » v|‘1| Search GnuPG Fe |
il e W 0 W = e -
Organize = Mew folder == @
“ Name . Date modified Type *
. ~ Librari
Select the directory where a@lDranes t e CrTmTT T
the public key is to be I Mocemen : | ete 271/2012249PM  Filef
usic - s . i
Saved, themllckSave EI Pictures = b lib 2-7-2012 2:49 PM File f
H vid . plugins 27/2012249PM  Filef
eeos . pub 27112012 2:49 PM File f
p
. . |, share 5/9/2011 3:25 PM File f
: . t
ﬂ For 32 bit machine: ;:, T_mpT[?'rk = .. translations 2/1/2012 2:49 PM FiIr:fJ
c\Program & Local Disk (C) f) Juan Dela Cruz.gpg 8/012934AM  GPG +
FilesGNUGNUPG a New Volume (03} ' ¢ [ m | g

9 For 64 bit machine:

File name: T7F2C0ASB30C6E4EE3FFDFC4E0IDTDS0EBCHCC263.a5¢

c\Program Files

Save as type: [DpenPGP Certificates (*.asc *.gpg *.pgp)

(x86)GNUGNUPG

“ Hide Folders

Note: The default filename of the public key is the Kieygerprint.

Please be ready with the exported asc file as you will need thisGiNLINE

REGISTRATION
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4. Saving AMLC public key

Get a copy of the AMLC public key (amlc.asc) framrw.amlc.gov.phunder Reporting Tools then
save this to your local drive.

A
A

For 32 bit machine:c\Program File&sSNUGnuPG
For 64 bit machine:c\Program Files (x883NUGnuP&

5. Importing of AMLC public key

F
™ Kleopatra =~ * & .

File View Certificates Tools Settings Window Help
oy e [al ¢ o e
Import Certificates  Export Certificates  Redisplay Stop Operation  Lookup Certificates on Server
Find: My Certficates v|
@ My Certificates | Trusted Certificates | Other Certificates | [;
Name E-Mail Valid From Valid Until Details Key-ID
Juan C. ... juan.delacru... 2012-02.08 OpenPGP BC5CC263

Select the
directory where
you have saved
the AMLC.asc
then clickOpen

From your
desktop, double
click Kleopatra
The Kleopatra
main window will
be displayed on
the screen.

Clickimport
Certificates

™ Select Certificate File ‘. — —

®v| . <« Program Files » GNU » GnuPG »

— —

~ | 43| [ Search Gnupc
o

a7 TF2C0ABRI0CEE4EBIFFDFCAENIDTDS0ER. .

42w

Date modified

2/7/2012 2:49 PM
3/7/2012 9:38 AM
2/7/2012 2:49 PM
2/7/2012 2:49 PM
2/1/2012 2:49 PM
5/9/2011 3:25 PM
2/1/2012 2:49 PM
2/10/2012 10:55 AM

0 @

-

Type =
File fol
File fol
File fol
File fol |
File fol| =
File fol
File fol
ASCFi

1/12/2010 12:52 PM

ASCFi

Organize ~ Mew folder
.. Perflogs o Mame ’
., Program Files o
. bin
. Adobe =
. EtC
. Bonjour —
Lo F] e
.. Business Ohbj .
— .. plugins
- W pub
. Common Fil¢ ph
\. share
.. Crystal Decisi i
— .. translations
i aker
.. Globe Broadk T
- asc
. GNU =

' Juan Dela Cruz.gpg

2/8/2012 9:34 AM

. Hummingbir 4 |

1

File name: AMLC.asc

GPGFi ™
2

- ’Certific,atas (*.asc *.cer *.cert " VI

— o ] |

Cancel ]
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3 Certificate Import Resuit - Kleopatra . (O (o

The Certificate

Detailed results of importing Import  Result
C:/Users/mdenriquez/Desktop/burn/AMLC window will be
Institutional key and TSA 2010/AMLC.asc: displayed  on
Total number prloces:eg. 1 the screen.
m eq: .
B ClickOk
—> vox
I e e
The imported File  VWiew Cerificates Tools Settings Window Help
public key will Ly c %) S
be dIS Ia ed on Import Certificates  Export Certificates = Redisplay Stop Operation | Lookup Certifu:'es on Server
K pt y Find: | ANrificates -
eopatra
ImpoF;te d G @| My Certificates | Trusted Certificates | Other Certificates | Imported Certificates ‘ @
Certificates tab Name E-Mail Valid From Walid Until Details Key-ID
ertincates tab. Anti-Mone... amlc@bsp.go... 2010-01-12 OpenPGP 117BIF&ES

6. Certifying AMLC Key

Import Certificates  Export Certificates

Redisplay Stop Operation | Lookup Certificates on Server

rﬂ Kleopatra e . — —— — - - =
-
File View Cerificates Tools Settings Window Help
o From your
-9 [ cC o Mo
desktop, double

Find:

| Al Certificates

clickKleopatra

(%) My Certficates | Trusted Certficates | Other Certficates | Imported Certiicates |

Name E-Mail

Valid From Valid Until Details

Key-ID

From Kleopatra

=P Anti-Mone. . amlc@bsp.go .. 2010-01-12

OpenPGP

117BSF&5

main window,

clickAnti-Money
Laundering

| 2 dzy GuBlie Q:
key.
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[ |
-

™ Kleopatra ‘ =Bl

File View | Certificates | Tools Settings Window Help
_‘& Change Owner Trust... &%
Import Certifig Trust Root Certificate Dperation  Lookup Certificates on Server
From the menu Find: Distrust Root Certificate oo -
— —
bar, click |7 My CommmmpBertify Certificate... Certiicates | Imported Certificates | &
ifi ame hange Expiry Date alid Unti etails ey
Certificates then N Change Expiry Date Valid Until Detail Key-D
click Certify AntiMong  Change Passphrase OpenPGP 117B9F65
e Add User-ID
Certificate
# Delete Del
Dump Certificate
4 I 3
b T

e o Check Anti-
Money
Step 1: Please select the user IDs you wish to certify. Laundering

Council then
check | have
verified the
fingerprint.

ClickNext

Certificate: Anti-Money Laundering Council (AMLC Institutional Key Pair) <amlc@bsp.gov.ph> (117B89F65)
Fingerprint: 500E59DCCDAN3FZCDEIESS3E1T10BICF117BIFGS

(/| | have verified the fingerprint

Step 2: Choose how to certify.

H Certification will be performed using certificate Juan C. Dela Cruz (ABC Bank) <juan.delacruz@yahoo.com=.
Select Certify P g ( ) <i @y

only for

myself  then

clickCertify.
el @ Certify only for myself

Certify for everyone to see

Send certified certificate to server afterwards

#Qerlify ]| Cancel
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pinentry (>

|1 Please enter the passphrase to unlock the secret key for the OpenPGP certificate: Enter
"Juan C. Dela Cruz (ABC Bank) <juan.delacruz@yahoo.com>" passphrae of
2048-bit DSA key, ID BC5CC263, compliance
created 2012-02-08. .
officer, then
Priree @ ClickOk

ki tificater Anti-Ione uncil (AMLE Institutional Key Pair

Summary:
Click Signed user |Ds: Anti-Money Laundering Council (AMLC Institutional Key Pair) <amlc@bsp.gov.ph=
Finish Selected secret certificate:  Juan C. Dela Cruz (ABC Bank) <juan.delacruz@yahoo.com:=

Certification
successful.

—}l Einish H Cancel ‘
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7. Backup Procedure
Make sure to do this procedure to ensure that you will not perform all the steps

enumerated above in the event that yopublic key has been corrupted.

r
{™ Keopata = & & - o |olEhy
File View Certificates Tools Settings Window Help Open
= = e o & Kleopatra
Import Cerificates  Export Certificates  Redisplay  Stop Operation  Lookup Cerlificates on Server
From My
Find: My Certificat - e
. o ] Certificates
E] My Certificates | Trusted Certificates | Qther Certificates ‘ E] tab, click the
Name E-Mail Valid From ~ Valid Until Details Key-D name of the
Juan C. ... juan.delacru... 2012.02-08 OpenPGP BCSCC263 key OWf_]GI’
(Compliance
\ Officer)
Kleopatra
File | View Cerificates Tools Settings Window Help
8 New Certificate... Ctrl+N FY From the
& Lookup Certificates on Server... Ctrl+Shifts || Lockup Cerfificates on Server menu bar,
5 Import Certificates. . Ctrl+1 g, Certifcates -] clickFile
[z Export Certificates... Ctrl+E ges = - E then SeIeCt
g Export Secret Keys_. \ Valid From Valid Until Details Key-D EXpOft
. lg... 20100112 OpenPGP  117B9F65 o
4 Export Certificates to Server... Ctrl+Shift+E 20041011 OpenPGP T el Certificates
=i Decrypt/Verify Files. .
= Sign/Encrypt Files...
Create Checksum Files...
Verify Checksum Files...
€ Close Ctrl+W
B Quit Ctri+Q
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. Select the
B Export Certificates W IR (s :
- - - directory
@O-|_ » Computer » RLYN (G:) i ]_&, || Search RLYN (G)) o where you
Organize v MNew folder §= - @ want to save
@ Documents - Mame ° Date modified Type the baCkup
Jzi Music
[ Pictures Mo items match your search. Of yqur
: B videos pUb|IC key
- (USB)by
J‘Pjﬁfmpute' default
Local Disk {C:) . .
RN filename is
5 Drive H (\\nasug yOUf
3 IMAGAPPS (\\na fingerprint
58 Cls (\\legaspi\CS ~ < | LLJ L (YOU have
File name:  back_up_publickey.asc h - the Optlon to
Save as type: ’OpenPGP Certificates (*.asc “.gpg *.pgp) h v] Change the
filename)
“ Hide Folders .
i} dick Sae.
rﬂ Kieopatra @ # & » - =
File View Certificates Tools Settings Window Help
e c S e
Import Certificates  Export Certificates Redisplay Stop Operation Lookup Certificates on Server
8n if My Find: [1y certificates - |
ert I(_:ates My Certificates | Trusted Certificates I Other Certificates | @
tab' CIICk the Mame E-Mail Valid From Walid Until Details Key-1D
name of the Juan C. ... juan.delacru... 2012-02-08 OpenPGP BCoCCZ63
key owner
(Compliance
Officer)

A~

View Cerificates Tools Settings Window Help

9 New Certificate... Ctrl+N &
& Lookup Certificates on Server... Ctrl+Shift+ n Lo X e
[ Import Certificates... Ctrl+l iy Cortifentes ']
cates :
[:y) Export Certificates... Ctr+E = E
g Export Secret Keys Valid From Valid Until Details Key-ID = th
1
rom e
=3 Export Certificates to ServerY Cuisshieg 9 20100112 OpenPGP 117B3F69
. 20041011 OpenPGP  4DOBDEES menu bar,
& Decrypi/Verify Files... click File
== Sign/Encrypt Files... then select
Create Checksum Files... EXpOft
Verify Checksum Files... Secret KeyS
€@ Close Ctrl+W
B4 Quit Ctr+Q
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™ Export Secret Certificate LY -

Select the
Please select export options for| JUAN DELA CRUZ directory
<rpdelapena@amlic.gov.ph> (4D0BDEES5): where you
want to
Output file: <  savethe
backup of
"] ASCIl armor your private
key (USBhy
clicking the
diskette
icon.
oK Cancel
) Save As
_—— Create a
B Uzl= » conmes + ) | flename for
. — —
| Orgsnize v Newfolder = - your secret
[5 Documents  *  Name - Date modified Type key backup
é‘l ::::e; | back_up_publickey.asc 11/27/2013 9:54 AM  ASC File and select
B Videos the
directory
1% Computer H Where yOU
&, Local Disk (C) want to
e RLYN (G2)
9 Drive H (\nasug save the
3 IMAGAPPS (\\na backup of
59 Cls (\egasphCS « < | m secret key
File name: back_up_secret_keﬂasc h (USB) then
Save as type: ’Secre’( Key Files(*.gpg *.asc *.pl2 *.pem *.pgp) _ CIiCk Save.
(= Hide Folders | Sswe | [ Conce
(" Export Secret Certificate Y |

Please select export options for ROSARIO P. DELA PENA
<rpdelapena@amic.gov.ph> (4DOBDEES5):

Output file: G:/back_up_secret_key.gpg
[] ASCIl armor

OK Cancel
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8. Recovery Procedure

This is done if the public keydesmpromised, only if the CPs have performed the baglprocedure
for their private and public keys.

Settings  Window Help
¥ New Certificate... Ctrl+N F
Follow th
. : n  Lookup Certificates on Server oflo t e .
& Lookup Certificates on Server... Ctrl+Shift+ procedure in
il Import Certificates. .. <mummm— Ctrl+| dpssied Cotlfoses '] . .
o = installing the
(55 Export Certificates... Ctri+E

GPG Software

e m Walid Until Details Key-D

;

iy Export Certificates to Server... Ctrl+Shift+E Once insta”ed,
| LS L T Open Kleopatra
4 Sign/Encrypt Files...

then click File
then Select
Import
Certificate

Create Checksum Files...
I Verify Checksum Files. ..

o

Close Ctrl+W

Quit Ctrl+Q

Select Certificate Fi
k

%Wﬂ [ SearchLYN(@G) P
Selectthe  MWewfelder = - F @
directory e A Mame - Date modified Type
Where the || back_up_publickey.asc 1172772013 9:54 AM  ASC File
backup of . || back_up_secret_key.gpg 11/27/201310:34 ..  GPG File '
your public :
key (.asc) is
saved then
click Open

<)

1asug
9 IMAGAPPS (\\na _

< [ | +

File name: back_up_publickey.asc - ’ Certificates (*.asc *.cer *.cert *.c ~ ]

| Open 4_[_gnce|. ]
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™ Certicate irpont Fesat - Deopates LY

Certificate
Detaded results of mponing K back_wp_cenfcate asc Import
Total murnber processed 1 Result
rported 1 window will

appear then

click Ok

patra
View Cerificates Tools Mdﬂw Help

=8 NMew Cartifirata Ctrl+N &
TO |mp0rt ; on Server. .. Ctrl+Shift+] In Lookup Certificates on Server

yoursecret - Ctrl+l ? Trusted Cerfificates -
key, click Cl+E —

f||e then = m WValid Until Details Key-ID

to Server._. Ctrl+Shift+E
select
Import
Certificate

5..

Ctri+WW

Ctrl+Q
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Select Certificate Fi

w_ » Computer » RLYN (G:) v | 43 |l| Search RLYN (G:) e
Organize « Mew folder = ~ [ @
Q:, Downloads * Name ° Date modified Type Select the
1= Recent Places ) . .
| back_up_publickey.asc 11/27/2013 %:54 AM  ASC File d i rectory
5 Libraries || back_up_secret_key.gpg 11/27/201310:34 ...  GPGFile Where the
ll E Doct.Jments backup Of
Ji Music .
i your private
B Videos key ('gpg) IS
= saved then
1M Computer .
&, Local Disk (C:) click Open
e RLYN (G:)
5 Drive H (\nasug _ | I | N
File name: back_up_secret_key.gpg - ’Certiﬁca'(s (*.asc *.cer ".cert *.c v]
’ Open hi ]
-3 Certificate Import Result - Kleopatra (O |e—tedes
—
e Detailed results of importing G:/back_up_secret_key.gpg:
Certificate o = S
Total number processed: 1
Import ' :
mported: 0
R?SUIt i Secret certificates processed: 1
window will Secret certificates unchanged: 1

appear then

click Ok
| YOK

RepeatProcedures 4 of the Transaction Security Protocol.
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Installation of GPG Suite (GPG Software for MacOS)

z A A

1.. NegasS (G2 GKS ta[/ ¢6So0aAdS ™ {SNBAO

[ @ | Not Secure — amic.gov.ph v o s -

Nows A d Announcarents A Publctions UN Sanctions Ust - Services -~ FAQe E Loaming oL Oppurtuntes

& sn
AML/CTF
Trainings
AMLC Accredited Reporting Tools Description
Trainers

Downioacable Executadie File for
Encrypting/Decrypting

GPG for Mac OS KeyS{SSormR Ercaypion
Sofware)

GPG for Windows

AMLC Public Key

AMLC asc (Note: Right cick file then select
Save Unk as. Save itas
AMLC asc)

ﬁ ﬂim_ CITIZEN'S

— CHARTER
Search . REPORTING FROCEDURE  REGETRATION PROCEOURE _

2. Download GPG for MacOS.

el L= @ ) U § abaut-blank ) == = =

Do you want to allow downloads on
“www.amic.gov.ph®?

You can change whech websites can download files n
‘Websites Preferences

Cance Allow
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3. Launch the downloaded installer. Clicktbe Install icon.

® 0 GPG Suite

4. Click on Continue.
e 0 Install GPG Suite -

Welcome to the GPG Suite Installer

. Thanks for installing GPG Suite
¢ Introduction
GPG Suite encrypts, decrypts, signs
and verifies files and messages.

| Manage keys and experience the full
o power of GPG easier than ever before.

GPG Suite includes:

GPG Mail

GPG Keychain

GPG Services

GPG Suite Preferences
MacGPG

GPGTOOLS Continue
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5. Click on Agree.

Install GPG Suite -

To continue installing the software you must agree to the terms of the
software license agreement.

o Intt click Agree to continue or click Disagree to cancel the installation and quit
e Lic theinstaller.

Read License Disagree Agree

.- i L

;t;nﬁrm that'you are agreeing to be bound to our terms
of distribution.

mmary

Terms of Distribution: https://gpgtools.org/legal

GPGTOOLS Print... Save... Go Back Continue

6. Click on Install.

® 0 Install GPG Suite =

Standard Install on "Mac”

o Introduction This will take 56.5 MB of space on your computer.
«» License Click Install to perform a standard installation of this software
» Destination Select on the disk “Mac”.

e Installation Type

Change Install Location...

GPGTOOLS Customize Go Back Install
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7. Input the MacOS username and password (username used toupot
the Mac).

7~ Installer is trying to install new software.

~a
m Enter your password to allow this.

User Name: || I

Password:

Cancel Install Software

8. Wait for the installation process to finish.

Install GPG Suite -

Installing GPG Suite

o Introduction

» License

+ Destination Select

» Installation Type Writing files
@ Installation

GPGTOO[S
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9. Click on Close.

@ Install GPG Suite =
The installation was completed successfully.

For new users we recommend our First Steps tutorial.
» Introduction
License On macOS Big Sur GPG Mail will be automatically enabled
o after the installation.
«» Destination Select
» Installation Type On other versions of macOS, make sure to enable GPG
Mail manually via Mail > Preferences > General >
Manage Plug-Ins... and activate
e Summary GPCMailLoader_5.mailbundle

» Installation

GPGTOOlS

10. If a windowpopsup confirming access to control GPG Keychain, click on
Ok.

“Installer” wants access to control “GPG
. Keychain”. Allowing control will provide
ﬂ access to documents and data in “GPG
Keychain”, and to perform actions within
that app.
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Generation of Key Pairs (Orténe Procedure)

1. The Create New Key Pair dialog box will automaticallyypogdnput the
name of the compliance officer, email addrepassphrase (to be used
whenever a report will be signed and encrypted prior to submission to the
AMLC). Click on Advanced option and input the name of the institution
(on the comment text box), key type (set to DSA and Elgamal), length (set
to 2048), and acheck key expiration. Click on Create Key.

@

Type Name ~ Ema Vahdity
pub GPGTools Support suppd  Create new key pair f@D 37CC BA9E 3745 558E 41AF
pub GPGTools Team team{ 9F Ba78 76DJ BFAS5 QDO 26C4

Name: Juan Dela Cruz

Email: jdcruz@email.com -

Password: esssssssssses
Confirm Password: esesssssssses
Strongth:
¥ Advanced options
Comment; | ABC Bank
Koy type: DSA and Elgamal | <]
Length: 2048 ™

Key will expire on:

cancel | (EETES

2 of 2 keys listed Show secret keys only
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2. After the key pair is created, click on No to skip uploading of the public
key to a key server.

0  Q

New oot Expoct Lockug Key Details

Typa Name ~ Emall % Your key was created successfully iy

i ot 1. frionds O
pub GPGTools Support supportq Ty bl by e e o tnyou 878D 37CC BA9E 3745 SSGE 414F N

pub GPGToolks Team team@gy securely - ercrypt messages for you and veridy the EC9F BR7B 76D7 BFOS 00DD 2604 :

sec/pub  Juan Dela Cruz deruz@ authenticity of your messages - it is recammended 1o AFAS 7766 2208 o3Fs cics sr21 DN
upload your public key 10 the key servers

Warning. Key servers are public, 3o the name and
emall you use in your key will be publicly visible. Keys
can not ba deleted from tha key servars. They can ba
rovoked but not removed

It you rather prefer not 10 uSe key servers, plesse
consider attaching your public key to your signed and
ercryptod emails

Do you want 10 upioed your public key?
Upload Public Key No, Thanks!

3 of 3 keys listed Show secrat keys only

Exporting Public Key

1. Right click on the created key pair. Click on Export

Send Public Key via Email...

Send Public Key to Key Server
Update from key server

Details

Sign...

Create Revoke Certificate...
Revoke...

Copy

Delete
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2. Rename the default filename. Use the .asc filename extension. Set the
preferred location. Ensure the tick box to include secret key is unchecked.

Click on Save.

Imgort  Export
Valigery

Save As: | ABCBank_JDCruz.asd

- Emall
1997 978D 37CC BASE 3745 55BE 4lAF

Type Name
Eap
GPGTools Suppart support @gpgt Where: [ Documents B N N
1899 AFAS 7766 2208 #3F5 cics sr21 (IEDIIN

pub
pub GPGTools Team team@gogtool
ideruz@email
Include sacret key in exported file

sec/pub Juan Dela Cruz

Show secret keys only

3 of 3 keys listed

3. Click on Ok.

[
Me Ex Lookug Key
Type Name ~ Email Sad Keys exported validity
pub  GPGTools Support suoport TR SRNEG. B8 e e et 9700 37CC BA9E 3745 SSBE 41AF
pub  GPGTools Team teamagy Juen Dete Cruz <Jdonuz@emal.coms ECOF BOTE 76D7 8FES 0OD® 26C4
sec/pub Juan Dela Cruz jdcruze (2208037 5C1CE5F 21) AFAS 7766 2208 e3Fs cics sk INEDEDEN

Show sacret keys only

3 of 3 kays Iisted

Page62 of 270



Saving AMLC public key

7

1.. NegasS (G2 GKS ! a[ /RepofiogiraolsS I { SNIZA O

@ ® < 8] [C] L Not Secure — amic.gov.ph S o [a] fal ==
(v Home  Aboutla  Lows & Fegulsions - Covernd Formors ~ ConeaciUs  Login - Guiek Linkn
E #dm ﬁ
[—— - UNSexSowlat - Seviws - FADs  Edmemng  Job Opporunties

(=]
AML/CTF
Trainings
AMLC Accredited Reporting Tools Description
Trainers

Downivadable Executable Fils for
Encrypting/Decrypting

GPG for Mae OS5 Keys(Keopatra Encryption
Software)

ANILC Public Key

AMLC asc (Note: Right click fie then select
Save Link as. Save tas
AMLC asc)

s '%IML CITIZEN'S

5 CHARTER
PEPORTING PICGEDURE  REWISTRATION PROGEDUIE =
Saarch Yo

Open “www.amic gov.ph/images/PDFS/AMLE 8sc” in a new tab
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2.wA3IKG Of A 07
to your preferred location.

2y laf[/l oF

® ® < 0 @ © Not Secure — amic.gov.ph & o i} o 4
” Home Adout Us Laws & Rcguctons  ~ Cowvered Pomsons  ~ Contact Us Log-in ~ Quick Links  ~
E Repubiic of the Philppines

Mows Anc -  UNSanctors List -  Services - FAGs  Eilsaming  Job Oportunities

& n
AML/CTF
Trainings
AMLC Accredited
Trainers

Description

Downloadable Executable File for
Encrypting/Decrypting
Keys(Kleopatra Encryption
Software)

AMLC Public Key

AMLG .08

| it it o il then s ect
Open Link in New Tab g

Open Link in New Window

An online certificate covering .
the latest regulations

Download Linked Flie

Download Linked File As._.
Add Link to Bookmarks...
Add Link to Reading List

Copy Link
HIING PROCEDAUME  FEGISTIAIION PROCEDURE

Share >

. == CITIZEN'S
RSN\ CHARTER

Download With Folx
Downioad All With Folx
Services Ld

Open "www.amic.gov.ph/images /PDFs/AMLC ssc” in a new tab

3. Browse to where the exported file was saved. If the file AML@rds
with the .txt extension, right click on the file, click on Rename. Remove
the .txt filename extension.

® Finder File Edit View Go Window Help

a9 [ AMLC Reparting
Type Name < m =~ * v ﬁ (' Q Validity
pub GPGTOl e — 145 5S8E 41AF [

- AMLC Ewcrunc | AMLC asc.x ——
pub GPGTy Fevorites Open 2000 26C4
seclpub JuanD 2‘“0@ Open With * B ccs e IDENEDED

Applications
B Recent to Trash |
N Move
I Deskiop Get Info |
™ Documents Rename
© pownloads Compress "AMLC.asc.txt” |
Duplicate

iCloud Make Allas ‘
£} iCloud Drive Quick Look "AMLC asc. txt"

Locations Shale ’ '
& usc Quick Actions > ‘
] Mecintosh HD Copy "AMLC.asc.txt"”
=] MacaRON: Import tfrom iPhone or Pad » !
N
= GPO Swte 4 Use Groups '

S Sort By >

Show View Options '
d =
1 o0 o000 O
Tags...
Services >
3 of 3 keys listed Show secret keys only
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4. Click on Use .asc to confirm the removal of the .txt extension.

& Finder File Edit View Go Window Help

9 AMLC Reporting

Type Name i < = = =N & B2 K B th | Q Se Validity
“x g:g:_“ R epcrting ® AMCaschy 0 gessseE awr _J‘,
P A @ sioow ——-BEGIN PGP PUBLIC g3 oe0e 26C4
secfpub Juan D KEY BLOCK——- iF5 cics se EDEDED
A Applications G vi.0.7
E recents
7 Deskiop Are you sure you want to change the IACpInG/
extension from ".txt* to “asc"? 1ZuinBSTGWO
[ Documents S1TK]R5+9
S 4 If you make this change, your docurment may open in a 1]
© Downloads ditferant appiication, LaDNT 4ygba
fco2c3/
s ferp o
) Cloud Drive 1ELtgKatz09
i Laui —
Locations
= Mac AMLC.asc.txt
& Macintosh HD tain Toxt Documant - 2 KB
(& MacaRONi

] 6P6G Suits

Tags

3 of 3 keys listed Show secret keys only

Importing of AMLC public key

1. Click on the GPG Keychain window. Cliclontiputton, or under the
YSydz oI NE Of AO1 2y CAftS TIb LYLRNIX

I l L £
@&  GPG Keychain Edit View Key Window Help
ene | NewKey.. XN
+ &3] 0 Q
New import EXport.. %E Details
Type Name Close xW nal Created Fingerprint Validity
pub GPGTools Support support@gpgtools.org 5/4/20 BA7E 9964 ACAD 1907 978D 37CC BA9E 3745 S558E 41AF =
pub GPGTools Team team @gpglools.org 8/19M10 B5E3 BF69 B468 44C1 ECOF BA7B 76D7 BFOS #8DO 26C4

sec/pub Juan Dela Cruz deruz@email.com

3 of 3 keys listed Show secret keys only |
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2. Browse to the location where the AMLC.asc file was downloaded and
renamed. Click on Open.

& OGPGKeychain File Edit View Key Window Help |

[ ]
0 lla
New Irmport  Expart Lopkup Key Details
= s 5 8 AMLC Reporti o Q,
Type Name — SPESg - Validity
pub GPGTools ¢ Favorites Other Sae Kind Date Added £ g1AF
pub GPGTools © & Aoplications ys Today at 5:33 J001€3
sec/pub JuanDela 5 pocents 5 5F21
[ Desktop
[® pocuments
© pownlcacs
iCloud
¢ iCloud Drive
Locations
D Mac
L&) Macintosh HO
(& MacaroNi
[ 6PG suite A
Tags
Cancel Open
3 of 3 keys listed Show secret keys only
e :
® OGPGKeychain File Edit View Key Window Help
@
Li =
New Import Expart Lookup Key Details
Type Name ~ Email Import successful validity
pub Anti-Money Laundering Council amic@bs e et BRY. e Sric oM SHE R OrM DE3E 553E 1710 B3CF 117B 9F65 ]
pub GPGTools Suppart Supporté Anti=Money Laundering Council camic@bsp gov pha 878D 37CC BA9E 3745 558E 41AF
pub GPGTooks Team team @gy (TTI0B3CF117ESREE) ECOF BO7B 76DT BF@5 00D@ 26C4
sec/pub Juan Dela Cruz jderuz@ AFAS 7766 2208 @3Fs cics sF21 IDIDENEN
A of 4 keys listed Show secret keys only
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Certifying AMLC Key

KS la[/ Qa LidzofAl 1S

[@=tN

1. wA3IKG Ot A0l 2V

3 m:qcun File Edit View Key Window uslp'

‘so0e

+ 221 [ u] Q 0 Qi

New Import Export Lockup Key Detalls

[Trce  Mame ~ Email Crested Fingerprint Validity
ub Arti- Laundering ¢~ -+ -~ -~ -~ 10 1
pub GPGTools Support ;:P\:dwbl' via Email 5/4)20 BO7E 9964 ACAD 1987 978D 37CC BA9E 3745 SSBE 414F | ||
pub GPGTools Team CURRCEEA B« 8/19/10 8SE3 8F6O 046B 44C1 ECOF BO7B 76D7 BF5 00DO 26C4 | | |
sec/pub Juan Dela Cruz S th KV Sarer a/5/21 BOEA ESFD OE22 2899 AFA5 7766 2208 e3F5 cics 5r21 INNDENEN|

Update from key server

4 of 4 keys listed Show secret keys only |

2. Click on Sign.

® OPGKeychain File Edit View Key Window Help

oe
Lt Sf LA @ ha
New Impon  Expart Lockup Key Details
Tyoe MName By signing this key you confirm the identity of the key owner and that the key with fingerprint Valdity
z . 500E 58DC CDAO 3F2C DE3E 553E 1710 B3CF 1178 9F@S bel to them. ——
pub  Anti-Money Lau s 178 oFes |
pub GPGTools SUPP  Anti-Money L ing Council oovphs ss8E 41aF [
pub GPGTooks Team @epe 26c4 | | |
sec/pub Juan DelaCruz | | Publish cics sr21 [INIDEDED
If you choose to publish this signature, everyone in the world can see that you believe this key belongs ta Anti-Money
Lsundering Council
» Why Publish?
Cancel Sign
4 of 4 keys listed Shaw secret keys only
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3. Enter your passphrase.

& OPGKeychain File Edit View Key Window Help

Type Name ~ Emall  Signing... Validity
pub  Anti-Money Laundering Council amic@ 3E SS3E 1710 BICF 1178 9F65 | | | |
pub GPGTeols Support suppo @D 37CC BAYE 3745 SSBE 41AF | | |
pub GPGTools Team team@ OF BO7B 7607 BFRS 0008 26c4 | | |
sec/pub Juan Dela Cruz jderua Cancel As 7766 2208 03Fs cics sF21 EREREN

Pinentry Mac

/77N Please enter the passphrase to unlock the OpenPGP secret key:
| “Juan Dela Cruz (ABC Bank) <jderuz@emall.com>*
2048-bit DSA key, ID 220B03F5CICE5F21,
created 2021-04-06.

Passphrase: I ]
") Show typing ) Save in Keychain

Cancl

4 of 4 keys listed Show secret keys only |
4. Click on Ok.
® OPGKeychain File Edit View Key Window Help
noe
£ Il L 0 | Q Fine
(b Ipiort Bxpect Lookip Key Detale
Type Name - Emall Created Fingerprint Valdity
pub  Anti-Money Laundering Council amic@bsp.gov.ph 112/10 500F 59DC CDA® 3F2C DE3E 553E 1710 B3CF 1176 ores NN |
pub GPGTools Support support@gpgtools.org 5/4/20 BY7E 9964 ACAD 1907 970D 37CC BA9E 3745 S558E 41AF l ]
pub GPGBTools Team team@gpgtools.org 8/1910 B5E3 BFGY 0468 44C1 ECOF BO7B 7GD7 8F85 00D 26C4 '
sec/pub Juan Dela Cruz jderuz@email.com ars/21 BOEA ESFD @E22 2899 AFAS 7766 2208 03F5 cics sr21 ININENED
R The selected user IDs have been signed
4 of 4 keys listed Show secret keys only
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5. Double click on the AMLC public key. Set the Ownertrust to Full.

& OGPGKeychain File Edit View Key Window Help

4 ) th Q e e Koy Datails 0 o
Now Import  Export Lookup Key J W vsorios  Suokeys Lm

- Name: Anti-Money Laundering Council t
TYes i StEmed Email: amic®bsp gov.ph b —
pub  Anti-Money Laundering Council amic@bsp.gov. Ak S Lk i o it 1718 B3cF 1178 9r6s (NN
pub GPGTools Support SUPpOTt@gpgtt BAOE 3745 558E 41aF | |
pub GPGTeols Team team@gpatool Created: January 12, 2010 at 11:20 AM 7607 8FO5 2000 26C4 | |
sec/pub Juan Dela Cruz idcruz@email, e 2208 03Fs c1cs sF21 (NI

g’

Type: Public key
Xey ID: 117B9FB5
Length: 1,024
Algorithm: DSA
Fingerprint: S00E 590C CDAD 3F2C DE3E 553F 1710 A3CF 1178 9F65
validny: Full
Capabilities: Esca

Card.

Owne Undefined |

Never
Marginal

Ultimate

4 of 4 keys listed Show secret keys only
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Backup Procedure

1. To back up the key pair, click on the created key pair, clidkxport. Set
the filename, location and ensure the tick box to include secret key is
checked. Click on Save.

@ OPGKeychain File Edit View Key Window Help

(<
e = ~ Email As: | ABCBank_JDCruz_BackupWithSecret Voldity
pub Anti-Money Laundering Council amic@bsp.gov " AMLC R . B 3F2C DE3E 553E 1710 B3CF 1178 9F65 -
Where LC Reporti v
pub GPGTools Support support@gpgt it ] 1967 970D 37CC BA9E 3745 SSBE 41AF
pub GPGTools Team team@gpgtool A 14C1 ECOF BA78 76D7 BFO5 02D® 26C4
sec/pub Juan Dela Cruz Jdcruz@email, Include secret key in exported file 2899 AFAS 7766 2208 03F5 c1cs sF21 [N
4 of 4 keys listed Show secret keys only

2. Enter the passphrase. Click on OKk.

@ GPGKeychain File Edit View Key Window Help

Tvpe Name ~ Email Exporting key. Valigity

pub Anti-Money Laundering Council amic@ 3 553 1710 83cF 1178 9res NN
pub GPOTools Support suppo 8D 37CC BASE 3745 558E A1AF

pub GPGTools Team team@ 9F BA78 76D7 BFOS @0De 26C4

sec/pub Juan Dela Cruz jderu Cance! As 7766 2208 e3F5 cics sF21 (NENINEN

Pinentry Mac

/ Please enter the passphrase to export the DpenPGP secret key:
" “juan Dela Cruz (ABC Bank) <jdcruz@email.coms*

2048-bit DSA key, |D 220B03F5CIC55F21,

created 2021-04-05.

Passphrase

Show typing

4 of 4 keys listed Show secret keys only

Recovery Procedure (To be done only when the original setup is compromised,
and only if the CP hagerformed the backup procedure).
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1. Click on Import. Select the backup file. Click on Open.

& OPGKeychain File Edit View Key Window Help
—

=l & 8 AMLC Reporting ¢ Qs I Validity

pub Anti-Mone| Favorites Other
pub GPGTools ! A Applications B ABCBank_JDCruz_BackupWithSecret
pub GPGTools * &) Recents 4 AMLC.asc

Desktop

™ Documents

© Downicads

2K8  OpenP.Cll Keys  Today at 5:330 26C4 I

iCloud
& ICloud Drive

Locations
l:, Mac
[ Macintosh HD
& MacaRON
() oPo Suite

Tags

conce . NN

Show secret keys only

3 of 3 keys isted

2. Enter the passphrase.

tmmn;mbumwmm

Valdity

SS3E 1710 B3CF 1178 9F65 | | = |
37CC BA9E 3745 558€ 41aF (1)
BA7B 7607 8F0S @206 26C4 [N

Nama ~ Email | Importing key...

Anti-Money Lsundering Council amkc@
GPGTools Suppart Suppo
GPGTools Team team@

Ty

3

EEE
TTW

Pinentry Mac

/7%  Please enter the passphrase 1o import the OpenPGP secret key:
“Juan Dela Cruz (ABC Bank) <jdcruz@ermiail.com>*
2048-bit DSA key, ID 220803F5C1C55F21,
created 2021-04-05.

passphrase: || |
| | Show typing

|

3 of 3 kays listed Show secret keys only
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3. Click on Ok.

& GPGKeychain File Edit View Key Window Help

[ ]
4 ] o Q
New I"Tm‘ Export ‘.o;ﬁ;w. Detuds
Tyoe  Name ~ Email Import successful Validity
pub  Anti-Money Laundering Council amic@k THfoRawing Bey e sicou oy Srpare DE3E SS3E 1710 B3CF 1178 9F65 | | |
pub GPGTools Support support Juan Dela Cruz <jdcruz @email com> 978D 37CC BA9E 3745 SSBE 41AF Jit)
pub GPGTools Team team@g) (220803FSC1C56F21) ECOF B@78 76D7 BFO5 20D 26C4 )
sec/pub Juan Dela Cruz jdcruz@ AFAS 7766 2208 @3F5 C1C5 5F21 |1 )
4 of 4 keys listed Show secret keys only

4. Double click on the restored key pair. Set the Ownertrust to Ultimate.

® GPGKeychain File Edit View Key Window Help

TE 1 3
—— L—“ L Q e @ Key Details 4 ,,97 <,
New Import Export Lookup Key J L Detads
User D Sudkays
Type Name ~ Emall Name: Juan Dela Cruz Vaiaity
pub Anti-Money Laundering Council amlc@bsp.got Email: jdoruz@email.com £ 1710 83cF 1178 9r65 DD
pub GPGTools Support support@gpg’ Comment: ABC Bark I BA9E 3745 558 414F | ||
pub GPGTools Team team@gpgtoa 3 76D7 BF@5 @aDe 26C4
sec/pub Juan Dela Cruz jdcruz@ematl Created: April 5, 202131524 PM 5 2208 e3rs cacs sr21 [IDIDEDED

Explres: changs.

Type: Secret and public key
Key ID: C1C55F21
Langth: 2,048
Algerithm: DSA
Fingerpnnt: BOEA ESFD 0£22 2889 AFAS 7766 2208 03F5 106 5F21
Validity: Uit mate
Capadilities: Esc
Cara: +

Ownertrust: | Ultimate B
Disable
Change Passward...

4 of 4 keys listed Show secret keys only |
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PART 4

REPORTINBROCEDURES

COVERED/SUSPICIOUS TRANSACTION REPORT

1.1 Data Elements Chart (Format Code 1(B3SP/SEONFBP
Supervising Agency
BSP/SEIONFBP
Supervising Agency
Institution/Branch Code
Report Date
Reportinglnstitution Report Type
Format Code
Submission Type
Transaction Parties Details of
Suspicion
[ I ]
Account Beneficiary Subject of Suspicion
1 Transaction Datd@ime Holder/Customer 1 Party Type Flag 1 Party Type Flag
{ Transaction Code 1l Party Type Flag 1 Customer ReiNo. 1| Customer ReiNo.
1 Transaction Ref. No. 1 Customer Ref. No. 1 Name Fag 1 Name Flag 1 Reason
1 Acct./PN/Client Stock Refl | Name Fag 1 Name 1 Name 1 Narrative
No./ Certificate No  Name 1 AddresgPresent/ 1 Addresg(Present/
9 Old Acct PN/Client Stock 1 AddresqPresent/ Permanent) Permanent)
Ref No./Certificate No Permanent) 9 Account No. 9 Account No.
f Transaction Amount 1 Birth/ Reg. Date 1 Birth/ RegDate 1 Birth/Reg. Date
(Php) 1 Place oBirth/ 1 Place oBirth/ 1 Place oBirth/
1 Transaction Amount (FX Registration Registration Registration
9 FXCurrency Code 1 Nationality 1 Nationality 1 Nationality
1 Nature/Purpose of 1 ID Type 1 ID Type 9 ID Type
TransactioiVC 1 ID No. 9 ID No. 9 ID No.
Name/_Code N 1 Tel. No. 1 Tel. No. 1 Tel. No.
T Inception/Effectivity Date | | q Nature of 1 Nature of Busine$s | | Nature of Businegs
{1 Maturity /Expiry Date Businesf&Employment Employment Employment
9 Amount of
ClainiDividends t - : )
1 No. of Shares/Units Counterparty Other Participant Issuer Transactor

1 Net Asset Valu&dmt of
Approved Loan/ROPA

1 Name of Coespondent
Bank

1 Address of
Correspondent Bank

9 Country Code of

9 Party Type Flag

9 Customer Ref.
No.

1 Name fag

91 Name

9 Addresg¢Present/
Permanent)

1 Account No.

9 Party Type Flag

9 Customer Ref.
No.

1 Name flag

T Name

9 Addres¢Present/
Permanent)

1 Account No.

9 Party Type Flag
9 Customer Ref.

No. No.

1 Name Fag 1 Name Fag

T Name I Name

1 Addres¢Present/ | { AddresgPresent/
Permanent) Permanent)

T Account No.

1 Party Type Flag
9 Customer Ref.

9 Account No.




1.2 Electronic Record Format (Format tBSP/SEONFBR

HEADER RECORD

FIELD
NO. FIELD NAME TYPE | LENGTH FORMAT] VALUE/REMARKS
H1 Header Record Indicator Text 1 H H - for Header
H-2 | Supervising Agency Number 1 9 1 ¢ BSP2-SEC4A-DNFBP
9(11) / BSP Library (for BSP superviseg
H-3 Institution Code Number| 11/18 18 AMLC Library (for SEC
(18) supervised)
yyyymmdd not greater than
H-4 Report Date Number 8 9(8) current date; not less thar
20011017
H-5 Report Type Text 3 X(3) CTR,STR
1¢for CTR;
For STRs:-8P
] . (proactive/alerts); BPPP; €
H-6 Format Code/STR Trigger Text 1 X(1) KYC Docs requested by AML
D - Shared AMLC Studies: E
Watchlist; F Freeze Orders
.. A- add, E edit/correction, D-
H-7 Submission Type Text 1 X(1) delete, T-test
DETAIL RECORD
Transaction Data
FIELD
NO. FIELD NAME TYPE | LENGTH FORMAT] VALUE/REMARKS
D1 Detail Record Indicator Text 1 D D - for Detail
*D-2 Transaction Date/ Number 8/ 9(8)/ | YYYYMMDD
Transaction Date & Time 14 9(14) | YYYYMMDDHHMMSS
D-3 | Transaction Code Text 5 X(5) | AMLC Transaction Codes
D4 | Transaction Reference No. Text 50 X(50) must be.umque per
transaction date
Account No./PN No./Client
D-5 e Text 40 X(40
Stock Ref. No./Certificate Ng (40)
Old Account No./PN No./Client
D-6 Stockref. No. Text 40 X(40)
D-7 | Transaction Amount (Php) Number 20 9(18).99 Gre_ater than O w/ or wfo
decimal value
D-8 | Transaction Amount (FX) Number 17 9(15).99 | Optional
D9 | FX Currency Code Text 3 x(3) | Optional; mandatory if FX
amount <> null
Nature/Purpose of
D-10 | Transaction/Virtual Currency Text 200 X(200)
Name/Code
. . yyyymmdd date should not
D-11 | Inception/Effectivity Date Number 8 9(8) be less than 20011017
D-12 | Maturity Date /Expiry Date Number 8 9(8) yyyymmdd date should not

be lesghan the inception date
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Greater than 0 w/ or w/o

D-13 | Amount of Claim/Dividend Number 20 9(18).99 .
decimal value
D-14 | No. of shares/units Number 20 9(18).99 | Greater than 0
Net Asset Value/Amount of Greater than O w/ or w/o
D-15 | Approved Loan /Amount of Number 17 9(15).99 .
decimal value
ROPA
D-16 | Name of Correspondent Bank Text 90 X(90)
D-17 | Address
Room No./Office Name,
Addressl Bldg./House No., Street,
50 X(50) | Subd./ Brgy.
Address?2 50 X(50) | District, Town, City
Address3 30 X(30) | Province, Country code, ZIP
Country Code of Correspondent Country Code (Refer to
D18 | Bank Number 3 9(3) Systems Code, Chapter 8.3)

* For D2, the use of the Transaction Date & Time is mandatory for CASA, Time Deposit, Foreign Excf
Remittance Transactions; for all other transaction codes, the time of transaction shall be optional.

Subject Data

Detail Recora;Party details (Multiple)

ACCOUNT HOLDER/CUSTOMER

D-A-1 | Party Type Flag Text 1 X A ¢ Accountholder/Customer
D-A-2 | Customer Reference Numbe Text 50 X(50)
Y ¢ if acct. holder/customer is
Name Flag a corporation
D-A3 Text 1 X N ¢ if acct. holder/customer is
an individual
D-A-4 | Name Text
Last Name 150 X(150) Last name of account
holder/customer
First Name 150 X(150) First name of account
holder/customer
Middle Name 150 X(150) Middle name of account
holder/customer
D-A-5 | Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address?2 100 X(100) | District, TownCity
Address3 100 X(100) | Province, Country, ZIP
for corporate accts.current date
> date and date > 1521 for
Birthdate/Registration Date individual accounts.- date <
D-AG ’ Number 8 9(8) current date and the difference
between current date ang
birthdate must be less than 150
D-A-7 | Place of Birth/Registration Text 90 X(90) | City, Municipality, Country
D-A-8 | Nationality Text 40 X(40)
D-A9 | ID Type Text 4 X(4) | IPic Passport

ID2c 5 NA OGSNDRAa [ A O
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ID3¢ PRC ID

ID4¢ NBI Clearance

ID5¢ Police Clearance

ID6¢ Postal ID

ID7¢ +2 0 SNR& L5

ID8¢ TIN

ID9¢ Barangay Certification

ID10¢ GSIS «€ard/UMID

ID11: SSS

ID12¢ Senior Citizen Card

ID13¢ Overseas Workers Welfar
Administration(OWWA)
ID

ID14¢ OFW ID

ID15¢{ S+ YI yQ&a .22

ID16¢ Alien/Immigrant
Certification of
Registration

ID17¢D2 QG hFTFAOS

ID18¢ Certification from National
Council for the Welfare of
Disabled
Persons(NCWDP)

ID19¢ Department of Social
Welfare and
Development (DSWD)
Certification

ID20¢ Integrated Bar of the
Philippines (IBP) ID

ID21cCompany ID

ID2x{ G dzZRSy (i1 Qa L5

ID23; National ID

ID24- SEC Certificate of
Registration

ID25¢ Business Registration

Certificate
ID2&; Philhealth ID
ID27- Others
D-A-10 | Identification No. Text 30 X(30)
D-A-11 | Telephone No. Text 15 X(15)
D-A-12 | Nature of Business Text 35 X(35)
BENEFICIARY
D-B-1 | Party Type Flag Text 1 X B - Beneficiary
D-B-2 | CustomemReference Number Text 50 X(50)
Y ¢ if beneficiary is a
DB3 Name Flag Text 1 X corporation. .
N ¢ if beneficiary is an
individual
D-B-4 | Name Text
Last Name 150 X(150) | Last name of beneficiary
First Name 150 X(150) | First name of beneficiary
Middle Name 150 X(150) | Middle name of beneficiary
D-B5 | Address Text
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Addressl

600

X(600)

Room No./Office Name,
Bldg./House No., Street,
Subd./ Brgy.

Address?2

100

X(100)

District, TownCity

Address3

100

X(100)

Province, Country, ZIP

D-B-6

Account Number

Text

40

X(40)

D-B-7

Birthdate/Registration Date

Number

9(8)

for corporate accts.current date
> date and date > 1521; fg
individual accts- date < current
date and the difference betweer
current date and birthdate mus
be less than 150

D-B-8

Place of Birth/Registration

Text

90

X(90)

City, Municipality, Country

D-B-9

Nationality

Text

40

X(40)

D-B-10

ID Type

Text

X(4)

ID1¢ Passport

ID2¢ 5 NA diSeNde a

ID3¢ PRC ID

ID4¢ NBI Clearance

ID5¢ Police Clearance

ID6¢ Postal ID

ID7¢+2 6 SNRa L5

ID8¢ TIN

ID9¢ Barangay Certification

ID10¢ GSIS €ard/UMID

ID11} SSS

ID12¢ Senior Citizen Card

ID13¢ Overseas Workers Welfare
Administration(OWWA) ID

ID14¢ OFW ID

ID15¢{ S Yl yQa . 221

ID16¢ Alien/Immigrant Certification
of Registration

ID17¢D2 @QlG hTFAOSK

ID18¢ Certification from National
Council for the Welfare of
Disabled Persons(NCWDP)

ID19¢ Department of Social Welfare
and Devedpment
(DSWDZertification

ID20¢ Integrated Bar of the
Philippines (IBP) ID

ID21cCompany ID

ID2x{ G dzZRSy (i Q& L5

ID23¢ National ID

ID24- SEC Certificate of Registratio

ID25¢ Business Registration
Certificate

ID26; Philhealth ID

ID27- Others

D-B-11

Identification No.

Text

30

X(30)

D-B-12

Telephone No.

Text

15

X(15)

D-B-13

Nature of Business

Text

35

X(35)

COUNT

ERPARTY

D-G1

Party Type Flag

Text

C¢ Counterparty

D-G2

Customer Reference Numbe

Text

50

X(50)

D-G3

Name Flag

Text

Y ¢ if counterparty is a
corporation
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N ¢ if counterparty is an
individual
D-G4 | Name Text
Last Name 150 X(150) | Last name of counterparty
First Name 150 X(150) | First name of counterparty
Middle Name 150 X(150) | Middle name of counterparty
D-G5 | Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP
D-G6 | Account Number Text 40 X(40)
OTHER PARTICIPANT
D-O1 | Party Type Flag Text 1 X P ¢Other Participant
D-O-2 | Customer Reference Numbe Text 50 X(50)
Y ¢ if other participant is a
DO3 Name Flag Text 1 X corporation _ _
N ¢ if other participant is an
individual
D-O-4 | Name Text
Last Name 150 X(150) | Last name of other participarn
First Name 150 X(150) | First name of other participan
Middle Name 150 | x(150) | Middle name of other
participant
D-O5 | Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country , ZIP
D-O-6 | Account Number Text 40 X(40)
ISSUER
DI-1 | Party Type Flag Text 1 X | ¢lssuer
DI-2 | Customer Reference Numbe Text 50 X(50)
D13 Name Flag Text 1 X Y¢ i_f i_ssuer i§ a cqrpprgtion
N ¢ if issuer is an individual
D-1-4 | Name Text
Last Name 150 X(150) | Last name of issuer
First Name 150 X(150) | First name of issuer
Middle Name 150 X(150) Middle name of issuer
DI-5 | Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
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Address3 100 X(100) | Province, Country, ZIP
D1-6 | Account Number Text 40 X(40)
TRANSACTOR
DT-1 | Party Type Flag Text 1 x | 16 Transactor
D-T-2 | Customer Reference Numbe Text 50 X(50)
DT-3 Name Flag Text 1 X N c_lf_ transactor is an
individual
D-T-4 | Name Text
Last Name 150 X(150) | Last name of transactor
First Name 150 X(150) | First name of transactor
Middle Name 150 X(150) | Middle name of transactor
D-T-5 | Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address?2 100 X(100) | pistrict, Town, City
Address3 100 X(100) | Province, Country, ZIP
D-T-6 | Account Number Text 40 X(40)
SUBJECT OF SUSPICION
D-S1 | Party Type Flag Text 1 X S¢ Subject of Suspicion
D-S2 | Customer Reference Numbe Text 50 X(50)
Y ¢ if subject of suspicion is a
Name Fla corporation
D-S3 9 Text 1 X N ¢ if subject of suspicion is a
individual
D-S4 | Name Text
Last Name 150 | x(150) | -@stname of subject of
suspicion
First Name 150 | x(1s0) | Frstname of subject of
suspicion
Middle Name 150 | x(150) | Middle name of subject of
suspicion
D-S5 | Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP
D-S6 | Account Number Text 40 X(40)
for corporate accts. current
DS7 Birthdate/Registration Date Number 8 9(8) date > date and date > 152

for individual accounts.date <
date and the

current
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difference between curren
date and birthdate must be
less than 150

D-S8

Place of Birth/Registten

Text

90

X(90)

City, Municipality, Country

D-S9

Nationality

Text

40

X(40)

D-S10

ID Type

Text

X(4)

ID1¢ Passport

ID2¢ 5 NA GSNDa [ A0Sy

ID3¢ PRC ID

ID4¢ NBI Clearance

ID5¢ Police Clearance

ID6¢ Postal ID

ID7¢ +2 G SNR& L5

ID8¢ TIN

ID9¢ Barangay Certification

ID10¢ GSIS€ard/UMID

ID11: SSS

ID12¢ Senior Citizen Card

ID13¢ Overseas Workers Welfare
Administration(OWWA) ID

ID14¢ OFW ID

ID15¢{ S YI yQa . 221

ID16¢ Alien/Immigrant Certification
of Registration

ID17¢D2 @Ql hTFAOSK

ID18¢ Certification from National
Council for the Welfare of
Disabled Persons(NCWDP)

ID19¢ Department of Social Welfare
and Development (DSWD)
Certification

ID20¢ Integrated Baof the
Philippines (IBP) ID

ID21cCompany ID

ID2x{ G dZRSy (i Q& L5

ID23¢ National ID

ID24- SEC Certificate of Registratio

ID25¢ Business Registration
Certificate

ID26¢ Philhealth ID

ID27- Others

D-S11

Identification No.

Text

30

X(30)

D-S12

Telephone No.

Text

15

X(15)

D-S13

Nature of Business

Text

35

X(35)

Details of Suspicion

D-D-1 | Reason

Memo

800

Reason for Suspicion

economic justification.
SI2  The client is not properly

identified.

commensurate with the

of the client.

to avoid being reported.
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trade obligation, purpose or

SI3  The amount involved is not
business or financial capacit

Sl4  The transaction is structured




SI5  There is a deviation from the
Of ASyidQa LINRT
transactions.

SI6  The transaction is similar,
analogous or identical to any
of the foregoing (Additional
reason is required after a
samicolon i.e. SI6; The client
AdaXX®DO

PCt Kidnapping for ransom

PC2 Drug trafficking and related
offenses

PC3 Graft and corrupt practices

PC4 Plunder

PC5 Robbery and Extortion

PC6 Jueteng and Masiao

PC?# Piracy on the high seas

PC8 Qualified Theft

PC9 Swindling

PC10Smuggling

PC11 Violations under the Electroni
Commerce Act of 2000

PC12Hijacking; destructive arson;
and murder, including those
perpetrated by terrorists
against norcombatant
persons and similar targets

PC1Z; Terrorism and conspiracy to
commit terrorism

PC14 Financing of Terrorism

PC1%; Bribery

PC16 Frauds and lllegal Exactions
and Transactions

PC17c Malversation of Public Funds
and Property

PC1&; Forgeries and Counterfeiting

PC1<; Violations of Sections 4 to 6
of the AntiTrafficking in
Persons Act of 2003

PC2(; Violations of Sections 78 to
79 of the Revised Forestry
Code of the Phils., as
amended

PC21¢ Violations of Sections 86 to
106 of theFisheries Code of
1998

PC2Z; Violations of Sections 101 to
107 and 110 of the Philipping
Mining Act of 1995

PC2Z; Violations of Section 27 (c),
(e), (), (g) and (i) of the
Wildlife Resources
Conservation and Protection
Act

PC24; Violation ofSection 7b of the
National Caves and Cave
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Resources Management
Protection Act

PC2%; Violation of the Anti
Carnapping Act of 2002

PC2&; Violations of Sections 1,3 an
5 of the Decree Codifying the
Laws on lllegal/Unlawful
Possession Manufacture
Dealing in Acquisition or
Disposition of Firearms,
Ammunition or Explosives

PC27 Violation of AntiFencing Law

PC2&; Violation of Section 6 of the
Migrant Workers and
Overseas Filipinos Act of
1995

PC29 Violation of Intellectual
Property Code

PC3(; ViolationofSection 4 of the
Anti-Photo and Video
Voyeurism Act of 2009

PC31¢ Violation of Section 4 of the
Anti-Child Pornography Act ¢
2009

PC3Z; Violations of R.A. No. 7610,
Special Protection of Childre
Against Abuse, Exploitation
and Discrimination

PC33 Fraudulent practices and othe
violations under the
Securities Regulation Code ¢
2000

PC34; Violation of Section 19(A)(3)
of RA 10697, otherwise
known as the Strategic Trads
Management Act, in relation
to the financing of
proliferation of weapons of
mass @struction and its
financing pursuant to United
National Security Council
Resolution No. 1718 of 2006
and 2231 of 2015.

PC35 Violations of Section 254 of
Chapter I, Title X of the
National Internal Revenue
Code of 1997, as amended,
where the deficiencyasic
tax due in the final
assessment is in excess of
twenty-five million pesos
(PhP25,000,000.00) per
taxable year, for each tax
type covered and there has
been a finding of probable
cause by the competent
authority: provided, further,
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PC36- Felonies or offenses of a

that there must bea finding
of fraud, willful
misrepresentation or
malicious intent on the part
of the tax payer: provided,
finally, that in no case shall
the AMLC institute forfeiture
proceedings to recover
monetary instruments,
property or proceeds
representing, involvingor
relating to a tax crime, if the
same has already been
recovered or collected by the
BIR in a separate proceeding

similar nature that are
punishable under the penal
laws of other countries.

Narrative of events leading to

D-D-2 | Narrative Memo 4000 .
Suspicion

TRAILER RECORD

FIELD

NO. FIELD NAME TYPE | LENGTH FORMAT VALUE/REMARKS
T-1 | Trailer Record Indicator Text 1 T T- for Trailer
T-2 | Php Amount Total Number 20 9(18).99 | Total Transaction Amount

Records Total of batch to be

T-3 | sent Number 10 9(10) Total number of CTR/STRs

Note: Mandatory fields and parties are on a per transaction basis (Please refer to Annex C
for the complete list of mandatory fields and parties). Failure to providequired
information shall result in the rejection of the file.
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1.3 Data Elements Chart (Format Code 1¢dC
Supervising Agency
IC
Supervising Agency
Institution/Branch Code
Report Date
ReportingInstitution Report Type
Format Code
Submission Type
Transaction Parties
1 Transaction Datd@ime
1 Transaction Code Policy Ownef Beneficiary Insured Subject of
f Transaction Ref. No. Customer I Party Type Flag | |1 Party Type Flag Suspicion

9 Policy No./Certificate
NoO./ oR/Provisional Receipt No.

1 AccountNo./Credit Card

91 PhpAmt of Premium/
Pymt/ExcessAdvance
Premium/Topups Amt.
of Capital Infusion/Amt
of Collateral

1 FXAmount ofof Annual
Premium/Excess/Advang
e Premium/Topups

9 FXCurrency Code

9 Nature/Purpose of
Transaction

9 Policy Effectivity Date

9 Maturity /Expiry Date

9 Php Amount of
Dividend/CSV/
Policy Loan

9 Policy Amount/Face
Value/Contract
Value/Sum Insured (Php

1 Policy Amount/Face
Valwe/Contract
Value/Sum Insured (X

1 Policy/Insurance/Product]

9 Party Type Flag

9 Customer ReiNo.

1 Name Fag

 Name

9 AddresqPresent/
Permanent)

1 Birth/ Reg. Date

1 Place of Birth
Registration

9 Customer Ref. 9 Customer Ref. No.

9 Party Type Flag

No. 1 NameHag 1 Customer Ref. No.

1 Name Fag 1 Name 1 Name Fag

9 Name 1 AddresgPresent/ ||{ Name

1 Address Permanent) 1 AddresgPresent/
(Present/ 9 Account No. Permanent)

Permanent)
9 Account No.
1 Birth/ Reg. Date

1 Birth/ Reg. Date
1 Place of Birth
Registration

9 Account No.
1 Birth/ Reg. Date
1 Place of Birth

Type

1 Nationality 1 Place oBirth/ 1 Nationality Registration
1 ID Type 1 Registration 1 ID Type { Nationality
1 ID No. 1 Nationality 1 1D No. 1 ID Type
{ Tel. No. 1 Relationship of || Tel. No. 1 1D No.
1 Nature of Beneficiary to f Nature of 1 Tel. No.
Business Insured Businesk 1 Nature of Business
Employment 9 Designation of Employment / Employment
Beneficiary Code
| | | [
Trustee PayorTrustor Transactor Details of
9 Party Type Flag 1 Party Type Flag 9 Party Type Flag Suspicion
I Customer Ref. No.|  |q Customer Ref. No.| |1 Customer Ref. No.
1 Name fag 1 Name Fag I Name Fag
9 Name 9 Name 1 Name 1 Reason
1 AddresgPresent/ 1 AddresgPresent/ {1 Addresg(Present/ T Narrative
Permanent) Permanent) Permanent)
9 Account No. 1 Account No. 9 Account No.
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1.4 Electronic Record Format (Format 1¢0C)

HEADER RECORD

FIELD NO. FIELD NAME TYPE | LENGTH FORMAT  VALUE/REMARKS
H-1 Header Record Indicator Text 1 H H - for Header
H-2 Supervising Agency Number 1 9 3-IC
H-3 Institution Code Number | 11/18 911y | AMLC _lerary (for4C
(18) supervised)
yyyymmdd not
greater than current
H-4 Report Date Number 8 9(8) date: not less thar
20011017
H-5 Report Type Text 3 X(3) CTR, STR
1¢for CTR; FA®BTRs:
A-CP
(proactive/alerts); B
. PPP; CGKYC Docs
H-6 Format Code/STR Trigger Text 1 X(10 requested by AMLC: [
- Shared AMLC
Studies; E Watch
list; F- Freeze Orders
A-add,E
H-7 Submission Type Text 1 X(1) edit/correction, D-
delete, T-test
DETAIL RECORD
Transaction Data
FIELD NO. FIELD NAME TYPE | LENGTH FORMAT = VALUE/REMARKS
D1 Detail Record Indicator Text 1 D D - for Detall
*D-2 Transaction Date/ Number 8/ 9(8)/ | YYYYMMDD
Transaction Date & Time 14 9(14) | YYYYMMDDHHMMS
D-3 Transaction Code Text 5 X(5) AMLC Transaction
Codes
D4 Transaction Reference No. Text 50 X(50) must be_umque per
transaction date
Policy No./Certificate No/
D-5 OR/PyrovisionaI Receipt no. Text 40 X(40)
D-6 Account No./Credit Card No. Text 40 X(40)
Php Amount of Annual
Premium /Excess/Advance
D7 Premium/Payment/_Top Number 20 9(18).99 Greater_than 0w/ or
ups/Amount of Capital w/o decimal value
Infusion/Amount of
Collateral
FXAmount of Annual
D8 Premium /Excess/Advance Number 17 9(15).99 | Optional
Premium/Topups
D9 FX Currency Code Text 3 X(3) Optional; mandatory if
FX amount <> null
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Nature/Purpose of
D-10 Transaction/Virtual Currency Text 200 X(200)
Name/Code
yyyymmdd date
D11 Policy Effectivity Date Number 8 9(8) should not be less
than 20011017
yyyymmdd date
should be between
D12 Maturity Date/Expiry Date Number 8 9(8) the transaction date
and the policy date
+100 years
Php Amount of Greater than 0 w/ or
D-13 Claim/Dividend/CSV/Paolicy Number 20 9(18).99 | w/o
Loan decimal value
Policy Amount/Face Greater than 0 w/ or
D-14 Value/Contract Value/Sum Number 20 9(18).99 | w/o
Insured (Php) decimal value
Policy Amount/Face
Value/Contract Value/Sum Number 20 9(18).99 | Greater than O
D-15 Insured (FX)
Policy/Insurance/Product Life, variable, notlife,
D-16 Type Text 30 X(30) pre-need, MBA, etc.
517 ;:;rrrs of Insurance Policy (in Number 3 9(3)

* For D2, the use of the Transaction Date & Time shall be optional.

Subject Data

Detail RecordParty details (Multiple)

POLICY OWNER/CUSTOMER

D01 Party Type Flag Text 1 X Oc¢ Policy Owner/Customer
D02 Customer Reference Numbe Text 50 X60)
Y ¢ if policy owner/customer
DO-3 Name Flag Text 1 X is a_corp_oration
N ¢ if policy ownertustome
is an individual
D-O4 Name Text
Last Name 150 | x(150) | -@stname of policy
owner/customer
First Name 150 | x(150) | F'rstname of policy
owner/customer
Middle Name 150 | x(150) | Middle name of policy
owner/customer
D-O5 | Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP
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D-O-6

Birthdate/Registration Date

Number

9(8)

for corporate accts. current
date > date and date > 1521 ; fi
individual accts- date < current
date and the differenceg
between current date ang
birthdate must be less than 15

D-O-7

Place of Birth/Registration

Text

90

X(90)

City,Municipality, Country

D-O8

Nationality

Text

40

X(40)

D-O9

ID Type

Text

X(4)

ID1¢ Passport

ID2¢ 5 NA GSNRa [ A

ID3¢ PRC ID

ID4¢ NBI Clearance

ID5¢ Police Clearance

ID6¢ Postal ID

ID7¢ +2 0 SNR& L5

ID8¢ TIN

ID9¢ Barangay Certification

ID10¢ GSIS «ard/UMID

ID11 SSS

ID12¢ Senior Citizen Card

ID13¢ Overseas Workers
Welfare
AdministratiofOWWA)
ID

ID14¢ OFW ID

ID15¢{ S+ YI yQ&a . 2

ID16¢ Alien/Immigrant
Certification of
Registration

ID17¢D2 @QG hFTFAQ

ID18¢ Certification from
National Council for the|
Welfare of Disabled
Persons(NCWDP)

ID19¢ Department of Social
Welfare and
Development
(DSWD(ertification

ID20¢ Integrated Bar of the
Philippines (IBP) ID

ID21cCompany ID

ID2x{ G dzRSy (G Qa L

ID23¢ National ID

ID24- SEC Certificate of
Registration

ID25¢ Business Registration
Certificate

ID26¢ Philhealth ID

ID27- Others

D-O-10

Identification No.

Text

30

X@30)

D011

Telephone No.

Text

15

X(15)

D-O-12

Nature of Business

Text

35

X(35)

INSURED

D-I-1

| Party Type Flag

Text

I-Insured
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D-2 Customer Reference Numbe Text 50 X(50)
Y¢ifinsured is a
Di3 | Name Flag Text 1 X | corporation
N ¢ if insured is an individug
D-1-4 Name Text
Last Name 150 X(150) | Last name of insured
First Name 150 X(150) | First name of insured
Middle Name 150 X(150) | Middle name ofinsured
D1-5 Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP
D1-6 Account No Text 40 X(40)
for corporate accts. current
date > date and date > 1521foy
Birthdate/Registration Date individual accts: date <current
D7 Number 8 9®) | gate and the difference
between current date ang
birthdate must be less than 15
D1-8 Place of Birth/Registration Text 90 X(90) | City, Municipality, Country
D-1-9 Nationality Text 40 X(40)
ID1¢ Passport
ID2¢ 5 NA GSNRa [ AO4
ID3¢ PRC ID
ID4¢ NBI Clearance
ID5¢ Police Clearance
ID6¢ Postal ID
ID7¢+2 6 SNR& L5
ID8¢ TIN
ID9¢ Barangay Certification
ID10¢ GSIS €ard/UMID
ID11 SSS
ID12¢ Senior Citizen Card
ID13¢ Overseas Workers Welfare
Administration(OWWA)
ID
DI-10 | ID Type Text 4 X(4) | \DracOrWID

ID15¢{ S+ Yl yQa .22

ID16¢ Alien/Immigrant
Certification of
Registration

ID17¢D2 @QG hFTFAOS

ID18¢ Certification from National
Council for the Welfarefo
Disabled Persons(NCWD

ID19¢ Department of Social
Welfare and Development
(DSWDZertification

ID20¢ Integrated Bar of the
Philippines (IBP) ID

ID21cCompany ID

ID2x{ G dZRSy (i Qa L5

ID23¢ National ID
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ID24- SEC Certificate of
Registration

ID25¢ Business Registration
Certificate

ID26¢ Philhealth ID

ID27- Others

D1-11 | Identification No. Text 30 X(30)

Dl1-12 | Telephone No. Text 15 X(15)

D1-13 | Nature of Business Text 35 X(35)

BENEFICIARY

DB1 Party Type Flag Text 1 X B - Beneficiary

DB-2 Customer Reference Numbe Text 50 X(50)

Y ¢ if beneficiary is a

DB3 Name Flag Text 1 X corporatlon_ -

N ¢ if beneficiary is an
individual

D-B4 Name Text

Last Name 150 X(150) | Last name of beneficiary
First Name 150 X(150) | First name of beneficiary
Middle Name 150 X(150) | Middle name of beneficiary
D-B5 Address Text
Room No./Office Name,
Addressl 600 X(150) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP

D-B-6 Account No. Text 40 X(40)
for corporate accts. current
date > date and date > 1521foy

Birth Regi ion D indivi -

DB7 irthdate/Registration Date Number 8 9(8) individual accts.date<.current
date and the difference
between current date ang
birthdate must be less than 15

D-B-8 Place of Birth/Registration Text 90 X(90) | City, Municipality, Country

D-B-9 Nationality Text 40 X(40)

. . . Spouse, child, parents

D-B10 Relationship of Beneficiary tg Text 30 X(30) | friend, others

Insured
Designation of Beneficiary Y revocable

D-B-11 Text 1 X(1) .

Code N ¢ irrevocable
TRUSTEE

D-U-1 Party Type Flag Text 1 X U - Trustee

D-U-2 Customer Reference Numbe Text 50 X(50)

D-U-3 Name Flag Text 1 X YQ |f trustee |§ a cqrpprgtlor
N ¢ if trustee is an individua

D-U-4 Name Text

Last Name 150 X(150) | Last name of trustee
First Name 150 X(150) | Firstname of trustee
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Middle Name 150 X(150) | Middle name of trustee
D-U-5 | Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP
D-U-6 Account No. Text 40 X(40)
PAYOR/TRUSTOR
DR1 Party Type Flag Text 1 X R¢ Payor/Trustor
DR2 Customer Reference Numbe Text 50 X(50)
Y ¢ if payor/trustor is a
DR3 Name Flag Text 1 X corporatlon _
N ¢ if payor/trustor is an
individual
D-R4 Name Text
Last Name 150 X(150) | Last name of payor/trustor
First Name 150 X(150) | First name of payor/trustor
Middle Name 150 X(150) | Middle name of payor/trustor
D-R5 Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP
D-R6 Account No. Text 40 X(40)
TRANSACTOR
D-T-1 Party Type Flag Text 1 X T ¢ Transactor
D-T-2 Customer Reference Numbe Text 50 X(50)
D-T-3 Name Flag Text 1 X N c_lf.transactor IS an
individual
D-T-4 Name Text
Last Name 150 X(150) | Last name of transactor
First Name 150 X(150) | First name of transactor
Middle Name 150 X(150) | Middle name of transactor
D-T-5 Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP
D-T-6 Account No. Text 40 X(40)
SUBJECT GUSPICION
DS1 \ Party Type Flag Text 1 X \ S¢ Subject of Suspicion
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D-S2 Customer Reference Numbe Text 50 X(50)

DS3 Name Flag Text 1 X Y¢ |_f subjgct |§ a cqrpgrgtlor
N ¢ if subject is an individua

D-S4 Name Text

Last Name 150 X(150) | Last name of subject
First Name 150 X(150) | First name of subject
Middle Name 150 X(150) | Middle name of subject
D-S5 Address Text
Room No./Office Name,
Addressl 600 X(600) | Bldg./House No., Street,
Subd./ Brgy.
Address2 100 X(100) | District, Town, City
Address3 100 X(100) | Province, Country, ZIP

D-S6 Account No. Text 40 X(40)
for corporate accts. current
date > date and date > 1521 ; f

Birth Registration D indivi -

DS7 irthdate/Registration Date Number 8 9(8) individual accts- date < current
date and the differencq
between current date ang
birthdate must be less than 15

D-S8 Place oBirth/Registration Text 90 X(90) | City, Municipality, Country

D-S9 Nationality Text 40 X(40)

ID1¢ Passport

ID2¢ 5 NA GSNRa [ AOf

ID3¢ PRC ID

ID4¢ NBI Clearance

ID5¢ Police Clearance

ID6¢ Postal ID

ID7¢+2 G SNR& L5

ID8¢ TIN

ID9¢ Barangay Certification

ID10¢ GSIS €ard/UMID

ID11 SSS

ID12¢ Senior Citizen Card

ID13¢ Overseas Workers Welfare
Administration(OWWA)
ID

ID14¢ OFW ID

DS10 | ID Type Text 4 x(4) |'Pse{ St YhyQaa . 22

ID16¢ Alien/Immigrant
Certification of
Registréion

ID17¢D2 @QG hFTFAOS

ID18¢ Certification from National
Council for the Welfare of
Disabled Persons(NCWD

ID19¢ Department of Social
Welfare and Development
(DSWDZertification

ID20¢ Integrated Bar of the
Philippines (IBP) ID

ID21cCompany ID

ID2x{ G dZRSy i Qa L5

ID23¢ National ID

ID24- SEC Certificate of
Registration
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ID25¢ Business Registration
Certificate

ID26¢ Philhealth ID

ID27- Others

D-S11

Identification No.

Text

30

X(30)

D-S12

Telephone No.

Text

15

X(15)

D-S13

Nature ofBusiness

Text

35

X(35)

D-D-1

Reason

Memo

800

Reason for Suspicion

SIE  There is no underlying
legal or trade
obligation, purpose or
economic justification.

SI2 The client is not properly
identified.

SI3  The amount involved is
not commensurate with
the business or financig
capacity of the client.

Sl4  The transaction is
structured to avoid
being reported.

SI5  There is a deviation
FNRY (KS Of
profile/past
transactions.

SI6  The transaction is
similar, analogousr
identical to any of the
foregoing.(Additional
reason is required after
a semicolon i.e. SI6;
¢tKS Ot ASyid

PC1 Kidnapping for ransom

PC2 Drug trafficking and
related offenses

PC3 Graft and corrupt
practices

PC4 Plunder

PC5 Robbey and Extortion

PC6 Jueteng and Masiao

PC? Piracy on the high seas

PC8 Qualified Theft

PC9 Swindling

PC10 Smuggling

PC11 Violations under the
Electronic Commerce
Act of 2000

PC12Hijacking; destructive
arson; and murder,
including those
perpetrated by
terrorists against non
combatant persons and
similar targets
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PC1%; Terrorism and
conspiracy to commit
terrorism

PC14; Financing of Terrorism

PC1%; Bribery

PC16 Frauds and lllegal
Exactions and
Transactions

PC17 Malversation of Public
Funds and Property

PC18&; Forgeries and
Counterfeiting

PC1%; Violations of Sections 4
to 6 of the Anti
trafficking in Persons
Act of 2003

PC2(Q Violations of Sections
78 to P of the Revised
Forestry Code of the
Phils., as amended

PC21¢ Violations of Sections
86 to 106 of the
Fisheries Code of 1998

PC2Z% Violations of Sections
101 to 107 and 110 of
the Philippine Mining
Act of 1995

PC23%; Violations of Section 27|
(c), (), 1), (9) and (i) of
the Wildlife Resources
Conservation and
Protection Act

PC24; Violation of Section 7b
of the National Caves
and Cave Resources
Management
Protection Act

PC2%; Violation of the Anti
Carnapping Act of 2002

PC2&; Violations of Sections
1,3 and 5 of the Decree|
Codifying the Laws on
Illegal/Unlawful
Possession
Manufacture Dealing in
Acquisition or
Disposition of Firearms
Ammunition or
Explosives

PC27 Violation of Anti
Fencing Law

PC28&; Violation of Section 6f
the Migrant Workers
and Overseas Filipinos
Act of 1995

PC29Violation of Intellectual
Property Code
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PC3(; Violation of Section 4 of
the AntiPhoto and
Video Voyeurism Act of|
2009

PC31¢ Violation of Section 4 of
the AntiChild
Pornography Act of
2009

PC32Z; Violations of R.A.No.
7610, Special Protectio
of Children Against
Abuse, Exploitation and
Discrimination

PC33Fraudulent practices ang
other violations under
the Securities
Regulation Code of
2000

PC34; Violation of Section
19(A)(3) of RA 10697,
otherwise known as the
Strategic Trade
Management Act, in
relation to the financing
of proliferation of
weapons of mass
destruction and its
financing pursuant to
United National
Security Council
Resolution No. 1718 of
2006 and 2231 of 2015

PC35 Violations of Section 254
of Chapter Il, Title X of
the National Internal
Revenue Code of 1997
as amended, where the|
deficiency basic tax due
in the final assessment
is in excess of twenty
five million pesos
(PhP25,000,000.00) pe
taxable year, for each
tax typecovered and
there has been a findin
of probable cause by
the competent
authority: provided,
further, that there must
be a finding of fraud,
willful
misrepresentation or
malicious intent on the
part of the tax payer:
provided, finally, that in
no case shathe AMLC
institute forfeiture
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proceedings to recover
monetary instruments,
property or proceeds
representing, involving,
or relating to a tax
crime, if the same has
already been recovered
or collected by the BIR
in a separate
proceeding.

PC36 Feloniesor offenses of a
similar nature that are
punishable under the
penal laws of other
countries.

Narrative of events leadin

D-D-2 | Narrative Memo 4000 g
to Suspicion

TRAILER RECORD
FIELD
NO. FIELD NAME TYPE | LENGTH FORMAT VALUE/REMARKS

T-1 | Trailer Record Indicator Text 1 T T - for Trailer

T-2 | Php Amount Total Number 20 9(18).99 | Total Transaction Amount

Records Total of batch to be
T-3 | sent Number 10 9(10) Total number of CTR/STRs

Note: Mandatory fields and parties are on a pearansaction basis (Please refer to Annex C
for the complete list of mandatory fields and parties). Failure to provide required
information shall result in the rejection of the file.
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1.5 Electronic Record FormatBulkReporting 1 (B1)

FIRST ROW

Column

FIELD NAME

TYPE

LENGTH

FORMAT

VALUE/REMARKS

Al

Format Code

Text

2

X(2)

Bl

Bl

Submission Type

Text

1

X(1)

A- add, E edit, D- delete, Ftest

Cl

Report Date

Number

8

9(8)

YYYYMMDD

D1

STR Trigger

Text

X(1)

A- CP (proactive/alerts);-BPP; CKYC
Docs requested by AMLC;-[5hared
AMLC Studies; BNVatchlist; - Freeze
Orders

El

Account Number

Text

40

X(40)

F1

Customer Reference No.

Text

30

X(30)

Unique/Static No. assigned to the
Account Holder (Partyype A)

Name

Text

Gl

Last Name

100

X(100)

Last name of account holder

H1

First Name

100

X(100)

First name of account holder

11

Middle Name

100

X(50)

Middle name of account holder

Address

J1

Address1

100

X(100)

Room No./Office Name, Bldg./ House N
Street, Subd./ Brgy.

K1

Address2

100

X(100)

District, Town, City

L1

Address3

100

X(100)

Province, Country code, ZIP

M1

Birthdate/Registration
Date

Number

9(8)

YYYYMMDD

N1

Place of
Birth/Registration

Text

90

X(90)

City, Municipality, Country

o1

Nationality

Text

40

X(40)

P1

ID Type

Text

X(4)

ID1¢ Passport

ID2¢ 5 NA @S NR &
ID3¢ PRC ID

ID4¢ NBIClearance
ID5¢ Police Clearance
ID6¢ Postal ID

ID7¢ + 2 1 SNR &
ID8¢ TIN

ID9¢ Barangay Certification

ID10¢ GSIS €ard/UMID

ID1% SSS

ID12¢ Senior Citizen Card

ID13¢ Overseas Workers Welfare
Administration (OWWA) ID

ID14¢ OFW ID

ID15¢Sex' | yQa . 221

ID16¢ Alien/Immigrant Certification of
Registration

ID17¢D2 @QG hFFAOSkDh/ /
ID18¢ Certification from National Council for
the Welfare of Disabled Persons(NCWDP)
ID19¢ Department of Social Welfare and
Development (DSWD) Certification

ID20¢ Integrated Bar of the Philippines (IBP)
ID21cCompany 1D

ID2x{ G dzRSy (i Q&
ID23¢ National ID

ID24- SEC Certificate of Registration

[A08yas

L5

L5
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ID25¢ Business Registration Certificate
ID26¢ Philhealth ID
ID27- Others

Q1

Identification No.

Text

30

X(30)

R1

Nature of Business

Text

35

X(35)

S1

Reason

Memo

800

Reason for Suspicion

SIt There is no underlying legal or trade
obligation, purpose or economic
justification.

SI2  The client is not properly identified.
SI3  The amouninvolved is not
commensurate with the business or financ
capacity of the client.

Sl4  The transaction is structured to avoi
being reported.

SI5 ¢KSNBE Aa  RSQ@AL
profile/past transactions.

SI6  The transaction is similar, analogous
or identical to any of the foregoing.
(Additional reason is required after a
aSYAO02t2y APSd {LcT
PC1 Kidnapping for ransom

PC2 Drug trafficking and related offenses
PC3 Graft andcorrupt practices

PC4 Plunder

PC5 Robbery and Extortion

PC6 Jueteng and Masiao

PC? Piracy on the high seas

PC8 Qualified Theft

PC9 Swindling

PC106Smuggling

PC11Violations under the Electronic
Commerce Act of 2000

PC12Hijacking; desuctive arson; and
murder, including those perpetrated by
terrorists against nortcombatant persons
and similar targets

PC1%; Terrorism and conspiracy to commit
terrorism

PC14; Financing of Terrorism

PC1%; Bribery

PC16 Frauds and lllegal Exactions and
Transactions

PC17 Malversation of Public Funds and
Property

PC18; Forgeries and Counterfeiting

PC1%; Violations of Sections 4 to 6 of the
Anti-Trafficking in Persons Act of 2003
PC2(; Violations of Sections 78 to 79 of th
Revised Forestry Code ¢fet Phils., as
amended

PC21¢ Violations of Sections 86 to 106 of
the Fisheries Code of 1998

PC2Z; Violations of Sections 101 to 107 an
110 of the Philippine Mining Act of 1995
PC23; Violations of Section 27 (c), (e), (f),
(g9) and (i) of the Wildlife Rearces
Conservation and Protection Act
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PC24; Violation of Section 7b of the
National Caves and Cave Resources
Management Protection Act

PC2%; Violation of the AntiCarnapping Act
of 2002

PC26&; Violations of Sections 1,3 and 5 of
the Decree Codifying thieaws on
lllegal/Unlawful Possession Manufacture
dealing in, Acquisition or Disposition of
Firearms, Ammunition or Explosives
PC27 Violation of AntiFencing Law

PC2§&; Violation of Section 6 of the Migrant
Workers and Overseas Filipinos Act of 199
PC29Violation of Intellectual Property Cod
PC3(; Violation of Section 4 of the Anti
Photo and Video Voyeurism Act of 2009
PC31¢ Violation of Section 4 of the Anti
Child Pornography Act of 2009

PC3Z%; Violations of R.A. No. 7610, Special
Protection ofChildren Against Abuse,
Exploitation and Discrimination

PC33 Fraudulent practices and other
violations under the Securities Regulation
Code of 2000

PC34; Violation of Section 19(A)(3) of RA
10697, otherwise known as the Strategic
Trade Management Actyirelation to the
financing of proliferation of weapons of
mass destruction and its financing pursuarn
to United National Security Council
Resolution No. 1718 of 2006 and 2231 of
2015.

PC35 Violations of Section 254 of Chapter
I, Title X of the Nationahternal Revenue
Code of 1997, as amended, where the
deficiency basic tax due in the final
assessment is in excess of tweffitye

million pesos (PhP25,000,000.00) per
taxable year, for each tax type covered an
there has been a finding of probable cause
by the competent authority: provided,
further, that there must be a finding of
fraud, willful misrepresentation or maliciou
intent on the part of the tax payer: provideq
finally, that in no case shall the AMLC
institute forfeiture proceedings to recover
monetary instruments, property or proceed
representing, involving, or relating to a tax
crime, if the same has already been
recovered or collected by the BIR in a
separate proceeding.

PC36 Felonies or offenses of a similar
nature that are punishable undehe penal
laws of other countries.

T1

Narrative

Memo

4000

Narrative of events leading t
Suspicion

All Fields in Row 1 are mandatory except the Customer Reference Nuntigr\hich is
mandatory only if Reason for Suspicion is any of fiedowing: PC1, PC2, PC12, PC13 & PC1¢
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- The name provided in row 1G1-11) is considered as the Account Holder Party (A) as well as
Subject of Suspicion Party (S)
- CRN, if available refers to the name provided in row 1

Details of thetransactions (Starting at row 2)

FORMA
Column FIELD NAME TYPE | LENGTH T VALUE/REMARKS
o 9(11)/ As provided by AMLC (Institution_ coq
*A Institution Code Number| 11/18 (18) of the branch where the transaction
took place)
‘B Transaction Date Number 8/ 9(8) | YYYYMMDD
Transaction Date & Time 14 9(14) | YYYYMMDDHHMMSS
*C Transaction Code Text 5 X(5) AMLC Transaction Codes
*D Transaction Reference No. Text 20 X(20) | must be unique per transaction date
*E Transaction Amount (Php] Number 20 9(18).99 | Greater than 0 w/ or w/o decimal value
F Transaction Amount (FX) | Number 17 9(15).99 | Optional
G FX Currency Code Text 3 X(3) optional; mandatory if FX amount <> nul
H Name of Correspondent Ban|  Text 90 X(90)
Room No./Office Name, Bldg./ House N
! Address1 50 X(50) Street, Subd./ Brgy. ’
J Address2 50 X(50) | District, Town, City
K Address3 30 X(30) | Province, Country code, ZIP
Country Code (Please refer to system
L Country Code of Number 3 9(3) codes ﬁ{] the AIE/ILC Reporting P?/ocedure
Correspondent Bank Manual)

* For Column B, the use of the Transaction Date & Time is mandatory for CASA, Time Deposit, Fo
Exchange and Remittance Transactions; for all other transaction ahdeimne of transaction shall be

optional.
C2NJ GNYyalOlAz2ya Ay@2ft OAy3 YdzZ GALX S LI NIASE
Column FIELD NAME TYPE | LENGTH| FORMAT VALUE/REMARKS
. B ¢ Beneficiary; €ounterparty;
M Party Type Flag Text 1 X OtherParticipantc O; Issueg L X X ¢
Name Text
*N Last Name 100 X(100) | Last name of account holder
*O First Name 100 X(100) | First name of account holder
P Middle Name 50 X(50) | Middle name of account holder
Address
Room No./Office Name, Bldg./ House
Q Address1 100 X(100) No., Street, Subd./ Brgy.
R Address2 100 X(100) | District, Town, City
S Address3 50 X(50) | Province, Country code, ZIP
Birthdate/Registration 9(8) VYYYMMDD
T Date Number 8
W Account Number Text 40 X(40)

All fields marked with asterisk are mandatory.
For remittance transactions, name, address and country code or correspondent bank will be
mandatory.
B1 is usedor bulk STRs involving one account holder with multiple STRs having the same
reason for suspicion.
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customer of acovered person.

The Account Holder Party is mandatory for B1.
Customer Reference number is a unique and static identification number assigned to a

1.6 Electronic Record FormatBulk Reporting 2 (B2)

FIRST ROW

Column

FIELD NAME

TYPE

LENGTH

FORMAT

VALUE/REMARKS

*Al

Format Code

Text

2

X(2)

B2

*B1

Submission Type

Text

1

X(1)

A- add, E edit, D delete, Ftest

*C1

ReportDate

Numbe

8

9(8)

YYYYMMDD

*D1

STR Trigger

Text

X(1)

A- CP (proactive/alerts);-BPP; €CKYC Doc
requested by AMLC; D Shared AMLC
Studies; E Watch list; F Freeze Orders

*El

Reason

Memo

800

Reason for Suspicion

SIt There is no underlying legal or trade
obligation, purpose or economic justification.
SI12  The client is not properly identified.

SI3  The amount involved is not
commensurate with the business or financial
capacity of the client.

Sl4  The transaction is structured to avoid
being reported.

SI5 ¢KSNBE Aa | RSOALFGA
profile/past transactions.

SI6  The transaction is similar, analogous or
identical to any of the foregoing. (Additional
reason is required after a secolon i.e. SI6; The
Ot ASyil A&XXDO

PC1 Kidnapping for ransom

PC2 Drug trafficking and related offenses
PC3 Graft and corrupt practices

PC4 Plunder

PC5 Robbery and Extortion

PC6 Jueteng and Masiao

PC? Piracy on the high seas

PC8 Qualified Theft

PC9 Swindling

PC10Smuggling

PC11Violations under the Electronic
Commerce Act of 2000

PC12Hijacking; destructive arson; and murde
including those perpetrated by terrorists again
non-combatant persons and similar targets
PC13; Terrorism and conspiracy to commit
terrorism

PC14 Financing of Terrorism

PC1X%; Bribery

PC16& Frauds and lllegal Exactions and
Transactions

PC17 Malversation of Public Funds and
Property
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PC18; Forgeries and Counterfeiting

PC1%; Violations of Sections 4 to 6 of the Anti
Trafficking in Persons Act of 2003

PC2(; Violations of Sections 78 to 79 of the
Revised Forestry Code of the Pihls., as amen
PC21 Violations of Sections 86 to 106 of the
Fisheries Code of 1998

PC2Z Violations of Sections 101 to 107 and
110 of the Philippine Mining Act of 1995
PC23; Violations of Section 27 (c), (e), (), (9)
and (i) of the Wildlife Resources Conservation
and Protection Act

PC24; Violation of Section 7b of the National
Caves and Cave Resoces Management
Protection Act

PC2%; Violation of the AntiCarnapping Act of
2002

PC2&; Violations of Sections 1,3 and 5 of the
Decree Codifying the Laws on lllegal/Unlawful
Possession Manufacture dealing in, Acquisitig
or Disposition of Firearms, Ammtion or
Explosives

PC2T Violation of AntiFencing Law

PC2g; Violation of Section 6 of the Migrant
Workers and Overseas Filipinos Act of 1995
PC29Violation of Intellectual Property Code
PC3(; Violation of Section 4 of the AAfhoto
and Video Voyeusim Act of 2009

PC31¢ Violation of Section 4 of the Arthild
Pornography Act of 2009

PC3Z; Violations of R.A. No. 7610, Special
Protection of Children Against Abuse,
Exploitation and Discrimination

PC33 Fraudulent practices and other violation
underthe Securities Regulation Code of 2000
PC34; Violation of Section 19(A)(3) of RA
10697, otherwise known as the Strategic Trad
Management Act, in relation to the financing o
proliferation of weapons of mass destruction
and its financing pursuant to UnieNational
Security Council Resolution No. 1718 of 2006
and 2231 of 2015.

PC35 Violations of Section 254 of Chapter II,
Title X of the National Internal Revenue Code
1997, as amended, where the deficiency basi
tax due in the final assessment is ircess of
twenty-five million pesos (PhP25,000,000.00)
per taxable year, for each tax type covered an
there has been a finding of probable cause by
the competent authority: provided, further, thaj
there must be a finding of fraud, willful
misrepresentatioror malicious intent on the
part of the tax payer: provided, finally, that in
no case shall the AMLC institute forfeiture
proceedings to recover monetary instruments,
property or proceeds representing, involving,
relating to a tax crime, if the same halkeady
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been recovered or collected by the BIR in a
separate proceeding.

PC36 Felonies or offenses of a similar nature
that are punishable under the penal laws of
other countries.

*F1

Narrative

Memo

4000

Narrative of events leading tBuspicion

Details of the transactions (Starting at row 2)

Column FIELD NAME TYPE | LENGTH FORMAT VALUE/REMARKS
As provided by AMLC (Institution code
of the branch where the transaction
*A Institution Code Number | 11/18 | 9(11)/ (18) | took place)
Transaction Date Number 8/ 9(8)/ YYYYMMDD
*B | Transaction Date & Time 14 9(14) YYYYMMDDHHMMSS
*C Transaction Code Text 5 X(5) AMLC Transaction Codes
Transaction Reference
*D No. Text 20 X(20) must be unique per transaction date
E Account Number Text 40 X(40)
Transaction Amount
*F (Php) Number 20 9(18).99 | Greater than 0 w/ or w/o decimal value
Transaction Amount
G (FX) Number 17 9(15).99 | Optional
H FX Currency Code Text 3 X(3) optional; mandatory if FX amount <> null
Name Text
*| Last Name 100 X(100) Last name of account holder
*J First Name 100 X(100) First name of account holder
K Middle Name 50 X(50) Middle name of account holder
Address
Room No./Office Name, Bldg./ House No.,
L Address1 100 X(100) | gireet, Subd./ Bray. :
M Address2 100 X(100) District, Town, City
N Address3 50 X(50) Province, Country code, ZIP
O Birthdate Number 8 9(8) YYYYMMDD

For Column B, the use of the Transaction Date & Time is mandatory for CASA, Time Deposit,
Foreign Exchange and Remittance Transactions; for all other transaction codes, the time of

transaction shall be optional.

B2 is used for bulk STRs wherein the per@tr isUNKNOWNand the account holder reported
is the victim
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TRANSACTION SECURITY PROCESS AND
TRANSFERRING OF FILES

1. Encrypting of Files (done after CP has created a CSY Filmmat1.0)

s NCupala

== -jle | View Certificates Tools Settings Window Help

£0

& &

o

New Certificate...

Lookup Certificates on Server...
Import Certificates...

Export Certificates
Export Secret Keys
Export Certificates to Server

Decrypt/Verify Files...
Sign/Encrypt Files...

Create Checksum Files...
Verify Checksum Files...

Close

Quit

Ctrl+N

Ctrl+Shift+]
Ctrl+l

Ctri+E

Ctrl+Shift+E

Ctrl+W

Ctrl+Q

Ete

Unt

Select the csv file
you want to sign
and encrypt, then
clickOpen

™ Select One or More Files to Sign and/or Encrypt'. —

9 From your desktop,
double click
Kleopatra

1 The Kleopatra main
window will be
displayed on the
screen.

q Click File, therlick
{ A3y K9y ON

@O"‘ | « sampleCSV » STR €
L ee— e

Organize v

1= Recent Places

4 Libraries
E] Documents
J’ Music
[&=] Pictures

™ Videos

1% Computer

-

New folder

Name

- 79’ | Search STR

=~ 0 @

Date modified Type

| 1234562007042601.csv

7/7/2010 8:15 AM CSV File

m

& Local Disk(C) | |
ca New Volume (D:)
G# drive h (\\192.16¢
% IMAGAPPS (\\na
¥ Cls (\\legaspi\CS _

I

<

m »

File name: 1234562007042601.csv

v [AlFiles () -

—> | J |

Open Cancel }
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SelectAnti-
Money
Laundering

/ 2 dzy Quhlie
key, thenclick
Add.

SelectSign and Encrypt
(OpenPGP onlyyhen
clickNext

Pagel04of 270



