
 

 

ANTI -MONEY LAUNDERING COUNCIL  
 

REGULATORY ISSUANCE NO. 4 
Series of 2021 

 

 

Subject : 2021 AMLC Registration and Reporting Guidelines 
 

 

In accordance with Sections 7(1), 7(7), and 9(c) of Republic Act No. 9160, also known 
as the Anti-Money Laundering Act of 2001, as amended, in relation to Rule 22, Sections 1.1, 
4, and 7, of its 2018 Implementing Rules and Regulations (IRR), the Council, in its Resolution 
No. 142, dated 22 June 2021, approved the adoption of 2021 AMLC Registration and 
Reporting Guidelines: 
 
TABLE OF CONTENTS 
 
PART 1 ς General Provisions 
I.    Legal Framework         -------- 2 
II.   Definition of Terms          -------- 3 
III.  Covered Transaction Reports       -------- 7 
IV. Suspicious Transaction Reports       -------- 7   
V.   Non-working and Non-reporting Days      -------- 12 
VI.  Form and Mode of Reporting       -------- 13 
VII. No/Low Risk Transactions        -------- 13 
VIII. Compliance Checking and Administrative Sanctions     -------- 17
             
PART 2 ς Online Registration System (ORS) 
Introduction/ Guidelines        -------- 18 
ORS Step-by-Step Procedure         -------- 20
       
PART 3 ς Transaction Security Protocol 
Guidelines          -------- 31 
Step-by-Step Procedure         -------- 33
          
PART 4 ς REPORTING PROCEDURES 
Covered and Suspicious Transaction Reports       
Data Elements Chart (Format Code 1 ς BSP/SEC)      -------- 73 
Electronic Record Format (Format Code 1 ς BSP/SEC)     -------- 74 
Data Elements Chart (Format Code 1 ς IC)      -------- 84 
Electronic Record Format (Format Code 1 ς IC)      -------- 85 
Electronic Record Format ς Bulk Reporting 1      -------- 96 
Electronic Record Format ς Bulk Reporting 2      -------- 100 
Transaction Security Process/Transferring of Files 
Encryption          -------- 103 
Transferring of files         -------- 107 
Uploading of KYC Docs         -------- 115 
STR Attachment Upload         -------- 122 
E-Return Upload         -------- 126 
Suspicious Transaction Reporting on a per account basis     -------- 131 



 

 

Page 2 of 270 

 

Reporting Guidelines for Format 1.0       -------- 138 
Reporting Format         -------- 140 
Additional Guidelines for CT/ST Reporting      -------- 159 
Effectivity          -------- 163
      
Annexes 
Annex A - Sample CSV files        -------- 164 
Annex B- System Codes         -------- 172 
Annex C- Mandatory Fields        -------- 218 
Annex D - Examples of Red Flags and Alerts      -------- 247 
Annex E - Typologies         -------- 267
         

 

 

PART 1 
GENERAL PROVISIONS 

 
 

I. Legal Framework 
 
Covered and suspicious transaction reporting framework is one of the cornerstones of the 
tƘƛƭƛǇǇƛƴŜǎΩ anti-money laundering/counter-terrorism financing (AML/CTF) regime.  
 
Covered Persons, as the first line of defense against money laundering/terrorism financing 
(ML/TF), are mandated to report all covered and suspicious transactions to the Anti-Money 
Laundering Council (AMLC). The reports should be complete, accurate, and timely as they provide 
vital information for the effective identification and detection of financial crime patterns and 
trends through financial analysis.  
 
The results of analysis on these reports are essential in the investigation and prosecution of civil 
forfeiture, money laundering/terrorism financing (ML/TF) and other related cases, as well as in 
assessing institutional, sectoral, and national ML/TF risks. Thus, the importance of complete, 
accurate, and timely reports cannot be overemphasized. 

 

A. Anti-Money Laundering Act 
 

Republic Act No. 9160, also known as the Anti-Money Laundering Act of 2001, as amended 
(AMLA), provides the primary legal framework for reporting covered and suspicious transactions: 
 

¶ Section 7(1) of the AMLA authorizes the AMLC to require, receive and analyze covered and 
suspicious transaction reports from covered persons. 
 
To be able to file the reports, Rule 22, Section 4, of the 2018 IRR requires covered persons to 
ǊŜƎƛǎǘŜǊ ǿƛǘƘ ǘƘŜ !a[/Ωǎ ŜƭŜŎǘǊƻƴƛŎ ǊŜǇƻǊǘƛƴƎ ǎȅǎǘŜƳΦ 
 

¶ Section 9(c) of the AMLA requires covered persons to file covered and suspicious transaction 
reports in accordance with the standards set therein. 

 
 Under Section 3(h) of the AMLA, in relation to Rule 2, Sections 1 (a) and (z), of the 2018 IRR, a 

transaction refers not only to individual transactions, but also to any act establishing any right 
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or obligation or giving rise to any contractual or legal relationship between the parties thereto 
(i.e., an activity or account of a customer). 
 
Any covered person who, knowing that a covered or suspicious transaction is required to be 
reported to the AMLC, fails to do so shall be guilty of ML under the last paragraph of Section 
4 of the AMLA. 
 

¶ Rule 22, Section 6, of the 2018 IRR, in relation to Section 9(c), paragraph 4, of the AMLA, refers 
ǘƻ ǘƘŜ ά{ŀŦŜ IŀǊōƻǊ tǊƻǾƛǎƛƻƴέΦ ¢Ƙƛǎ ǇǊƻǾƛǎƛƻƴ ŜƴŎƻǳǊŀƎŜǎ ŎƻǾŜǊŜŘ ǇŜǊǎƻƴǎ ǘƻ ǾƛƎƻǊƻǳǎƭȅ 
report covered and suspicious transactions as there is a legal assurance that they shall not be 
held administratively, criminally, or civilly liable for filing covered and suspicious transaction 
reports in the regular performance of his duties and in good faith. 
 
Notwithstanding the foregoing, Rule 22, Section 3, of the 2018 Implementing Rules and 
Regulations (IRR) of the AMLA emphasizes the importance of complete, accurate and timely 
reporting of covered and suspicious transactions. 
 
Malicious reporting is a criminal offense under Section 14(c) of the AMLA. 
 

¶ Rule 22, Section 7, of the2018 IRR, in relation to Section 9(c), paragraph 5, of the AMLA, refers 
to the ά/ƻƴŦƛŘŜƴǘƛŀƭƛǘȅ tǊƻǾƛǎƛƻƴέΦ ¢Ƙƛǎ ǇǊƻǾƛǎƛƻƴ ǇǊƻƘƛōƛǘǎ ǘƘŜ ŎƻǾŜǊŜŘ ǇŜǊǎƻƴǎΣ ŀƴŘ ǘƘŜƛǊ 
officers and employees from communicating, directly or indirectly, in any manner or by any 
means, to any person or entity, or the media, the fact that a covered or suspicious transaction 
has been or is about to be reported, the contents of the report, or any other information in 
relation thereto. 
 
Breach of confidentiality is a criminal offense under Section 14(d) of the AMLA. 

 
Section 4 of the AMLA provides that money laundering is also committed by any covered person 
who, knowing that a covered or suspicious transaction is required to be reported fails to do so. 

 

B. Terrorism Financing and Suppression Act 
 
Republic Act No.10168, also known as the Terrorism Financing Prevention and Suppression Act of 
2012 (TFPSA), provides the legal framework for reporting suspicious transactions related to TF: 
 
ω Section 17 of TFPSA requires that TF be subject to the suspicious transaction reporting 
 requirements under the AMLA. 
 
ω Rule 3.a.15 of the IRR of the TFPSA provides additional circumstances that would make 
 transactions suspicious in the context of terrorism financing. 

 
II. Definition of Terms  

 
For purposes of these Guidelines, the following terms are hereby defined as follows: 
 

a. ά!ŎŎƻǳƴǘέ refers to a bank account, electronic money account, investment account, insurance 
policy, membership account, and other similar contract or service agreement, business or 
professional relationships between a covered person and its customers where funds or any 
monetary instrument of the latter are held by the former. 
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b. ά!ƴǘƛ-aƻƴŜȅ [ŀǳƴŘŜǊƛƴƎ !Ŏǘέ (AMLA) refers to Republic Act No. 9160, as amended by 

Republic Act Nos. 9194, 10167, 10365, 10927, and 11521. 
 

c. ά!ƴǘƛ-Money Laundering /ƻǳƴŎƛƭέ (AMLC) ǊŜŦŜǊǎ ǘƻ ǘƘŜ tƘƛƭƛǇǇƛƴŜǎΩ ŎŜƴǘǊŀƭ !a[κ/¢C 
authority and financial intelligence unit, which is the government instrumentality mandated 
to implement the AMLA and TFPSA. It also refers to the official name of the Council, which is 
the governing body of the said government agency. 

 
For purposes of these Guidelines, the government agency shall be referred hereafter as the 
ά!a[/έΣ ǿƘƛƭŜ ǘƘŜ ƎƻǾŜǊƴƛƴƎ ōƻŘȅ ǎƘŀƭƭ ōŜ ǊŜŦŜǊǊŜŘ ƘŜǊŜŀŦǘŜǊ ŀǎ ǘƘŜ ά/ƻǳƴŎƛƭέΦ 

 
d. ά.ŀƴƪ LƴǉǳƛǊȅέ (BI) refers to a provisional remedy that allows the AMLC to examine or inquire 

into particular bank accounts or investment with a bank or non-bank financial institution, 
notwithstanding the provisions of Republic Act No. 1405, as amended; Republic Act No. 6426, 
as amended; Republic Act No. 8791; and other bank secrecy laws.  

 
e. ά/ƻǾŜǊŜŘ tŜǊǎƻƴέ (CP) refers to the financial institutions and designated non-financial 

businesses and professions under Rule 4, Section 1, of the 2018 IRR, excluding casinos. 
 

f. άCovered Transactionέ ǊŜŦŜǊǎ ǘƻΥ  
 

(1) A transaction in cash or other equivalent monetary instrument exceeding Five 
Hundred Thousand pesos (PHP500,000.00).  
 

(2) A transaction with or involving jewelry dealers, dealers in precious metals and 
dealers in precious stones in cash or other equivalent monetary instrument 
exceeding One Million pesos (Php1,000,000.00).  
 

(3) A cash transaction with or involving real estate developers or brokers exceeding 
Seven Million Five Hundred Thousand Pesos (P7,500,000.00) or its equivalent in 
any other currency. 

 
g. ά/ƻǾŜǊŜŘ ¢ǊŀƴǎŀŎǘƛƻƴ wŜǇƻǊǘέ (CTR) refers to a report on a covered transaction, as herein 

defined, filed by a covered person before the AMLC.  
 

h. ά/ƛǾƛƭ CƻǊŦŜƛǘǳǊŜέ (CF) refers to the non-conviction-based proceedings aimed at forfeiting, in 
favor of the government, monetary instruments or properties related to an unlawful activity 
or money laundering offense defined herein.  
 

i. ά9ȄŜŎǳǘƛǾŜ 5ƛǊŜŎǘƻǊέ refers to the chief executive officer of the AMLC, in accordance with Rule 
6, Section 2, of the 2018 IRR of the AMLA. 
 
For purposes of these Guidelines, in the absence of the Executive Director, the Officer-in-
Charge of the AMLC shall discharge his functions herein. 
 

j. άYƴƻǿ-Your-Customer (KYC) Documentsέ ǊŜŦŜǊ ǘƻ ǘƘƻǎŜ ŘƻŎǳƳŜƴǘǎ ƻōǘŀƛƴŜŘ ōȅ ŎƻǾŜǊŜŘ 
persons to establish the true and full identity of customers, including records of customer 
profiling and related information. It is also called customer due diligence (CDD) records or 
customer identification documents. 
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k. άCƛƭŜ ¢ǊŀƴǎŦŜǊ ŀƴŘ wŜǇƻǊǘƛƴƎ CŀŎƛƭƛǘȅέ (FTRF) refers to the AMLC Portal found at 
https://portal.amlc.gov.ph. 
 

l. άFreeze Orderέ όChύ ǊŜŦŜǊǎ ǘƻ ŀ ǇǊƻǾƛǎƛƻƴŀƭ ǊŜƳŜŘȅ ŀƛƳŜŘ ŀǘ ōƭƻŎƪƛƴƎ ƻǊ ǊŜǎǘǊŀƛƴƛƴƎ ƳƻƴŜǘŀǊȅ 
instruments or properties in any way related to an unlawful activity, as herein defined, from 
being transacted, converted, concealed, moved, or disposed without affecting the ownership 
thereof. 
 

m. άRisk-Based Approachέ ǊŜŦŜǊǎ ǘƻ ǘƘŜ ǇǊƻŎŜǎǎ ōȅ ǿƘƛŎƘ ŎƻǳƴǘǊƛŜǎΣ ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘƛŜǎΣ ŀƴŘ 
covered persons identify, assess, and understand the ML/TF risks to which they are exposed, 
and take the appropriate mitigation measures in accordance with the level of risk. This 
includes prioritization and efficient allocation of resources by the relevant key players and 
stakeholders in applying AML/CTF measures in their operations in a way that ensures that 
they are commensurate with the risks involved.  
 

n. άSuspicionέ ǊŜŦŜǊǎ ǘƻ ŀ ǇŜǊǎƻƴΩǎ ǎǘŀǘŜ ƻŦ ƳƛƴŘτbased on his skills, experience, and/or 
understanding of the customer profileτwhich considers that there is a possibility that any of 
the suspicious circumstances exists. 
 

o. άSuspicious Circumstanceέ ǊŜŦŜǊǎ ǘƻ ŀƴȅ ƻŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƛǊŎǳƳǎǘŀƴŎŜǎΣ ǘƘŜ ŜȄƛǎǘŜƴŎŜ ƻŦ 
which makes a transaction suspicious: 

 
(1) there is no underlying legal or trade obligation, purpose or economic justification;  

 

(2) the client is not properly identified;  
 

(3) the amount involved is not commensurate with the business or financial capacity 
of the client;  
 

(4) ǘŀƪƛƴƎ ƛƴǘƻ ŀŎŎƻǳƴǘ ŀƭƭ ƪƴƻǿƴ ŎƛǊŎǳƳǎǘŀƴŎŜǎΣ ƛǘ Ƴŀȅ ōŜ ǇŜǊŎŜƛǾŜŘ ǘƘŀǘ ǘƘŜ ŎƭƛŜƴǘΩǎ 
transaction is structured in order to avoid being the subject of reporting 
requirements under the AMLA;  
 

(5) any circumstance relating to the transaction which is observed to deviate from 
ǘƘŜ ǇǊƻŦƛƭŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŀƴŘκƻǊ ǘƘŜ ŎƭƛŜƴǘΩǎ Ǉŀǎǘ ǘǊŀƴǎŀŎǘƛƻƴǎ ǿƛǘƘ ǘƘŜ ŎƻǾŜǊŜŘ 
person;  
 

(6) the transaction is in any way related to ML/TF or related unlawful activity that is 
about to be committed, is being or has been committed; or  
 

(7) any transaction that is similar, analogous, or identical to any of the foregoing, such 
as the relevant transactions in related and materially-linked accounts, as herein 
defined. 

 
o.2 The presence of the following circumstances under the Rule 3.a.15 of the IRR of TFPSA shall 
 also make transactions suspicious: 
 

(1) Wire transfers between accounts, without visible legal, economic, or business 
purpose, especially if the wire transfers are effected through countries which are 
identified or connected with terrorist activities; 
 

(2) Sources and/or beneficiaries of wire transfers are citizens of countries which are 
identified or connected with terrorist activities; 
 

https://portal.amlc.gov.ph/
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(3) Repetitive deposits or withdrawals that cannot be satisfactorily explained or do 
not make economic or business sense; 
 

(4) Value of the transaction is grossly over and above what the client is capable of 
earning; 
 

(5) Client is conducting a transaction that is out of the ordinary for his known business 
interests; 
 

(6) Deposits by individuals who have no known connection or relation with the 
account holder; 

(7) Client is receiving remittances from a country where none of his family members 
is working or residing; 
 

(8) Client was reported and/or mentioned in the news to be involved in terrorist 
activities; 
 

(9) Client is under investigation by law enforcement agencies for possible 
involvement in terrorist activities; 
 

(10) Transactions of individuals, companies, or Non-Government Organizations 
(NGOs)/Non-Profit Organizations (NPOs) that are affiliated or related to people 
suspected of having connection with a terrorist individual, organization, 
association, or group of persons; 
 

(11) Transactions of individuals, companies or NGOs/NPOs that are suspected of being 
used to payor receive funds from a terrorist individual, organization, association, 
or group of persons; 
 

(12) The NGO/NPO does not appear to have expenses normally related to relief or 
humanitarian efforts; 
 

(13) The absence of contributions from donors located within the country of origin of 
the NGO/NPO; 
 

(14) The volume and frequency of transactions of the NGO/NPO are not 
commensurate with its stated purpose and activity; and 
 

(15) Any other transaction that is similar, identical, or analogous to any of the 
foregoing. 

 

p. ά{ǳǎǇƛŎƛƻǳǎ ¢ǊŀƴǎŀŎǘƛƻƴέ refers to a transaction, regardless of amount, where any of the 
suspicious circumstances, as herein defined, is determined, based on suspicion or, if available, 
reasonable grounds, to be existing.  

 
q. ά{ǳǎǇƛŎƛƻǳǎ ¢ǊŀƴǎŀŎǘƛƻƴ wŜǇƻǊǘέ (STR) refers to a report on a suspicious transaction, as herein 

defined, filed by a covered person before the AMLC.  
 

r. ά¢ŜǊǊƻǊƛǎƳ CƛƴŀƴŎƛƴƎέ (TF) refers to the crime defined under Sections 4 of the TFPSA.  
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s. ά¢ŜǊǊƻǊƛǎƳ CƛƴŀƴŎƛƴƎ tǊŜǾŜƴǘƛƻƴ ŀƴŘ {ǳǇǇǊŜǎǎƛƻƴ !Ŏǘέ (TFPSA) refers to Republic Act No. 
10168.  
 

t. ά¢ǊŀƴǎŀŎǘƛƻƴέ refers to any act establishing any right or obligation or giving rise to any 
contractual or legal relationship between the covered person and its customer. It also includes 
any movement of funds, by any means, in the ordinary course of business of a covered person.  
 

u. ά¦ƴƭŀǿŦǳƭ !ŎǘƛǾƛǘȅέ ǊŜŦŜǊǎ ǘƻ ǘƘŜ ŀǎǎƻŎƛŀǘŜŘ ǳƴƭŀǿŦǳƭ ŀŎǘƛǾƛǘƛŜǎΣ ŀƭǎƻ ƪƴƻǿƴ ŀǎ ǇǊŜŘƛŎŀǘŜ 
crimes, to money laundering defined under Section 3(i) of the AMLA. 

 
 

III. Covered Transaction Reports (CTRs) 
 

A. CPs shall report to the AMLC all covered transactions within five (5) working days from 
occurrence thereof. 

 
B. Submission of CTRs beyond 12:01 am of the day following the 5th working day from 

occurrence of the transaction shall be considered as non-compliance with the requirement to 
file CTRs in accordance with the standard set by the AMLA, and may be subject to appropriate 
administrative sanctions, if circumstances so warrant.  

 
C. All CPs shall report to the AMLC all covered transactions, regardless of the mode of payment 

used in the settlement thereof, including transactions in checks, fund transfers, and/or 
debiting or crediting of accounts, except those transactions that are deferred for reporting to 
the AMLC and covered under the low risk transactions (Part 1 ς General Provisions, Item VII). 

 
 The AMLC, through the Executive Director, may direct covered persons to submit all covered 

transactions, including low risk, of persons subject of AMLC investigation. 
 

 

IV. Suspicious Transaction Reports (STRs) 
 

A. Recognizing Suspicious or Unusual transactions. 
 
CDD provide the basis for recognizing unusual and suspicious transactions and events. An 
effective way of recognizing suspicious transactions is knowing enough about customers, their 
circumstances, and their pattern of activities to recognize when a transaction, or a series of 
transactions, is unusual, warranting the conduct of an internal inquiry, and suspicious 
transaction reporting.  

 
¢ƘŜ ƪŜȅ ƛǎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ profile. Where a transaction is inconsistent in amount, origin, 
ŘŜǎǘƛƴŀǘƛƻƴΣ ƻǊ ǘȅǇŜ ǿƛǘƘ ŀ ŎǳǎǘƻƳŜǊΩǎ ƪƴƻǿƴΣ ƭŜƎƛǘƛƳŀǘŜ ōǳǎƛƴŜǎǎ ƻǊ ŀŎǘƛǾƛǘƛŜǎΣ ŜǘŎΦΣ ǘƘŜ 
transaction should be considered unusual, and the covered person should be put on alert.  
 
Where a responsible officer of the covered person conducts inquiries and obtains what it 
considers to be a satisfactory explanation of the activity or transaction, it may conclude that 
there are no grounds for suspicion, and therefore take no further action.  
 
However, where the inquiries do not provide a satisfactory explanation of the activity or 
transaction, an internal report should be made and be properly escalated to the designated 
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compliance officer and/or review committee to determine if there are grounds for suspicion 
warranting the submission of the STR. 

 

B. Alerts and Red flags.  
 

Covered persons should have systems in place that would alert its responsible officers or 
employees of any circumstance or situation that would give rise to a suspicion of ML/TF 
activity or transaction.  
 

The following is a list of non-exhaustive examples of situations that might give rise to a 
suspicion in certain circumstances: 

 

1. transactions or instructions which have no apparent legitimate purpose and/or 
appear not to have a commercial rationale; 
 

2. transactions, instructions, or activity that involve apparently unnecessary complexity 
or which do not constitute the most logical, convenient, or secure way to do 
business; 
 

3. where the transaction being requested by the customer, without reasonable 
explanation, is out of the ordinary range of services normally requested, or is outside 
the experience of the financial services business in relation to the particular 
customer; 
 

4. where, without reasonable explanation, the size or pattern of transactions is out of 
line with any pattern that has previously emerged; 
 

5. where the customer refuses to provide the information requested without 
reasonable explanation or who otherwise refuses to cooperate with the CDD and/or 
ongoing monitoring process; 
 

6. where a customer who has entered into a business relationship uses the relationship 
for a single transaction or for only a very short period without a reasonable 
explanation; 
 

7. the extensive use of trusts or offshore structures in circumstances where the 
ŎǳǎǘƻƳŜǊΩǎ ƴŜŜŘǎ ŀǊŜ ƛƴŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ǳǎŜ ƻŦ such services; 
 

8. transfers to and from high risk jurisdictions without reasonable explanation, which 
ŀǊŜ ƴƻǘ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŘŜŎƭŀǊŜŘ ōǳǎƛƴŜǎǎ ŘŜŀƭƛƴƎǎ ƻǊ ƛƴǘŜǊŜǎǘǎΤ ŀƴŘ 
 

9. unnecessary routing of funds or other property from/to third parties or through third 
party accounts. 

 

Covered persons are encouraged to develop their own list of alerts or red flag indicators taking 
into account the nature of their business, type of customers and risks involved. 
 

See Annex D for examples of Examples of Alerts, Red Flags and Suspicious Indicators 
 

C. Reporting Chain/Process. 
 

Covered persons shall formulate a reporting chain under which a suspicious transaction or 
circumstance will be reviewed, processed, validated, and escalated.  The reporting chain shall 
refer to the procedures and processes to be undertaken by the covered person beginning from 
the occurrence of triggering event to the actual filing of STR or documentation of not filing 
one. It shall include relevant timeline for each process and the responsible officer thereof. 
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For this purpose and subject to the Guidelines ǳƴŘŜǊ ƛǘŜƳ C ōŜƭƻǿΣ ǘƘŜ ŎƻǾŜǊŜŘ ǇŜǊǎƻƴΩǎ 
Money Laundering/ Terrorism Financing Prevention Program (MTPP) shall, among others: 

 
1. Provide details of procedures and processes to be undertaken during the 

determination period referred to under item F below beginning from the occurrence 
of the triggering event to the actual filing of STR to the AMLC, or documentation of 
not filing one, thus, constituting the full length of the reporting chain; 
 

2. Identify responsible department/group/unit/personnel in performing specific 
procedure or process in the reporting chain; 
 

3. Clearly indicate the number of days or period required to perform every procedure 
or process in the reporting chain to ensure timely reporting of transactions; 
 

4. Except for suspicious circumstances under Section 3 (b-1) of the AMLA, define policy 
on the establishment of suspicion or determination of the suspicious nature of 
transactions arising from TMS-generated alerts, including the determination of 
frequency of the periodic run, which must not be longer than thirty-one (31) 
consecutive calendar days at any given time, inclusive dates or period of each run, 
parameters to trigger an alert, assignment of transactions to appropriate personnel 
for evaluation, and other relevant matters; 
 

5. Specify controls and mechanisms to monitor the review, performance of due 
diligence, validation, and escalation procedures on suspicious transactions; 
 

6. Formulate decision-making policy, including the designation of a Compliance Officer 
who may also be authorized to decide with finality to file an STR with the AMLC or 
otherwise to document the non-filing thereof. 

Covered persons shall ensure that proper controls are in place to guarantee confidentiality 
ŀƴŘ ǘƘŀǘ ƴƻ άǘƛǇǇƛƴƎ ς ƻŦŦέ ƻŦ ŎǳǎǘƻƳŜǊǎ ǿƛƭƭ ƘŀǇǇŜƴ ŀǘ ŀƭƭ ǘƛƳŜǎ ŘǳǊƛƴƎ ǘƘŜ ŜƴǘƛǊŜ ǇǊƻŎŜǎǎΦ  CƻǊ 
this reason, the Chief Compliance Officer shall have access to all customer information files 
and transaction documents through the electronic or manual customer monitoring system. 

 
D. Quality, Form and Timing of Submission of STRs. 

 
Covered persons shall ensure the completeness, accuracy, and timeliness of STRs.  It shall be 
filed in such form as may be prescribed by the AMLC and shall be submitted in a secured 
manner to the AMLC in electronic form. In the submission of STRs, the following periods must 
be observed: 

 
1. Reporting Period 

 
Covered persons shall promptly file STRs, including attempts thereof, to the AMLC 
within the next working day from the occurrence thereof. 
 
άhŎŎǳǊǊŜƴŎŜέ ǎƘŀƭƭ ǊŜŦŜǊ ǘƻ ǘƘŜ ŘŀǘŜ ƻŦ establishment of suspicion or determination 
of the suspicious nature of the transaction. 
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2. Determination Period 
 
Determination period refers to the maximum number of days allowed within which 
covered persons, through the duly designated approving authority, shall have 
decided with finality to file an STR with the AMLC should the suspicion or suspicious 
nature of the transaction or activity be duly established or determined, or otherwise 
to document the non-filing thereof. The determination period shall be, as follows: 

 
a. For transactions attended by any of the suspicious circumstances 

enumerated under Section 3(b-1) of the AMLA and Rule 3.a.15 of the 
IRR of TFPSA 
 
Covered persons shall establish or determine the existence of any of the 
suspicious circumstances enumerated under Section 3(b-1) of the AMLA and 
Rule 3.a.15 of the IRR of TFPSA in any transaction or activity, including any 
attempt thereof, within ten (10) calendar days from the date of the transaction 
or from the date the covered person knew of or should have known the suspicion 
or suspicious nature of the transaction regardless whether such suspicious 
circumstances are embedded or conclusively incorporated  in the transaction 
monitoring system (TMS); provided, however, that for transactions that are 
related to an unlawful activity, the provisions in the next paragraph shall apply. 
 

b. For transactions or persons related to an unlawful activity 
 
Covered persons shall establish or determine that the transaction is in any way 
related to an unlawful activity, or the person transacting is involved in or 
connected to an unlawful activity or money laundering offense, including any 
attempt thereof, within a reasonable period of time, which in no case shall 
exceed sixty (60) calendar days from the date of the transaction or from the date 
the covered person knew of or should have known such suspicion or suspicious 
nature of the transaction regardless whether such suspicious circumstances are 
embedded or conclusively incorporated  in the transaction monitoring system 
(TMS).   
 
Such determination period shall allow covered persons to gather facts in order 
to enable the submission of a meaningful STR. 
 

c. For Referrals from AMLC 
 
Covered persons shall establish the suspicion, determine the suspicious nature 
of the transaction, or establish that the person transacting is involved in or 
connected to an unlawful activity or money laundering offense, including any 
attempt thereof, within a reasonable period of time, which in no case shall 
exceed ten (10) calendar days from receipt of the referral, provided, that such 
referral identifies a specific underlying unlawful activity.  In case the referral does 
not identify any specific unlawful activity, the determination period shall not 
exceed sixty (60) calendar days from receipt of such referral. 
 

d. For Highly Unusual or Suspicious Transactions 
 
Covered persons shall establish the suspicion or determine the suspicious nature 
of the transaction, activity, or circumstance, including any attempt thereof, 
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promptly on the date of the transaction, activity, or establishment of the 
suspicious circumstance. 
 
A transaction or activity, or any attempt thereof, shall be considered highly 
unusual or suspicious under the following circumstances, to wit: 

 
i. When the suspicion or suspicious nature of the transaction, activity or 

circumstance is immediately known or apparent to the personnel handling the 
transaction; 

 
ii. When, at the time of transaction, activity or occurrence of the circumstance, 

the covered person has knowledge or reason to suspect that the funds being 
transacted are related to an unlawful activity, money laundering or terrorism 
financing; 

 
iii. When the transaction involves an account which has previously been the 

subject of bank inquiry, freeze order or Asset Preservation Order;  
 

iv. When the prevailing circumstances, taken altogether, would engender a 
reasonable conclusion to require immediate action from law enforcement 
agencies to prevent any unlawful activity or money laundering offense; 

 
v. When the transaction, activity or circumstances is patently or known to be in 

any way related to terrorism or financing of terrorism;   
 

vi. Persons, whether natural or juridical, included in any sanctions list; and, 
 

vii. Such other circumstances analogous to the foregoing or otherwise deemed 
justifiable or reasonable depending on the facts of each case. 

 
 

e. For TMS-Generated Alerts 
 
Covered persons shall establish the suspicion or determine the suspicious nature 
of the transaction, or any attempt thereof, within sixty (60) calendar days from 
the date of the transaction, arising from TMS-generated alerts and based on any 
periodic run inclusive of certain number of transaction dates, which shall not be 
longer than thirty-one (31) consecutive calendar days at any given time. 
 

f. {¢wǎ ōŀǎŜŘ ƻƴ ά½{¢wέ ǘǊŀƴǎŀŎǘƛƻƴ ŎƻŘŜ 
 
Covered persons shall establish the suspicious nature of transactions or 
circumstances involving any accountholder or account within sixty (60) calendar 
days from the date the covered person knew of or should have known any trigger 
ŦƻǊ ŦƛƭƛƴƎ {¢w ǳǎƛƴƎ ǘƘŜ ά½{¢wέ ǘǊŀƴǎŀŎǘƛƻƴ ŎƻŘŜ ǎǳŎƘ ŀǎ ōǳǘ ƴƻǘ ƭƛƳƛǘŜŘ ǘƻ 
negative news report, public advisory, complaint or information from a third 
person, reports on crimes and losses, and other similar triggers, regardless 
whether such trigger has occurred or was discovered only after the last 
transaction with the covered person involving such accountholder or account 
and provided within the period of existence of such account. 
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άYƴƻǿƭŜŘƎŜέΣ under these Guidelines is likely to include: 
  

i. Actual knowledge;  
ii. Knowledge of circumstances that would indicate facts to a 

reasonable person; and  
iii. Knowledge of circumstances that would put a reasonable person on 

inquiry. 
 

E. KYC Documents shall be uploaded as an integral part of STRs that are related to the following 
unlawful activities: 

 
PC1  ς  Kidnapping for Ransom 
PC2  ς  Drug Trafficking 
PC12  ς  Hijacking; destructive arson; and murder, including those  
  perpetrated by terrorists against non-combatant persons and similar 
  targets 
PC13 ς  Terrorism and conspiracy to commit terrorism 
PC14 ς  Financing of Terrorism 
PC34 ς  Violation of Section 19(A)(3) of RA 10697, otherwise known  
  as the Strategic Trade Management Act, in relation to the  
  financing of proliferation of weapons of mass destruction  
  and its financing pursuant to United National Security   
  Council Resolution No. 1718 of 2006 and 2231 of 2015. 

 
The foregoing requirement is without prejudice to AMLC requesting the KYC Documents to be 
uploaded as part of other STRs, whether or not related to the abovementioned unlawful 
activities. 
 
See Part 4, Chapter 2.3 of the AMLC Registration and Reporting Guidelines for a step-by-step 
procedure of the Uploading of KYC Documents. 

 
F. Should a transaction be determined to be both a covered and a suspicious transaction, the CP 

shall report the same as a suspicious transaction. 
 

 

V.  Non-working and Non-reporting Days 
 

A. The following non-working days are excluded from the counting of the prescribed 
reporting period: 
 

Á weekend (Saturday and Sunday) 
 

Á regular national holiday 
 

Á officially declared national holiday and workday suspensions 
 
Á officially declared local non-working holidays and work suspensions, Provided, that 

CPs located in the affected localities shall submit a deviation request, subject to the 
approval of the Executive Director of the AMLC.  

 

B. Reporting shall automatically be suspended when the !a[/Ωǎ File Transfer and 
Reporting Facility (FTRF) is unavailable. 
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1. for at least four (4) consecutive hours during the day, wherein counting of 
said hours shall start at 8:00 AM; or 
 

2. ŀǘ ŀƴȅ ǘƛƳŜ ŀŦǘŜǊ т ƻΩŎƭƻŎƪ ƛƴ ǘƘŜ ŜǾŜƴƛƴƎΣ ǿƘŜǊŜƛƴ C¢wC ŎƻƴƴŜŎǘƛƻƴ ƛǎ ƴƻǘ 
resolved within one (1) hour. 
 
Covered Persons that wishes to continue reporting despite the reporting suspension 
shall document and report to the AMLC the unavailability of the FTRF to give the 
AMLC a chance to remedy the situation. 

 
C. The Executive Director of the AMLC may, at his/her discretion, declare national or 
ƭƻŎŀƭƛȊŜŘ άƴƻƴ-ǊŜǇƻǊǘƛƴƎ Řŀȅǎέ ōŀǎŜŘ ƻƴ ǘƘŜ Ŧƻƭƭƻǿƛng: 
 

¶ When there is a declaration of state of national or local emergency, calamity, 
community quarantine, or similar restrictions. 
 

¶ Non-reporting days are excluded from the counting of the prescribed 
reporting period. 
 

¶ The AMLC portal shall be inaccessible from 1:00 ς 3:00 AM daily to allow AMLC 
to perform back-up and other maintenance activities. 

 
 

VI. Form and Mode of Reporting 
 

/¢wǎ ŀƴŘ {¢wǎ ǎƘŀƭƭ ōŜ ƛƴ ŜƭŜŎǘǊƻƴƛŎ ŦƻǊƳ ŀƴŘ ŦƛƭŜŘ ǘƘǊƻǳƎƘ ǘƘŜ !a[/Ωǎ CƛƭŜ ¢ǊŀƴǎŦŜǊ ŀƴŘ wŜǇƻǊǘƛƴƎ 
Facility (FTRF). 
 

VII. Low Risk Transactions 
 

Low Risk Transactions reporting, i.e., shall be reported upon directive of the AMLC. 
 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǊŜ ǘƘŜ ŎƻǾŜǊŜŘ ǘǊŀƴǎŀŎǘƛƻƴǎ ŘŜŎƭŀǊŜŘ ōȅ ǘƘŜ /ƻǳƴŎƛƭ ŀǎ ƘŀǾƛƴƎ άƭƻǿ Ǌƛǎƪέ 
 

A. Low Risk Transactions for BSP Supervised Financial Institutions (BSFIs): 
 

1. Transactions between BSFIs and the BSP; 
 

2. Transactions between banks operating in the Philippines, however, 
limited to proprietary transactions only. Proprietary transactions carried-
out for the account and sole benefit of the bank BSFI. 

 

 When a transaction is carried-out by the bank BSFI upon the instruction, 
as well as for the account and benefit of its customers using the 
ŘŜǇƻǎƛǘƻǊǎΩκŎǳǎǘƻƳŜǊǎΩ ƻǿƴ ƳƻƴŜȅΣ ǘƘƛǎ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ŀ ƴƻƴ-proprietary 
transaction, and shall be reported as covered transaction/s. 

 
 

3. Transactions involving transfer of funds from one deposit account to 
another deposit account of the same person within the same BSFI; 

 

4. Roll-ƻǾŜǊ ƻŦ ǇƭŀŎŜƳŜƴǘǎ ƻŦ ǘƛƳŜ ŘŜǇƻǎƛǘǎ ŀƴŘκƻǊ ƻǘƘŜǊ ŎƭƛŜƴǘΩǎ 
investments, provided that there is no change in the Account number and 
the initial placement/contribution/investment was reported; 
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5. BSFI-initiated (transactions of the bank) or system generated transactions 
such as but not limited to: 

 

a. Internal operating expenses and capital expenditures that are 
booked as such in the books of the covered persons. 

 

These are necessary expenses of covered institutions for the normal 
day-to-day running of a business. These are transactions of covered 
persons and, therefore, not reportable. Such as, but not limited to 
payment of salaries, taxes, debt service, SSS premiums, Pag-IBIG 
contributionǎ ŀƴŘ ŜƳǇƭƻȅŜŜǎΩ ōŜƴŜŦƛǘǎΦ 

 

b. Payments of dividends or interests on investments, provided that 
the principal investment was previously reported; 

 

c. Remittance by a BSFI, acting as a collecting agent, of taxes and 
other government fees collected from the public, to the Bureau of 
Internal Revenue and other government agencies; 

 

d. Remittance by a BSFIΣ ŀŎǘƛƴƎ ŀǎ ŀ ŎƻƭƭŜŎǘƛƴƎ ŀƎŜƴǘΣ ƻŦ ŎǳǎǘƻƳŜǊǎΩ 
bills payment (e.g. utilities); 

 

e. Adjusting entries or reclassification of accounts;  
 

f. Service fees, proprietary revenue fees, arrangement fees, loan 
syndication fees and other form of fees incidental to loans granted 
or investments sold, provided that the loans granted or the sale of 
investment was reported at gross or at its principal amount; and 

 

g. Investments of covered persons in government securities, or in 
companies listed in the local or international Stock Exchanges. 

 

6. Reclassification of loan security to Real and other Properties Acquired 
(ROPA); 
 

7. Loan repricing, loan renewal, loan restructuring, provided that there is no 
ŎƘŀƴƎŜ ƛƴ ōƻǊǊƻǿŜǊΩǎ ƴŀƳŜΣ ƻǘƘŜǊǿƛǎŜΣ ǘƘŜ ƭƻŀƴ ǎƘŀƭƭ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŀǎ 
new loan, hence, reportable; 
 

8. Withdrawal of Investment/Contribution from Personal Equity Retirement 
Account (PERA) Providers, provided that the withdrawal was reported by 
the PERA Administrators; 
 

9. Transaction of government agencies with BSFIs, except the following: 
 

a. Disbursements of government agencies that passed through the 
Modified Disbursement Scheme (MDS), which disbursements are 
payable to private entities; non-governmental organizations 
(NGOs); non-profit, charitable, or religious foundations; or to 
individual persons; 
 

b. Disbursements of government agencies coursed through other 
depository BSFIs, other than the MDS accounts, that are payable to 
private entities; non-governmental organizations (NGOs); non-
profit, charitable, or religious foundations; or to individual persons; 
and 
 

c. Government agency refers to any of the various units of the 
Government, including a department bureau, office, 
instrumentality, or government-owned or controlled corporations, 
or a local government or a distinct unit.  
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10. Agrarian Reform Receivables; and 
 

11. Payment for agricultural lands under the Agrarian Reform Law. 
 

B. Low Risk Transactions for Operators of Payment System 
 

1. Settlement transactions of participants in PhilpaSS 
 

2. Cash-in transactions with a cash-in system provider 
 

3. Payment clearing transactions of the CSO of an ACH 
 

4. Clearing and Settlement transactions of an NPP with network members 
 

5. Settlement transactions of merchant acquirers and/or payment 
facilitators to merchants and/or sub-merchants 
 

6. Settlement transactions of an ASN to its subscribers 
 

7. Payment transactions facilitated through payment gateways 
 

8. Settlement transactions of platform providers to its merchants/sellers 
 

9. Settlement transactions of bills payment service providers to 
billers/merchants 
 

C. Low Risk Transactions for Money Service Businesses: 
1. Pre-fund deposit and replenishment to process remittance transactions; 
2. Payment of commission, charges, or other operating income expenses for 

services rendered; 
3. Foreign exchange transactions between a parent, its subsidiaries, and 

affiliates, however limited to subsidiaries and affiliates who are also CPs; 
4. Internal operating and capital expenses: 

 

a. Lease agreement and rental payments; 
b. Office repairs and maintenance expenses; 
c. Purchase of furniture, fixtures, and equipment (FEE); 
d. a{.ǎ ǳǎƛƴƎ ƛǘǎ ǊŜƳƛǘǘŀƴŎŜ ǎŜǊǾƛŎŜǎ ǘƻ ŎǊŜŘƛǘ ŜƳǇƭƻȅŜŜǎΩ ǎŀƭŀǊƛŜǎΤ 
e. MSBs using its remittance services to fund its employees travel 

allowances; 
f. a{. ŜƳǇƭƻȅŜŜǎ ǳǎƛƴƎ ǘƘŜƛǊ ŎƻƳǇŀƴȅΩǎ ǊŜƳƛǘǘŀƴŎŜ ǎŜrvices to 

liquidate expenses, such as excess funds from previous cash 
advances; and 

g. a{. ƘŜŀŘ ƻŦŦƛŎŜǎ ǳǎƛƴƎ ǘƘŜƛǊ ŎƻƳǇŀƴȅΩǎ ǊŜƳƛǘǘŀƴŎŜ ǎŜǊǾƛŎŜǎ ǘƻ ŦǳƴŘ 
the payment expenses of their branches. 

 

5. Payment of MSBs taxes, such as corporate income tax, VAT, and 
percentage tax. 
 

D. Low Risk Transactions for SEC Supervised Financial Institutions: 
 

1. Transactions between banks and quasi-banks operating in the 
Philippines, however, limited to proprietary transactions only. 
Proprietary transactions carried-out for the account and sole benefit of 
the covered person. 
 
When a transaction is carried-out by the covered person upon the 
instruction, as well as for the account and benefit of its customers using 
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ǘƘŜ ŘŜǇƻǎƛǘƻǊǎΩκŎǳǎǘƻƳŜǊǎΩ ƻǿƴ ƳƻƴŜȅΣ ǘƘƛǎ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ŀ ƴƻƴ-
proprietary transaction, and shall be reported as covered transaction/s. 

 

2. Roll-ƻǾŜǊ ƻŦ ŎƭƛŜƴǘΩǎ ƛƴǾŜǎǘƳŜƴǘǎ ƻǊ ŘŜǇƻǎƛǘ ǎǳōǎǘƛǘǳǘŜǎ, provided that the 
principal investment was previously reported; 

 

3. Transactions between parent bank and its subsidiary or associate 
financing company or affiliates. However, limited to proprietary 
transactions only. Proprietary transactions carried-out for the account 
and sole benefit of the covered person. 
 

When a transaction is carried-out by the covered person upon the 
instruction, as well as for the account and benefit of its customers using 
ǘƘŜ ŘŜǇƻǎƛǘƻǊǎΩκŎǳǎǘƻƳŜǊǎΩ ƻǿƴ ƳƻƴŜȅΣ ǘƘƛǎ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ŀ ƴƻƴ-
proprietary transaction, and shall be reported as covered transaction/s. 
 

4. Loan repricing, loan renewal, loan restructuring, provided that there is no 
ŎƘŀƴƎŜ ƛƴ ōƻǊǊƻǿŜǊΩǎ ƴŀƳŜΣ ƻǘƘŜǊǿƛǎŜΣ ǘƘŜ ƭƻŀƴ ǎƘŀƭƭ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŀǎ 
new loan, hence, reportable; 

 

5. Internal operating expenses and capital expenditures that are booked as 
such in the books of the covered persons; 

 

 These are necessary expenses of covered institutions for the normal day-
to-day running of a business. These are transactions of covered 
institutions and, therefore, not reportable. Such as, but not limited to 
payment of salaries, taxes, debt service, SSS premiums, Pag-IBIG 
ŎƻƴǘǊƛōǳǘƛƻƴǎ ŀƴŘ ŜƳǇƭƻȅŜŜǎΩ ōŜƴŜŦƛǘǎΦ 
 

6. Adjusting entries or reclassification of accounts; and 
 

7. Service fees, proprietary revenue fees, arrangement fees, loan 
syndication fees and other form of fees incidental to loans granted or 
investments sold, provided that the loans granted, or the sale of 
investment was reported at gross or at its principal amount. 
 

8. Withdrawal of Investment/Contribution from Personal Equity Retirement 
Account (PERA) Providers, provided that the withdrawal was reported by 
the PERA Administrators. 

 

E. Low Risk Transactions for IC Supervised Financial Institutions: 
 

1. Transactions between domestic insurance companies/professional 
reinsurers/intermediaries licensed by the Insurance Commission; 
 

2. Renewal of non-life insurance policies under the same terms and 
conditions provided that a CTR has been previously filed; 
 

3. Automatic premium advance; 
 

4. Collection of premium payments from telemarketing, or direct marketing 
or through SMS and/or by way of salary deductions, where the bulk 
settlement exceeds P500,000.00 but the individual transactions are 
below the reporting threshold amount; 
 

5. Group Life Insurance and Hospitalization Insurance;  
 

6. Transactions of members of Mutual Benefit Associations pertaining to 
basic benefits; 
 

7. Bulk settlement of claims on death and disability benefits of a policy 
where individual claim does not exceed P500,000.00; 
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8. Transactions coursed through brokers, agents, and other intermediaries, 
in which case, however, the insurance company (principal) shall report 
the said transactions; 
 

9. Internal operating expenses and capital expenditures that are booked as 
such in the books of the covered persons; and 
 

These are necessary expenses of covered institutions for the normal day-
to-day running of a business. These are transactions of covered 
institutions and, therefore, not reportable. Such as, but not limited to 
payment of salaries, taxes, debt service, SSS premiums, Pag-IBIG 
contributionǎ ŀƴŘ ŜƳǇƭƻȅŜŜǎΩ ōŜƴŜŦƛǘǎΦ 
 

10. Adjusting entries or reclassification of accounts. 
 
 

VIII. Compliance Checking and Administrative Sanctions 
 
Á To ensure compliance with the ARRG, the AMLC, through its Compliance and Supervision Group 

(CSG), may conduct compliance checking, including onsite and offsite inspection.  
 

Compliance findings may be the subject of the Enforcement Action Guidelines (EAG), which took 
effect on 11 September 2020, for the imposition of enforcement actions, if warranted, to 
address the cited findings. 
 

Á High-risk violations of the ARRG shall be subject to administrative sanctions, in accordance with 

the Rule of Procedure in Administrative Cases (RPAC) under the AMLA, which took effect on 21 

August 2019.  

The imposition of administrative sanctions shall be without prejudice to the filing of criminal 
cases, if warranted. 
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PART 2 
ONLINE REGISTRAION 

 
 INTRODUCTION 

  
One of the many functions of the Anti-aƻƴŜȅ [ŀǳƴŘŜǊƛƴƎ /ƻǳƴŎƛƭ ό!a[/ύ ƛǎ ά¢ƻ ǊŜǉǳƛǊŜ ŀƴŘ 
receive and analyze covered or suspicious transaction reports (CTRS/STRs) from covered 
ǇŜǊǎƻƴǎέ ό{ŜŎǘƛƻƴ тΦм ƻŦ wΦ!ΦфмслΣ ŀǎ ŀƳŜƴŘŜŘύΦ  
 
In addition, Sec. 4, Rule 22, in relation to Sec. 3.2, Rule 4, and Sec. 1.4, Rule 35 of the 2018 
Lww ƻŦ ǘƘŜ !a[! ǎǘŀǘŜǎ ǘƘŀǘ ά!ƭƭ ŎƻǾŜǊŜŘ ǇŜǊǎƻƴǎ ǎƘŀƭƭ ǊŜƎƛǎǘŜǊ ǿƛǘƘ ǘƘŜ !a[/Ωǎ ŜƭŜŎǘǊƻƴƛŎ 
ǊŜǇƻǊǘƛƴƎ ǎȅǎǘŜƳ όƛƴύ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ ǘƘŜ ǊŜƎƛǎǘǊŀǘƛƻƴ ŀƴŘ ǊŜǇƻǊǘƛƴƎ ƎǳƛŘŜƭƛƴŜǎέΦ  
 
In order to transmit CTRs and STRs, CPs need to register with the AMLC in order to be given 
access to the AMLC Portal.  
 
The Online Registration System for CPs will allow Compliance Officers to manage their user 
accounts as well as that of their alternates. The system will also provide a means of 
ƳƻƴƛǘƻǊƛƴƎ /tΩǎ ǳǎŜǊ ŀŎŎƻǳƴǘǎ ōȅ ǊŜǉǳƛǊƛƴƎ /ƻƳǇƭƛŀƴŎŜ hŦŦƛŎŜǊǎ ǘƻ ǳǇŘŀǘŜ ǘƘŜƛǊ ƛƴŦƻǊƳŀǘƛƻƴ 
every two (2) years. 
 

 GUIDELINES 
 

1. Before proceeding with the Online Registration, Compliance Officers (COs)/Associated 
Persons (APs) /Primary Designated Officers (PDOs) should have document/s showing 
his/her designation. Documents should be uploaded in PDF format. 
 
a. Secretary Certificate and/or Board/Partnership Resolution and/or General 

Information Sheet for COs of CPs supervised or regulated by the BSP, IC, SEC, 
Designated Non-Financial Businesses and Profession (DNFBPs), and other CPs. 

b. Certificate of Associated Persons for APs of Brokerage Companies. 
c. DTI Certificate for Pawnshops/Money Service Businesses (PS/MSB) and DNFBPs 

registered as Single Proprietorship as well as a Document, notarized and signed by 
the owner of the such MSB/PS or DNFBP designating the PDO, if the PDO is not the 
owner of the MSB/Pawnshop or DNFBP. 

d. PRC Certificate of Registration/License for Real Estate Brokers. 
e. Accreditation of the Service Provider of Offshore Gaming Operator (OGO-SP) from 

the Appropriate Government Agency (AGA). 
 

2. COs/APs/PDOs should download the Transaction Security Protocol Manual from 
www.amlc.gov.ph  and perform the following steps: 

 
a. Download the Gnu Privacy Guard (GPG) software from www.amlc.gov.ph under 

the Reporting Tools tab. 
b. Install the GPG Software. 
c. Generate public key. 
d. Export public key (file extension is .asc);  

Be ready with your exported asc file as this will be needed during online 
registration 

e. Get and save the AMLC public key (amlc.asc) from www.amlc.gov.ph under the 
Reporting Tools tab. 

http://www.amlc.gov.ph/
http://www.amlc.gov.ph/
http://www.amlc.gov.ph/
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f. Import the AMLC Public key (amlc.asc) 
g. Certify and Sign AMLC Public key. 
h. Back ς up of COs Public key. 

 
3. Once Items 1-2 have been performed/ accomplished, COs/APs/PDOs may now proceed 

with the Online Registration (https://portal.amlc.gov.ph). 
 

4. Registration will be processed daily; cut-off time is 1:00 PM, registration received after 
1:00 PM will be processed the following day. 

 
5. The Secretariat will issue a Certificate of Registration, with the facsimile signature of the 

AMLCS Executive Director or the Officer-in-Charge, to successfully - registered CPs, upon 
request. The said certification will be sent via email as a PDF file. 
 
For new PS/MSB, pending issuance by the BSP of its Institution Code, the AMLC 
Secretariat may issue a Provisional Certificate of Registration (PCOR) to the registering 
PS/MSB upon its compliance with Guidelines 1 to 3 hereof. 
 
For new DNFBP, pending its completion of all the requirements enumerated in Sec. 48 
of the AML/CFT Guidelines for DNFBPs, the AMLC Secretariat may issue a PCOR upon 
compliance with the requirements in Guidelines 1 to 3 hereof, and upon uploading 
through the AMLC Portal the following requirements in PDF format: 
 

a. bƻǘŀǊƛȊŜŘ 5ŜŜŘ ƻŦ ¦ƴŘŜǊǘŀƪƛƴƎ ǎƛƎƴŜŘ ōȅ ǘƘŜ ƻŦŦƛŎŜǊ ŀǳǘƘƻǊƛȊŜŘ ōȅ ǘƘŜ 5bC.tΩǎ 
Board of Directors/Partners/Owners to strictly comply with the requirements, 
rules and regulations of the AMLC and those issued by the appropriate 
regulatory, supervisory, professional or other similar authority (Annex B of the 
AML/CFT Guidelines for DNFBPs), and 

 
b. Notarized Deed of Undertaking signed by the officer of the registering DNFBP 

who shall be responsible for any violation of the AMLA, as amended, and its IRRs 
(Annex C of the AML/CFT Guidelines for DNFBPs) 

 
The PCOR shall be valid for six (6) months, unless the ED or OIC grants a one-
time, non-renewable extension for up to six (6) months, upon written request or 
email citing justifiable grounds. PSs/MSBs or DNFBPs that have successfully 
complied with all the requirements for registration may, upon request, be issued 
a COR with the facsimile signature of the ED or OIC. 

 
6. A two (2) year mandatory update of the registration via the Online Registration System 

is required. Failure to update the registration will result in the deactivation of the CPs 
user access in the AMLC Portal. 
 
A CP is also required to immediately update its registration online whenever there is a 
change in its CO/authorized representative, its address and contact details, or any 
material change in its registration. 

 
7. List of successfully registered MSBs and Pawnshops, and DNFBPs will be published in 

the AMLC website, to be updated monthly. 

 

https://portal.amlc.gov.ph/
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Log-on to https://portal.amlc.gov.ph 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://portal.amlc.gov.ph/
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1. Click on Register 

 

 
 

2. Covered Person Registration page will appear, please read the instructions first before 
proceeding to Step 1 of 3. 
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Step 1 of 3: Key in details of the Covered Person and Contact Details of the Authorized Officer. 
Once step 1 of the Registration process is completed, click on Next to go to the 2nd step. 
 

 
 
 
Note: Be sure to have a scanned copy of your document/s stating your appointment as the 
CO/AP/PDO; have generated your public key using Kleopatra and have your exported asc file 
before proceeding to the next page (Step 2 of 3). 
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3. Step 2 of 3 are the details of the CO/AP/PDO, as well as the key details of their public key. This 
is also where the CO/AP/PDO uploads supporting documents (PDF) of his/her appointment 
ŀƴŘ Ƙƛǎ ŜȄǇƻǊǘŜŘ ŀǎŎ ŦƛƭŜΦ LŦ ǘƘŜǊŜ ƛǎ ƴƻ ŀƭǘŜǊƴŀǘŜΣ ŎƭƛŎƪ ά5ƻƴŜέΣ ƻǘƘŜǊǿƛǎŜ ŎƭƛŎƪ ά!ŘŘ !ƭǘŜǊƴŀǘŜέΦ 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Doc/s showing 
appointment of 

Compliance Officer 

Key details  
can be seen 
in Kleopatra 

Exported asc file of the public 
key, created in Kleopatra 

If CO has no alternate, Click  
Done; otherwise Click Add 
Alternate. 

Make sure email address is unique; 
CO and alternate/s (if any) should 

have different email addresses  
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4. Continue to add details of the alternate (if any).  Public key (Key details) of the Alternate is 
optional. 

 
 

 
 
 
 
 
 
 
 
 
If alternate generated a public key, please continue with the key details 
 

 
 
 
 
 

If alternate has no generated 
public key and there is only one 
alternate, Click Done; otherwise 
Click Add Alternate 

For 
Alternate 

with 
Public 

key; check 
on Key 
details 

If there is only one alternate 

Click Done; otherwise Click  

Add Alternate 

Make sure email address is unique; 
CO and alternate/s (if any) should 

have different email addresses  
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5. {ǘŜǇ о ƻŦ о ǎƘƻǿǎ ǘƘŜ {ǳƳƳŀǊȅ ƻŦ wŜƎƛǎǘǊŀǘƛƻƴΣ ƛŦ ŀƭƭ ŘŜǘŀƛƭǎ ŀǊŜ ŎƻǊǊŜŎǘΣ /ƭƛŎƪ ά{ŀǾŜέΤ ǘƻ ŜŘƛǘ 
ŘŜǘŀƛƭǎ ƻŦ ǊŜƎƛǎǘǊŀǘƛƻƴΣ /ƭƛŎƪ άtǊŜǾƛƻǳǎέΣ ǘƻ ŜȄƛǘ ǇŀƎŜ ǿƛǘƘƻǳǘ ǎŀǾƛƴƎΣ /ƭƛŎƪ ά9ȄƛǘέΦ 
 

 
 
 

6. After you click Save, a window will appear, showing that Registration has been successful. 
Please take note of your Reference No.  You will need this to check the status of your 
Registration. 
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7. To verify if your Registration has been successful, please check your registered email and click 
the link to verify your email address. 

 

 
        

 

 
 
 

Click on the link to verify the email address 
of the Compliance Officer 

Click on the link to verify the email address 
of the Alternate 
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Note: Email verification will be sent to the email address of the CO/AP/PDO, as well as the designated 
alternate (if any). 

 
8. After the CO/AP/PDO and alternate have validated their email addresses, this page will 
ŀǇǇŜŀǊΣ Ƨǳǎǘ ŎƭƛŎƪ  ά!ƎǊŜŜέΦ 

 

 
  
 ¢ƘŜƴ ŎƭƛŎƪ ƻƴ ǘƘŜ ά9Ȅƛǘέ ōǳǘǘƻƴΦ 
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9. To check the status of your Registration, log-in to https://portal.amlc.gov.ph, and click on 
Registration Status.  

 

 
 
Please enter the reference number of your Registration. 
 

 
 
 
 
 
 
 
 
 
 
 
 

https://portal.amlc.gov.ph/
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If you have not received an email from AMLC requesting verification of your account, please check 
your registration status, it will show if the email address is still unverified, if still unverified, please 
check if the email address is correct and edit acŎƻǊŘƛƴƎƭȅΦ  ¢ƘŜƴ ŎƭƛŎƪ ǘƘŜ άwŜǎŜƴŘέ ōǳǘǘƻƴΦ 
 

 
 

10. Once the AMLC has processed your Registration, you will receive an email from the AMLC 
whether Registration has been approved or disapproved, and whether such approval is for a 
PCOR or a COR. For PS, MSB, or DNFBP whose registration has been approved for PCOR, the 
AMLC will require completion of all the other requirements within six (6) months from approval 
of its PCOR. Otherwise, its PCOR will be cancelled, unless the ED or OIC grants a one-time, non-
renewable extension thereof for up to six (6) months, upon written request or email, citing 
justifiable ground. Requests for extension must be submitted not later than ten (10) working 
days prior to the expiration of the PCOR. Below is a sample email of an approved Registration. 
 

 
Please note that AMLC can only approve your Registration when the Compliance Officer and 
all the registered alternate/s have verified their email addresses. 
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11. Once registration has been approved, log-in to https://portal.amlc.gov.ph to change your 
password. Please log in using the first 6-digits or first 9-digits of your institution code, email 
address and system generated password. 

 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Once password has been 
changed, you can now start to 
access the AMLC portal. 

https://portal.amlc.gov.ph/


 

 

Page 31 of 270 

 

PART 3 
TRANSACTION SECURITY PROTOCOL 

 
GUIDELINES 
 
 

A. The File Transfer and Reporting Facility using the Hypertext Transfer Protocol over Secure 
Socket Layer (FTRF v 2.0) shall be used by the CPs in transmitting their respective reports.   

 
B. Hypertext Transfer Protocol over Secure Socket Layer (HTTPS) is a private, secure and 

graphical method of accessing web page information and/or sending information across a 
web. It is especially useful for encrypting forms-based information as it passes between 
clients and servers.  HTTPS which is implemented under the File Transfer and Reporting 
Facility (FTRF v 2.0) will address the efficiency, integrity and security concerns of data 
collection from the Covered Persons. 

 
C. File Transfer and Reporting Facility (FTRF) has the following features: 

 
a. Secure upload ς provides data encryption, server authentication and message integrity; 
b. Self-signed Digital Identification & Certificate ς allows encrypting and digital signing of 

messages; and 
 

D. The self-signed digital identification shall be implemented for all CPs.  AMLC and the CPs 
shall use the Gnu Privacy Guard (GPG) software for their encryption and authentication and 
the GPG supported algorithm (MD5) for their signing.  Installer of the said software shall be 
provided by AMLC upon registration. 

 
E. The compliance officer of the CP shall generate his private key as well as public key using 

GPG which shall be uploaded during the Online Registration. 
 

F. The signed public key of the AMLC shall be used by the CPs to: 
 

a. Encrypt the electronic files (CTR/STR in csv format) to be submitted to AMLC; and 
b. Verify the signature of the files they will receive from AMLC. 

 
H. The signed private key of the AMLC shall be used by AMLC to: 

a. 5ŜŎǊȅǇǘ ǘƘŜ ŜƴŎǊȅǇǘŜŘ ŦƛƭŜǎ ǎŜƴǘ ōȅ ǘƘŜ /tǎ ǿƘƛŎƘ ǿŜǊŜ ŜƴŎǊȅǇǘŜŘ ǳǎƛƴƎ !a[/Ωǎ ǎƛƎƴŜŘ 
public key; and  

b. Sign the electronic files they will send to the CPs. 
 

I. The signed public key of the CP shall be used by the AMLC to: 
 

a. Encrypt the validation messages that AMLC will send to the CP; and  
b. Verify the signature of the files AMLC will receive from the CPs. 

 
J. The signed private key of the CP shall be used by them to: 

 
a. Decrypt the AMLC validation messages from AMLC; and  
b. Sign the electronic files they will send to AMLC. 
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K. CPs are required to encrypt and sign the electronic CTR/STR files before transmitting them 
to AMLC via https (AMLC portal). 

 
L.        In cases wherein the public key is compromised, superseded or no longer in use, CPs should 

perform the recovery procedure, only if they have successfully performed the back-up 
procedure of their existing private and public keys, to  be able to continue to encrypt file.  
Otherwise, a new pair of public and private keys shall be generated and to be uploaded via 
the Online Registration System. 
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PROCEDURES: 
 

1. Installing the GnuPG for Windows Software (Gpg4win 2.1.0) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

¶ Download the gpg4win 2.1.0 from 

www.amlc.gov.ph, under Reporting 

Tools, then save this to your local drive. 

¶ Double click gpg4win-2.1.0.exe. You will 

be asked if you want to allow the program 

to make changes in your computer.  

¶ Click Yes. The Installer Language window 

will be displayed on the screen. 

¶ Select English, then click Ok. 

 

The Gpg4win Setup 

window will be displayed 

on the screen.  Click 

Next. 

 

http://www.amlc.gov.ph/
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The License Agreement 

window will be displayed on 

the screen. Click Next. 

 

Select components to 

install. Check Kleopatra, 

GpgEX, and Gpg4win 

Compendium, then  

uncheck other 

components.  Click Next. 
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Specify destination folder, 

then, click Next. 

¶ For 32 bit machine 
the default directory 
is C:\ Program 
Files\ GNU\ GnuPG. 

 

 

¶ For 64 bit machine 
the default 
directory is 
C:\ Program Files 
(x86)\ GNU\ GnuPG. 
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Select where Gpg4win 

shall install links. Check 

Start Menu and Desktop, 

then click Next. 

 
 

 

Choose Start 

Menu folder for 

the Gpg4win 

shortcuts. Enter 

Gpg4win, then 

click Install. 
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La  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Please wait while 
Gpg4win is being 
installed. 
 

 

Once the setup is 

completed 

successfully, click 

Next. 
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Check Root certificate 

defined or skip 

configuration, then 

click Next. 

 

 

Click Finish. 
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2. Generation of Key Pairs (One time Procedure) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

From your desktop, 
double click Kleopatra. 
The Kleopatra main 
window will be 
displayed on the 
screen. 

Click File, then 

select New 

Certificate. 
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Note: 
Name ς Name of Compliance Officer 
Email ς Email address of Compliance Officer 
Comment ς Name of the company 
 
 
 
 
 

Certificate 

Creation 

Wizard will be 

displayed on 

the screen.  

Click Create a 

personal 

OpenPGP key 

pair. 

 

Enter Details, 

then click 

Advance 

Settings. 
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The Technical 

Details window 

will be displayed 

on the screen. 

 

 ¶ From Key 

Material, select 

DSA: 2,048 bits 

(default). 

 

¶ Check + Elgamal : 

2,048 bits 

(default). 

 

¶ From Certificate 

Usage, check 

Signing, 

Encryption and 

Certification. 

 

¶ Click Ok. 

 

 

From the 

Certificate 

Creation Wizard 

window, click 

Next. 

 

 



 

 

Page 42 of 270 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

From Certificate 

Creation Wizard, 

check Show all 

details, review the 

certificate 

parameters, then 

click Create Key. 

 

 

Pin entry window will be 

displayed on the screen. 

Enter Passphrase (gpg 

password of compliance 

officer), then click Ok.  

 

Re-enter 

passphrase, 

then click Ok. 

 

Please be reminded that once 

you forget your passphrase, you 

need to generate a new public 

key, since AMLC cannot retrieve 

the said passphrase. 
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Wait until the 

key pair is 

successfully 

created. 

 

Click Finish. 
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3. Exporting Public Key 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Note: The default filename of the public key is the key fingerprint. 
 

Please be ready with the exported asc file as you will need this for ONLINE 
REGISTRATION 

 

From your 

desktop, double 

click Kleopatra. 

The Kleopatra 

main window will 

be displayed on 

the screen. 

Click the name of 

the compliance 

officer, then click 

Export 

Certificates. 

 

Select the directory where 

the public key is to be 

saved, then click Save. 

 

¶ For 32 bit machine: 
c:\Program 
Files\GNU\GnuPG\ 

¶ For 64 bit machine: 
c:\Program Files 
(x86)\GNU\GnuPG\ 

 



 

 

Page 45 of 270 

 

4. Saving AMLC public key 
 
Get a copy of the AMLC public key (amlc.asc) from www.amlc.gov.ph under Reporting Tools then 
save this to your local drive. 
 

Á For 32 bit machine:  c:\Program Files\GNU\GnuPG\ 
Á For 64 bit machine:  c:\Program Files (x86)\GNU\GnuPG\  

 
 

5. Importing of AMLC public key 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

From your 

desktop, double 

click Kleopatra. 

The Kleopatra 

main window will 

be displayed on 

the screen. 

 
Click Import 

Certificates. 

 

Select the 
directory where 
you have saved 
the AMLC.asc, 
then click Open. 

http://www.amlc.gov.ph/
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6. Certifying AMLC Key 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The Certificate 

Import Result 

window will be 

displayed on 

the screen. 

Click Ok. 

 

The imported 

public key will 

be displayed on 

Kleopatra ς 

Imported 

Certificates tab. 

 

From your 

desktop, double 

click Kleopatra. 

 
From Kleopatra 

main window, 

click Anti-Money 

Laundering 

/ƻǳƴŎƛƭΩǎ public 

key. 
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From the menu 

bar, click 

Certificates, then 

click Certify 

Certificate. 

 

Check Anti-

Money 

Laundering 

Council, then 

check I have 

verified the 

fingerprint. 

Click Next. 

 

Select Certify 
only for 
myself, then 
click Certify. 
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Enter 

passphrase of 

compliance 

officer, then 

click Ok. 

 

Click 

Finish. 
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7. Backup Procedure  
Make sure to do this procedure to ensure that you will not perform all the steps 
enumerated above in the event that your public key has been corrupted. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                      

  

                                                                                                                                     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Open 
Kleopatra. 
 
From My 
Certificates 
tab, click the 
name of the 
key owner 
(Compliance 
Officer). 

From the 
menu bar, 
click File 
then select 
Export 
Certificates. 
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Select the 
directory 
where you 
want to save 
the backup 
of your 
public key 
(USB), by 
default 
filename is 
your 
fingerprint. 
(You have 
the option to 
change the 
filename) 
Click Save. 

 

On My 
Certificates 
tab, click the 
name of the 
key owner 
(Compliance 
Officer). 

From the 
menu bar, 
click File 
then select 
Export 
Secret Keys. 
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JUAN DELA CRUZ 
Select the 
directory 
where you 
want to 
save the 
backup of 
your private 
key (USB) by 
clicking the 
diskette 
icon. 

Create a 
filename for 
your secret 
key backup 
and select 
the 
directory 
where you 
want to 
save the 
backup of 
secret key 
(USB) then 
click Save.  
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8. Recovery Procedure  
This is done if the public key is compromised, only if the CPs have performed the back-up procedure 
for their private and public keys. 
 

 
 
 
 

 
 
 
 
 
 

Follow the 
procedure in 
installing the 
GPG Software. 
 
Once installed, 
Open Kleopatra 
then click File 
then Select 
Import 
Certificate. 

 

Select the 
directory 
where the 
backup of 
your public 
key (.asc) is 
saved then 
click Open. 
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Certificate 
Import 
Result 
window will 
appear then 
click Ok. 

 

To import 
your secret 
key, click 
file then 
select 
Import 
Certificate. 
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Repeat Procedures 4-6 of the Transaction Security Protocol. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Select the 
directory 
where the 
backup of 
your private 
key (.gpg) is 
saved then 
click Open. 

Certificate 
Import 
Result 
window will 
appear then 
click Ok. 
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 Installation of GPG Suite (GPG Software for MacOS) 
 

1. .ǊƻǿǎŜ ǘƻ ǘƘŜ !a[/ ǿŜōǎƛǘŜ Ҧ {ŜǊǾƛŎŜǎ Ҧ wŜǇƻǊǘƛƴƎ ¢ƻƻƭǎ 
 

 
 

2. Download GPG for MacOS. 
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3. Launch the downloaded installer. Click on the Install icon. 

 

 
 

4. Click on Continue. 
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5. Click on Agree. 
 

 
 

6. Click on Install. 
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7. Input the MacOS username and password (username used to boot-up 
the Mac). 

 

 
 

8. Wait for the installation process to finish. 
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9. Click on Close. 
 

 
 

10. If a window pops-up confirming access to control GPG Keychain, click on 
Ok. 
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Generation of Key Pairs (One-time Procedure) 
 

1. The Create New Key Pair dialog box will automatically pop-up. Input the 
name of the compliance officer, email address, passphrase (to be used 
whenever a report will be signed and encrypted prior to submission to the 
AMLC). Click on Advanced option and input the name of the institution 
(on the comment text box), key type (set to DSA and Elgamal), length (set 
to 2048), and uncheck key expiration. Click on Create Key. 
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2. After the key pair is created, click on No to skip uploading of the public 
key to a key server. 

 
 
Exporting Public Key 
 

1. Right click on the created key pair. Click on Export 
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2. Rename the default filename. Use the .asc filename extension. Set the 
preferred location. Ensure the tick box to include secret key is unchecked. 
Click on Save. 

 

 
 
 
 
 

3. Click on Ok. 
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Saving AMLC public key 
 

1. .ǊƻǿǎŜ ǘƻ ǘƘŜ !a[/ ǿŜōǎƛǘŜ Ҧ {ŜǊǾƛŎŜǎ Ҧ Reporting Tools 
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2. wƛƎƘǘ ŎƭƛŎƪ ƻƴ !a[/ΦŀǎŎΦ /ƭƛŎƪ ƻƴ 5ƻǿƴƭƻŀŘ [ƛƴƪŜŘ CƛƭŜ !ǎΧ {ŀǾŜ ǘƘŜ ŦƛƭŜ 
to your preferred location. 

 

 
3. Browse to where the exported file was saved. If the file AMLC.asc ends 

with the .txt extension, right click on the file, click on Rename. Remove 
the .txt filename extension. 

 

 
 
 



 

 

Page 65 of 270 

 

 
4. Click on Use .asc to confirm the removal of the .txt extension. 

 

 
 
Importing of AMLC public key 
 

1. Click on the GPG Keychain window. Click Import button, or under the 
ƳŜƴǳ ōŀǊΣ ŎƭƛŎƪ ƻƴ CƛƭŜ Ҧ LƳǇƻǊǘΧ 
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2. Browse to the location where the AMLC.asc file was downloaded and 
renamed. Click on Open. 

 
 
 

3. Click on Ok. 
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Certifying AMLC Key 
 

1. wƛƎƘǘ ŎƭƛŎƪ ƻƴ ǘƘŜ !a[/Ωǎ ǇǳōƭƛŎ ƪŜȅΦ /ƭƛŎƪ ƻƴ {ƛƎƴΦ 
 

 
 

2. Click on Sign. 
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3. Enter your passphrase. 
 

 
 
 

4. Click on Ok. 
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5. Double click on the AMLC public key. Set the Ownertrust to Full. 
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Backup Procedure 
 

1. To back up the key pair, click on the created key pair, click on Export. Set 
the filename, location and ensure the tick box to include secret key is 
checked. Click on Save. 

 

 
 

2. Enter the passphrase. Click on Ok. 
 

 
Recovery Procedure (To be done only when the original setup is compromised, 
and only if the CP has performed the back-up procedure). 
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1. Click on Import. Select the backup file. Click on Open. 
 

 
 

 

2. Enter the passphrase. 
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3. Click on Ok. 
 

 
 

4. Double click on the restored key pair. Set the Ownertrust to Ultimate. 
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PART 4 
REPORTING PROCEDURES 

 
COVERED/SUSPICIOUS TRANSACTION REPORT 
 

1.1 Data Elements Chart (Format Code 1.0) ς BSP/SEC/DNFBP 

 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Supervising Agency 
BSP/SEC/DNFBP 

 
Reporting Institution 

Supervising Agency 

Institution/Branch Code 

Report Date 

Report Type 

Format Code 

Submission Type 

Transaction Parties 

¶ Transaction Date/Time 

¶ Transaction Code 

¶ Transaction Ref. No. 

¶ Acct./PN/Client Stock Ref.  
No./ Certificate No. 

¶ Old Acct./ PN/Client Stock 
Ref No./Certificate No. 

¶ Transaction Amount 
(Php) 

¶ Transaction Amount (FX) 

¶ FX Currency Code 

¶ Nature/Purpose of 
Transaction/VC 
Name/Code 

¶ Inception/Effectivity Date 

¶ Maturity /Expiry Date 

¶ Amount of 
Claim/Dividends 

¶ No. of Shares/Units 

¶ Net Asset Value/Amt of 
Approved Loan/ROPA 

¶ Name of Correspondent 
Bank 

¶ Address of 
Correspondent Bank 

¶ Country Code of 
Correspondent Bank 

Account 
Holder/Customer 

¶ Party Type Flag  

¶ Customer Ref. No. 

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
Permanent) 

¶ Birth/ Reg. Date 

¶ Place of Birth/ 
Registration 

¶ Nationality 

¶ ID Type 

¶ ID No. 

¶ Tel. No. 

¶ Nature of 
Business/Employment 

Beneficiary 

¶ Party Type Flag  

¶ Customer Ref. No.  

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
Permanent) 

¶ Account No.  

¶ Birth/ Reg. Date 

¶ Place of Birth/ 
Registration 

¶ Nationality 

¶ ID Type 

¶ ID No. 

¶ Tel. No. 

¶ Nature of Business/ 
Employment 

Counterparty 

¶ Party Type Flag  

¶ Customer Ref. 
No.  

¶ Name Flag 

¶ Name 

¶ Address(Present/ 
Permanent) 

¶ Account No.  

Issuer 

¶ Party Type Flag  

¶ Customer Ref. 
No.  

¶ Name Flag 

¶ Name 

¶ Address(Present/ 
Permanent) 

¶ Account No.  

¶  

Transactor 

¶ Party Type Flag  

¶ Customer Ref. 
No.  

¶ Name Flag 

¶ Name 

¶ Address(Present/ 
Permanent) 

¶ Account No.  

¶  

Subject of Suspicion 

¶ Party Type Flag  

¶ Customer Ref. No.  

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
    Permanent) 

¶ Account No.  

¶ Birth/Reg. Date 

¶ Place of Birth/ 
Registration 

¶ Nationality 

¶ ID Type 

¶ ID No. 

¶ Tel. No. 

¶ Nature of Business/ 
   Employment 
 

Details of 
Suspicion 

¶ Reason 

¶ Narrative 

Other Participant 

¶ Party Type Flag  

¶ Customer Ref. 
No.  

¶ Name flag 

¶ Name 

¶ Address(Present/ 
Permanent) 

¶ Account No.  

¶  
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1.2 Electronic Record Format (Format 1.0ςBSP/SEC/DNFBP) 
 

HEADER RECORD     

FIELD 
NO. FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

H-1 Header Record Indicator Text 1 H H - for Header 

H-2 Supervising Agency Number 1 9 1 ς BSP, 2-SEC, 4-DNFBP 

H-3 Institution Code Number 11/18 
9(11) / 
(18) 

BSP Library (for BSP supervised) 
AMLC Library (for SEC-
supervised) 

H-4 Report Date Number 8 9(8) 
yyyymmdd; not greater than 
current date; not less than 
20011017 

H-5 Report Type Text 3 X(3) CTR,STR 

H-6 Format Code/STR Trigger Text 1 X(1) 

1 ς for CTR;   
For STRs: A-CP 
(proactive/alerts); B-PPP; C - 
KYC Docs requested by AMLC; 
D - Shared AMLC Studies; E -  
Watchlist; F - Freeze Orders 

H-7 Submission Type Text 1 X(1) 
A- add, E- edit/correction, D- 
delete, T-test 

     
DETAIL RECORD     
Transaction Data     

FIELD 
NO. FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

D-1 Detail Record Indicator Text 1 D D - for Detail 

*D-2 
Transaction Date/ 
Transaction Date & Time 

Number 
8/           
14 

9(8)/ 
9(14) 

YYYYMMDD 
YYYYMMDDHHMMSS 

D-3 Transaction Code Text 5 X(5) AMLC Transaction Codes 

D-4 Transaction Reference No. Text 50 X(50) 
must be unique per 
transaction date 

D-5 
Account No./PN No./Client 
Stock Ref. No./Certificate No. 

Text 40 X(40)  

D-6 
Old Account No./PN No./Client 
Stock ref. No. 

Text 40 X(40)   

D-7 Transaction Amount (Php) Number 20 9(18).99 
Greater than 0 w/ or w/o 
decimal value 

D-8 Transaction Amount (FX) Number 17 9(15).99 Optional 

D-9 FX Currency Code Text 3 X(3) 
optional; mandatory if FX 
amount <> null 

D-10 
Nature/Purpose of 
Transaction/Virtual Currency 
Name/Code 

Text 200 X(200)  

D-11 Inception/Effectivity Date Number  8 9(8) 
yyyymmdd; date should not 
be less than 20011017 

D-12 Maturity Date /Expiry Date Number  8 9(8) 
yyyymmdd; date should not 
be less than the inception date 
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D-13 Amount of Claim/Dividend Number 20 9(18).99 
Greater than 0 w/ or w/o 
decimal value 

D-14 No. of shares/units Number 20 9(18).99 Greater than 0  

D-15 
Net Asset Value/Amount of 
Approved Loan /Amount of 
ROPA 

Number 17 9(15).99 
Greater than 0 w/ or w/o 
decimal value 

D-16 Name of Correspondent Bank Text 90 X(90)  

D-17 Address     

 
        Address1 

 50 X(50) 

Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  50 X(50) District, Town, City 

         Address3  30 X(30) Province, Country code, ZIP 

D-18 

Country Code of Correspondent 
Bank 

Number 3 9(3) 
Country Code (Refer to 
Systems Code, Chapter 8.3) 

  * For D2, the use of the Transaction Date & Time is mandatory for CASA, Time Deposit, Foreign Exchange and 
Remittance Transactions; for all other transaction codes, the time of transaction shall be optional. 
 
Subject Data     

Detail RecordςParty details (Multiple) 

ACCOUNT HOLDER/CUSTOMER 

D-A-1 Party Type Flag Text 1 X A ς Accountholder/Customer 

D-A-2 Customer Reference Number Text 50 X(50)  

D-A-3 
Name Flag  
  

Text 1 X 

Y ς if acct. holder/customer is 
a corporation 

N ς if acct. holder/customer is 
an individual 

D-A-4 Name  Text     

         Last Name  150 X(150) 
Last name of account 
holder/customer 

         First Name  150 X(150) 
First name of account 
holder/customer 

         Middle Name  150 X(150) 
Middle name of account 
holder/customer 

D-A-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-A-6 
Birthdate/Registration Date  
 

Number 8 9(8) 

for corporate accts.- current date 
> date and date > 1521 ; for 
individual accounts. - date < 
current date and the difference 
between current date and 
birthdate must be less than 150 

D-A-7 Place of Birth/Registration Text 90 X(90) City, Municipality, Country 

D-A-8 Nationality Text 40 X(40)  

D-A-9 ID Type Text 4 X(4) 
ID1 ς  Passport 
ID2 ς  5ǊƛǾŜǊΩǎ [ƛŎŜƴǎŜ 
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ID3 ς  PRC ID 
ID4 ς  NBI Clearance 
ID5 ς  Police Clearance 
ID6 ς  Postal ID 
ID7 ς  ±ƻǘŜǊΩǎ L5 
ID8 ς  TIN 
ID9 ς   Barangay Certification 
ID10 ς GSIS e-Card/UMID 
ID11-   SSS 
ID12 ς Senior Citizen Card 
ID13 ς Overseas Workers Welfare 

Administration (OWWA) 
ID 

ID14 ς OFW ID 
ID15 ς {ŜŀƳŀƴΩǎ .ƻƻƪ 
ID16 ς Alien/Immigrant 

Certification of 
Registration 

ID17 ς DƻǾΩǘ hŦŦƛŎŜκDh// L5 
ID18 ς Certification from National 

Council for the Welfare of 
Disabled 
Persons(NCWDP) 

ID19 ς Department of Social 
Welfare and 
Development (DSWD) 
Certification 

ID20 ς Integrated Bar of the 
Philippines (IBP) ID 

ID21ςCompany ID 
ID22ς {ǘǳŘŜƴǘΩǎ L5 
ID23ς National ID 
ID24 - SEC Certificate of 

Registration  
ID25 ς Business Registration 

Certificate 
ID26ς Philhealth ID 
ID27 - Others 

D-A-10 Identification No. Text 30 X(30)  

D-A-11 Telephone No. Text 15 X(15)  

D-A-12 Nature of Business Text 35 X(35)  

BENEFICIARY 

D-B-1 Party Type Flag Text 1 X B - Beneficiary 

D-B-2 Customer Reference Number Text 50 X(50)  

D-B-3 
Name Flag  
  

Text 1 X 

Y ς if beneficiary is a 
corporation 

N ς if beneficiary is an 
individual 

D-B-4 Name Text    

         Last Name  150 X(150) Last name of beneficiary 

         First Name  150 X(150) First name of beneficiary 

         Middle Name  150 X(150) Middle name of beneficiary 

D-B-5 Address  Text     
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         Address1  
600 X(600) 

Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-B-6 Account Number  Text 40 X(40)  

D-B-7 
Birthdate/Registration Date  
 

Number 8 9(8) 

for corporate accts.- current date 
> date and date > 1521; for 
individual accts. - date < current 
date and the difference between 
current date and birthdate must 
be less than 150 

D-B-8 Place of Birth/Registration Text 90 X(90) City, Municipality, Country 

D-B-9 Nationality Text 40 X(40)  

D-B-10 ID Type Text 4 X(4) 

ID1 ς  Passport 
ID2 ς  5ǊƛǾŜǊΩǎ License 
ID3 ς  PRC ID 
ID4 ς  NBI Clearance 
ID5 ς  Police Clearance 
ID6 ς  Postal ID 
ID7 ς  ±ƻǘŜǊΩǎ L5 
ID8 ς  TIN 
ID9 ς   Barangay Certification 
ID10 ς GSIS e-Card/UMID 
ID11-   SSS 
ID12 ς Senior Citizen Card 
ID13 ς Overseas Workers Welfare 

Administration (OWWA) ID 
ID14 ς OFW ID 
ID15 ς {ŜŀƳŀƴΩǎ .ƻƻƪ 
ID16 ς Alien/Immigrant Certification 

of Registration 
ID17 ς DƻǾΩǘ hŦŦƛŎŜκDh// L5 
ID18 ς Certification from National 

Council for the Welfare of 
Disabled Persons(NCWDP) 

ID19 ς Department of Social Welfare 
and Development 
(DSWD)Certification 

ID20 ς Integrated Bar of the 
Philippines (IBP) ID 

ID21ςCompany ID 
ID22ς {ǘǳŘŜƴǘΩǎ L5 
ID23 ς National ID 
ID24 - SEC Certificate of Registration  
ID25 ς Business Registration 

Certificate  
ID26ς Philhealth ID 
ID27 - Others 

D-B-11 Identification No. Text 30 X(30)  

D-B-12 Telephone No. Text 15 X(15)  

D-B-13 Nature of Business Text 35 X(35)  

COUNTERPARTY 

D-C-1 Party Type Flag Text 1 X C ς Counterparty  

D-C-2 Customer Reference Number Text 50 X(50)  

D-C-3 
Name Flag  
  

Text 1 X 
Y ς if counterparty is a 
corporation 
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N ς if counterparty is an 
individual 

D-C-4 Name Text    

         Last Name  150 X(150)  Last name of counterparty 

         First Name  150 X(150) First name of counterparty 

         Middle Name  150 X(150) Middle name of counterparty 

D-C-5 Address  Text     

        Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

        Address2  100 X(100) District, Town, City 

        Address3  100 X(100) Province, Country, ZIP  

D-C-6 Account Number  Text 40 X(40)  

OTHER PARTICIPANT 

D-O-1 Party Type Flag Text 1 X P ςOther Participant 

D-O-2 Customer Reference Number Text 50 X(50)  

D-O-3 
Name Flag 
  

Text 1 X 

Y ς if other participant is a 
corporation 

N ς if other participant is an 
individual 

D-O-4 Name Text    

         Last Name  150 X(150)  Last name of other participant 

         First Name  150 X(150) First name of other participant 

         Middle Name  150 X(150) 
Middle name of other 
participant 

D-O-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country , ZIP  

D-O-6 Account Number  Text 40 X(40)  

ISSUER 

D-I-1 Party Type Flag Text 1 X I ςIssuer  

D-I-2 Customer Reference Number Text 50 X(50)  

D-I-3 
Name Flag 
  

Text 1 X 
Y ς if issuer is a corporation 

N ς if issuer is an individual 

D-I-4 Name Text    

         Last Name  150 X(150)  Last name of issuer 

         First Name  150 X(150) First name of issuer 

         Middle Name  150 X(150) 
 
Middle name of issuer 

D-I-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 
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         Address3  100 X(100) Province, Country, ZIP  

D-I-6 Account Number  Text 40 X(40)  

TRANSACTOR 

D-T-1 Party Type Flag Text 1 X 
T ς Transactor  
 

D-T-2 Customer Reference Number Text 50 X(50) 
 
 

D-T-3 
Name Flag  
  

Text 1 X 
N ς if transactor is an 
individual 

      

D-T-4 Name Text    

         Last Name  150 X(150) Last name of transactor 

         First Name  150 X(150) First name of transactor 

         Middle Name  150 X(150) Middle name of transactor 

D-T-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-T-6 Account Number  Text 40 X(40)  

SUBJECT OF SUSPICION 

D-S-1 Party Type Flag Text 1 X S ς Subject of Suspicion 

D-S-2 Customer Reference Number Text 50 X(50)  

D-S-3 
Name Flag 
  

Text 1 X 

Y ς if subject of suspicion is a 
corporation 

N ς if subject of suspicion is an 
individual 
 

D-S-4 Name Text    

         Last Name  150 X(150) 
Last name of subject of 
suspicion 

         First Name  150 X(150) 
First name of subject of 
suspicion  

         Middle Name  150 X(150) 
Middle name of subject of 
suspicion 

D-S-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-S-6 Account Number  Text 40 X(40)  

D-S-7 
Birthdate/Registration Date  
 

Number 8 9(8) 

for corporate accts.- current 
date > date and date > 1521; 
for individual accounts. - date < 
current date and the 



 

 

Page 80 of 270 

 

 

Details of Suspicion    

D-D-1 Reason Memo 800 

 

Reason for Suspicion  
SI1-     There is no underlying legal or 

trade obligation, purpose or 
economic justification. 

SI2-     The client is not properly 
identified. 

SI3-     The amount involved is not 
commensurate with the 
business or financial capacity 
of the client. 

SI4-      The transaction is structured 
to avoid being reported. 

difference between current 
date and birthdate must be 
less than 150 

D-S-8 Place of Birth/Registration Text 90 X(90) City, Municipality, Country 

D-S-9 Nationality Text 40 X(40)  

D-S-10 ID Type Text 4 X(4) 

ID1 ς  Passport 
ID2 ς  5ǊƛǾŜǊΩǎ [ƛŎŜƴǎŜ 
ID3 ς  PRC ID 
ID4 ς  NBI Clearance 
ID5 ς  Police Clearance 
ID6 ς  Postal ID 
ID7 ς  ±ƻǘŜǊΩǎ L5 
ID8 ς  TIN 
ID9 ς   Barangay Certification 
ID10 ς GSIS e-Card/UMID 
ID11-   SSS 
ID12 ς Senior Citizen Card 
ID13 ς Overseas Workers Welfare 

Administration (OWWA) ID 
ID14 ς OFW ID 
ID15 ς {ŜŀƳŀƴΩǎ .ƻƻƪ 
ID16 ς Alien/Immigrant Certification 

of Registration 
ID17 ς DƻǾΩǘ hŦŦƛŎŜκDh// L5 
ID18 ς Certification from National 

Council for the Welfare of 
Disabled Persons(NCWDP) 

ID19 ς Department of Social Welfare 
and Development (DSWD) 
Certification 

ID20 ς Integrated Bar of the 
Philippines (IBP) ID 

ID21ςCompany ID 
ID22ς {ǘǳŘŜƴǘΩǎ L5 
ID23 ς National ID 
ID24 - SEC Certificate of Registration  
ID25 ς Business Registration 

Certificate  
ID26 ς Philhealth ID 
ID27 - Others 

D-S-11 Identification No. Text 30 X(30)  

D-S-12 Telephone No. Text 15 X(15)  

D-S-13 Nature of Business Text 35 X(35)  
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SI5-     There is a deviation from the 
ŎƭƛŜƴǘΩǎ ǇǊƻŦƛƭŜκǇŀǎǘ 
transactions. 

SI6-     The transaction is similar, 
analogous or identical to any 
of the foregoing. (Additional 
reason is required after a 
semicolon i.e. SI6; The client 
ƛǎΧΧΦύ 

PC1-    Kidnapping for ransom 
PC2-    Drug trafficking and related 

offenses 
PC3-    Graft and corrupt practices 
PC4-    Plunder 
PC5-   Robbery and Extortion 
PC6-   Jueteng and Masiao 
PC7-   Piracy on the high seas 
PC8-   Qualified Theft 
PC9-   Swindling 
PC10- Smuggling 
PC11- Violations under the Electronic 

Commerce Act of 2000 
PC12- Hijacking; destructive arson; 

and murder, including those 
perpetrated by terrorists 
against non-combatant 
persons and similar targets 

PC13 ς Terrorism and conspiracy to 
commit terrorism  

PC14 ς Financing of Terrorism 
PC15 ς Bribery 
PC16 ς Frauds and Illegal Exactions 

and Transactions 
PC17 ς Malversation of Public Funds 

and Property 
PC18 ς Forgeries and Counterfeiting  
PC19 ς Violations of Sections 4 to 6 

of the Anti-Trafficking in 
Persons Act of 2003 

PC20 ς Violations of Sections 78 to 
79 of the Revised Forestry 
Code of the Phils., as 
amended 

PC21 ς Violations of Sections 86 to 
106 of the Fisheries Code of 
1998 

PC22 ς Violations of Sections 101 to 
107 and 110 of the Philippine 
Mining Act of 1995 

PC23 ς Violations of Section 27 (c), 
(e), (f), (g) and (i) of the 
Wildlife Resources 
Conservation and Protection 
Act 

PC24 ς Violation of Section 7b of the 
National Caves and Cave 
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Resources Management 
Protection Act 

PC25 ς Violation of the Anti-
Carnapping Act of 2002 

PC26 ς Violations of Sections 1,3 and 
5 of the Decree Codifying the 
Laws on Illegal/Unlawful 
Possession Manufacture 
Dealing in, Acquisition or 
Disposition of Firearms, 
Ammunition or Explosives  

PC27 ς Violation of Anti-Fencing Law 
PC28 ς Violation of Section 6 of the 

Migrant Workers and 
Overseas Filipinos Act of 
1995 

PC29- Violation of Intellectual 
Property Code 

PC30 ς Violation ofSection 4 of the 
Anti-Photo and Video 
Voyeurism Act of 2009 

PC31 ς Violation of Section 4 of the 
Anti-Child Pornography Act of 
2009 

PC32 ς Violations of R.A. No. 7610, 
Special Protection of Children 
Against Abuse, Exploitation 
and Discrimination 

PC33- Fraudulent practices and other 
violations under the 
Securities Regulation Code of 
2000 

PC34 ς Violation of Section 19(A)(3) 
of RA 10697, otherwise 
known as the Strategic Trade 
Management Act, in relation 
to the financing of 
proliferation of weapons of 
mass destruction and its 
financing pursuant to United 
National Security Council 
Resolution No. 1718 of 2006 
and 2231 of 2015. 

PC35 - Violations of Section 254 of 
Chapter II, Title X of the 
National Internal Revenue 
Code of 1997, as amended, 
where the deficiency basic 
tax due in the final 
assessment is in excess of 
twenty-five million pesos 
(PhP25,000,000.00) per 
taxable year, for each tax 
type covered and there has 
been a finding of probable 
cause by the competent 
authority: provided, further, 
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that there must be a finding 
of fraud, willful 
misrepresentation or 
malicious intent on the part 
of the tax payer: provided, 
finally, that in no case shall 
the AMLC institute forfeiture 
proceedings to recover 
monetary instruments, 
property or proceeds 
representing, involving, or 
relating to a tax crime, if the 
same has already been 
recovered or collected by the 
BIR in a separate proceeding. 

PC36 - Felonies or offenses of a 
similar nature that are 
punishable under the penal 
laws of other countries. 

D-D-2 Narrative Memo 4000  
Narrative of events leading to 
Suspicion 

 
 

TRAILER RECORD     

FIELD 
NO. FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

T-1 Trailer Record Indicator Text 1 T T - for Trailer 

T-2 Php Amount Total  Number 20 9(18).99 Total Transaction Amount 

T-3 
Records Total of batch to be 
sent Number 10 9(10) Total number of CTR/STRs 

 
Note: Mandatory fields and parties are on a per transaction basis (Please refer to Annex C 
for the complete list of mandatory fields and parties). Failure to provide required 
information shall result in the rejection of the file. 
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1.3 Data Elements Chart (Format Code 1.0) ς IC 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Supervising Agency 
IC 

 
Reporting Institution 

Supervising Agency 

Institution/Branch Code 

Report Date 

Report Type 

Format Code 

Submission Type 

 
Transaction 

 
Parties 

¶ Transaction Date/Time 

¶ Transaction Code 

¶ Transaction Ref. No. 

¶ Policy No./Certificate 
No./ OR/Provisional Receipt No. 

¶ Account No./Credit Card 

¶ Php Amt of Premium/ 
Pymt/Excess/Advance 
Premium/Top-ups/ Amt. 
of Capital Infusion/Amt 
of Collateral  

¶ FX Amount of of Annual 
Premium/Excess/Advanc
e Premium/Top-ups 

¶ FX Currency Code 

¶ Nature/Purpose of 
Transaction 

¶ Policy Effectivity Date 

¶ Maturity /Expiry Date 

¶ Php Amount of 
Dividend/CSV/ 
Policy Loan 

¶ Policy Amount/Face 
Value/Contract 
Value/Sum Insured (Php) 

¶ Policy Amount/Face 
Value/Contract 
Value/Sum Insured (FX) 

¶ Policy/Insurance/Product 
Type 

¶ Terms of Insurance 
Policy (in years) 

Policy Owner/ 
Customer 

¶ Party Type Flag  

¶ Customer Ref. No.  

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
Permanent) 

¶ Birth/ Reg. Date 

¶ Place of Birth/ 
Registration 

¶ Nationality 

¶ ID Type 

¶ ID No. 

¶ Tel. No. 

¶ Nature of 
Business/ 
Employment 

 

Beneficiary 

¶ Party Type Flag  

¶ Customer Ref. 
No. 

¶ Name Flag 

¶ Name 

¶ Address 
(Present/ 
Permanent) 

¶ Account No. 

¶ Birth/ Reg. Date 

¶ Place of Birth/  

¶ Registration 

¶ Nationality 

¶ Relationship of 
Beneficiary to 
Insured 

¶ Designation of 
Beneficiary Code 

 

Trustee 

¶ Party Type Flag  

¶ Customer Ref. No.  

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
Permanent) 

¶ Account No.  

Payor/Trustor 

¶ Party Type Flag  

¶ Customer Ref. No.  

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
Permanent) 

¶ Account No.  

Transactor 

¶ Party Type Flag  

¶ Customer Ref. No.  

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
Permanent) 

¶ Account No.  

Insured 

¶ Party Type Flag  

¶ Customer Ref. No. 

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
Permanent) 

¶ Account No. 

¶ Birth/ Reg. Date 

¶ Place of Birth/ 
Registration 

¶ Nationality 

¶ ID Type 

¶ ID No. 

¶ Tel. No. 

¶ Nature of 
Business/ 
Employment 

Details of 
Suspicion 

¶ Reason 

¶ Narrative 

Subject of 
Suspicion 

¶ Party Type Flag  

¶ Customer Ref. No. 

¶ Name Flag 

¶ Name 

¶ Address (Present/ 
Permanent) 

¶ Account No. 

¶ Birth/ Reg. Date 

¶ Place of Birth/ 
Registration 

¶ Nationality 

¶ ID Type 

¶ ID No. 

¶ Tel. No. 

¶ Nature of Business 
/ Employment 
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1.4  Electronic Record Format (Format 1.0 ς IC) 
 

HEADER RECORD     
FIELD NO. FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

H-1 Header Record Indicator Text 1 H H - for Header 
H-2 Supervising Agency Number 1 9 3 -IC 

H-3 Institution Code Number 11/18 
9(11)/ 
(18) 

AMLC Library (for IC- 
supervised) 

H-4 Report Date Number 8 9(8) 

yyyymmdd; not 
greater than current 
date; not less than 
20011017 

H-5 Report Type Text 3 X(3) CTR, STR 

H-6 Format Code/STR Trigger Text 1 X(10 

1 ς for CTR;  For STRs: 
A-CP 
(proactive/alerts); B-
PPP; C - KYC Docs 
requested by AMLC; D 
- Shared AMLC 
Studies; E -  Watch 
list; F - Freeze Orders 

H-7 Submission Type Text 1 X(1) 
A- add, E- 
edit/correction, D- 
delete, T-test 

     
DETAIL RECORD     
Transaction Data     
FIELD NO. FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

D-1 Detail Record Indicator Text 1 D D - for Detail 

*D-2 
Transaction Date/ 
Transaction Date & Time 

Number 
8/           
14 

9(8)/ 
9(14) 

YYYYMMDD 
YYYYMMDDHHMMSS 

D-3 Transaction Code Text 5 X(5) 
AMLC Transaction 
Codes 

D-4 Transaction Reference No. Text 50 X(50) 
must be unique per 
transaction date 

D-5 
Policy No./Certificate No/ 
OR/Provisional Receipt no. 

Text 40 X(40)  

D-6 Account No./Credit Card No. Text 40 X(40)   

D-7 

Php Amount of Annual 
Premium /Excess/Advance 
Premium/Payment/Top-
ups/Amount of Capital 
Infusion /Amount of 
Collateral 

Number 20 9(18).99 
Greater than 0 w/ or 
w/o decimal value 

D-8 
FX Amount of Annual 
Premium /Excess/Advance 
Premium/Top-ups 

Number 17 9(15).99 Optional 

D-9 FX Currency Code Text 3 X(3) 
Optional; mandatory if 
FX amount <> null 
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D-10 
Nature/Purpose of 
Transaction/Virtual Currency 
Name/Code 

Text 200 X(200)  

D-11 Policy Effectivity Date Number  8 9(8) 
yyyymmdd; date 
should not be less 
than 20011017 

D-12 Maturity Date/Expiry Date Number  8 9(8) 

yyyymmdd; date 
should be between 
the transaction date 
and the policy date 
+100 years 

D-13 
Php Amount of 
Claim/Dividend/CSV/Policy 
Loan 

Number 20 9(18).99 

Greater than 0 w/ or 
w/o  
decimal value 

D-14 
Policy Amount/Face 
Value/Contract Value/Sum 
Insured (Php) 

Number 20 9(18).99 

Greater than 0 w/ or 
w/o  
decimal value 

D-15 

Policy Amount/Face 
Value/Contract Value/Sum 
Insured (FX) 

Number 20 9(18).99 Greater than 0  

D-16 
Policy/Insurance/Product 
Type 

Text 30 X(30) 
Life, variable, non-life, 
pre-need, MBA, etc. 

D-17 
Terms of Insurance Policy (in 
years) 

Number 3 9(3)  

  * For D2, the use of the Transaction Date & Time shall be optional. 

 
Subject Data     
Detail RecordςParty details (Multiple) 

POLICY OWNER/CUSTOMER 

D-O-1 Party Type Flag Text 1 X O ς Policy Owner/Customer 
D-O-2 Customer Reference Number Text 50 X(50)  

D-O-3 
Name Flag  
  

Text 1 X 

Y ς if policy owner/customer 
is a corporation 
N ς if policy owner/customer 
is an individual 

D-O-4 Name  Text     

         Last Name  150 X(150) 
Last name of policy 
owner/customer 

         First Name  150 X(150) 
First name of policy 
owner/customer 

         Middle Name  150 X(150) 
Middle name of policy 
owner/customer 

D-O-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  
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D-O-6 
Birthdate/Registration Date  
 

Number 8 9(8) 

for corporate accts.- current 
date > date and date > 1521 ; for 
individual accts. - date < current 
date and the difference 
between current date and 
birthdate must be less than 150 

D-O-7 Place of Birth/Registration Text 90 X(90) City, Municipality, Country 
D-O-8 Nationality Text 40 X(40)  

D-O-9 ID Type Text 4 X(4) 

ID1 ς  Passport 
ID2 ς  5ǊƛǾŜǊΩǎ [ƛŎŜƴǎŜ 
ID3 ς  PRC ID 
ID4 ς  NBI Clearance 
ID5 ς  Police Clearance 
ID6 ς  Postal ID 
ID7 ς  ±ƻǘŜǊΩǎ L5 
ID8 ς  TIN 
ID9 ς   Barangay Certification 
ID10 ς GSIS e-Card/UMID 
ID11-   SSS 
ID12 ς Senior Citizen Card 
ID13 ς Overseas Workers 

Welfare 
Administration(OWWA) 
ID 

ID14 ς OFW ID 
ID15 ς {ŜŀƳŀƴΩǎ .ƻƻƪ 
ID16 ς Alien/Immigrant 

Certification of 
Registration 

ID17 ς DƻǾΩǘ hŦŦƛŎŜκDh// L5 
ID18 ς Certification from 

National Council for the 
Welfare of Disabled 
Persons(NCWDP) 

ID19 ς Department of Social 
Welfare and 
Development 
(DSWD)Certification 

ID20 ς Integrated Bar of the 
Philippines (IBP) ID 

ID21ςCompany ID 
ID22ς {ǘǳŘŜƴǘΩǎ L5 
ID23 ς National ID 
ID24 - SEC Certificate of 

Registration  
ID25 ς Business Registration 

Certificate  
ID26 ς Philhealth ID 
ID27 - Others 

D-O-10 Identification No. Text 30 X(30)  
D-O-11 Telephone No. Text 15 X(15)  

D-O-12 Nature of Business Text 35 X(35)  

INSURED 

D-I-1 Party Type Flag Text 1 X I-Insured 
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D-I-2 Customer Reference Number Text 50 X(50)  

D-I-3 
Name Flag  
  

Text 1 X 
Y ς if insured is a 
corporation 
N ς if insured is an individual 

D-I-4 Name Text   
 
 

         Last Name  150 X(150) Last name of insured 

         First Name  150 X(150) First name of insured 

         Middle Name  150 X(150) Middle name of insured 
D-I-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-I-6 Account No Text 40 X(40)  

D-I-7 
Birthdate/Registration Date  
 

Number 8 9(8) 

for corporate accts.- current 
date > date and date > 1521 ; for 
individual accts. - date <current 
date and the difference 
between current date and 
birthdate must be less than 150 

D-I-8 Place of Birth/Registration Text 90 X(90) City, Municipality, Country 
D-I-9 Nationality Text 40 X(40)  

D-I-10 ID Type Text 4 X(4) 

ID1 ς  Passport 
ID2 ς  5ǊƛǾŜǊΩǎ [ƛŎŜƴǎŜ 
ID3 ς  PRC ID 
ID4 ς  NBI Clearance 
ID5 ς  Police Clearance 
ID6 ς  Postal ID 
ID7 ς  ±ƻǘŜǊΩǎ L5 
ID8 ς  TIN 
ID9 ς   Barangay Certification 
ID10 ς GSIS e-Card/UMID 
ID11-   SSS 
ID12 ς Senior Citizen Card 
ID13 ς Overseas Workers Welfare 

Administration (OWWA) 
ID 

ID14 ς OFW ID 
ID15 ς {ŜŀƳŀƴΩǎ .ƻƻƪ 
ID16 ς Alien/Immigrant 

Certification of 
Registration 

ID17 ς DƻǾΩǘ hŦŦƛŎŜκDh// L5 
ID18 ς Certification from National 

Council for the Welfare of 
Disabled Persons(NCWDP) 

ID19 ς Department of Social 
Welfare and Development 
(DSWD)Certification 

ID20 ς Integrated Bar of the 
Philippines (IBP) ID 

ID21ςCompany ID 
ID22ς {ǘǳŘŜƴǘΩǎ L5 
ID23 ς National ID 
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ID24 - SEC Certificate of 
Registration  

ID25 ς Business Registration 
Certificate  

ID26 ς Philhealth ID 
ID27 - Others 

D-I-11 Identification No. Text 30 X(30)  
D-I-12 Telephone No. Text 15 X(15)  
D-I-13 Nature of Business Text 35 X(35)  

BENEFICIARY 

D-B-1 Party Type Flag Text 1 X B - Beneficiary  
D-B-2 Customer Reference Number Text 50 X(50)  

D-B-3 
Name Flag  
  

Text 1 X 

Y ς if beneficiary is a 
corporation 
N ς if beneficiary is an 
individual 

D-B-4 Name Text    

         Last Name  150 X(150)  Last name of beneficiary 

         First Name  150 X(150) First name of beneficiary 

         Middle Name  150 X(150) Middle name of beneficiary 
D-B-5 Address  Text     

         Address1  600 X(150) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-B-6 Account No. Text 40 X(40)  

D-B-7 
Birthdate/Registration Date  
 

Number 8 9(8) 

for corporate accts.- current 
date > date and date > 1521 ; for 
individual accts. - date < current 
date and the difference 
between current date and 
birthdate must be less than 150 

D-B-8 Place of Birth/Registration Text 90 X(90) City, Municipality, Country 
D-B-9 Nationality Text 40 X(40)  

D-B-10 
Relationship of Beneficiary to 
Insured 

Text 30 X(30) 
Spouse, child, parents, 
friend, others 
 

D-B-11 
Designation of Beneficiary 
Code 

Text 1 X(1) 
Y ς revocable 

N ς irrevocable 

TRUSTEE 

D-U-1 Party Type Flag Text 1 X U - Trustee 
D-U-2 Customer Reference Number Text 50 X(50)  

D-U-3 
Name Flag  
  

Text 1 X 
Y ς if trustee is a corporation 
N ς if trustee is an individual 

D-U-4 Name Text    

         Last Name  150 X(150) Last name of trustee 

         First Name  150 X(150) First name of trustee 
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         Middle Name  150 X(150) Middle name of trustee 
D-U-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-U-6 Account No. Text 40 X(40)  

PAYOR/TRUSTOR 

D-R-1 Party Type Flag Text 1 X R ς Payor/Trustor  
D-R-2 Customer Reference Number Text 50 X(50)  

D-R-3 
Name Flag  
  

Text 1 X 

Y ς if payor/trustor is a 
corporation 
N ς if payor/trustor is an 
individual 

D-R-4 Name  Text    

         Last Name  150 X(150) Last name of payor/trustor 

         First Name  150 X(150) First name of payor/trustor 

         Middle Name  150 X(150) Middle name of payor/trustor 

D-R-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-R-6 Account No. Text 40 X(40)  
TRANSACTOR 

D-T-1 Party Type Flag Text 1 X T ς Transactor  
D-T-2 Customer Reference Number Text 50 X(50)  

D-T-3 Name Flag  Text 1 X 
N ς if transactor is an 
individual 

D-T-4 Name Text    

         Last Name  150 X(150) Last name of transactor 

         First Name  150 X(150) First name of transactor 

         Middle Name  150 X(150) Middle name of transactor 
D-T-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-T-6 Account No. Text 40 X(40)  
SUBJECT OF SUSPICION 

D-S-1 Party Type Flag Text 1 X S ς Subject of Suspicion 
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D-S-2 Customer Reference Number Text 50 X(50)  

D-S-3 
Name Flag  
  

Text 1 X 
Y ς if subject is a corporation 
N ς if subject is an individual 

D-S-4 Name Text    

         Last Name  150 X(150) Last name of subject 

         First Name  150 X(150) First name of subject  

         Middle Name  150 X(150) Middle name of subject 
D-S-5 Address  Text     

         Address1  600 X(600) 
Room No./Office Name, 
Bldg./House No., Street, 
Subd./ Brgy. 

         Address2  100 X(100) District, Town, City 

         Address3  100 X(100) Province, Country, ZIP  

D-S-6 Account No. Text 40 X(40)  

D-S-7 
Birthdate/Registration Date  
 

Number 8 9(8) 

for corporate accts.- current 
date > date and date > 1521 ; for 
individual accts. - date < current 
date and the difference 
between current date and 
birthdate must be less than 150 

D-S-8 Place of Birth/Registration Text 90 X(90) City, Municipality, Country 
D-S-9 Nationality Text 40 X(40)  

D-S-10 ID Type Text 4 X(4) 

ID1 ς  Passport 
ID2 ς  5ǊƛǾŜǊΩǎ [ƛŎŜƴǎŜ 
ID3 ς  PRC ID 
ID4 ς  NBI Clearance 
ID5 ς  Police Clearance 
ID6 ς  Postal ID 
ID7 ς  ±ƻǘŜǊΩǎ L5 
ID8 ς  TIN 
ID9 ς   Barangay Certification 
ID10 ς GSIS e-Card/UMID 
ID11-   SSS 
ID12 ς Senior Citizen Card 
ID13 ς Overseas Workers Welfare 

Administration (OWWA) 
ID 

ID14 ς OFW ID 
ID15 ς {ŜŀƳŀƴΩǎ .ƻƻƪ 
ID16 ς Alien/Immigrant 

Certification of 
Registration 

ID17 ς DƻǾΩǘ hŦŦƛŎŜκDh// L5 
ID18 ς Certification from National 

Council for the Welfare of 
Disabled Persons(NCWDP) 

ID19 ς Department of Social 
Welfare and Development 
(DSWD)Certification 

ID20 ς Integrated Bar of the 
Philippines (IBP) ID 

ID21ςCompany ID 
ID22ς {ǘǳŘŜƴǘΩǎ L5 
ID23 ς National ID 
ID24 - SEC Certificate of 

Registration  
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ID25 ς Business Registration 
Certificate  

ID26 ς Philhealth ID 
ID27 - Others 

D-S-11 Identification No. Text 30 X(30)  
D-S-12 Telephone No. Text 15 X(15)  
D-S-13 Nature of Business Text 35 X(35)  

    

D-D-1 Reason Memo 800 

 

Reason for Suspicion  
SI1-     There is no underlying 

legal or trade 
obligation, purpose or 
economic justification. 

SI2-     The client is not properly 
identified. 

SI3-     The amount involved is 
not commensurate with 
the business or financial 
capacity of the client. 

SI4-       The transaction is 
structured to avoid 
being reported. 

SI5-      There is a deviation 
ŦǊƻƳ ǘƘŜ ŎƭƛŜƴǘΩǎ 
profile/past 
transactions. 

SI6-     The transaction is 
similar, analogous or 
identical to any of the 
foregoing. (Additional 
reason is required after 
a semicolon i.e. SI6; 
¢ƘŜ ŎƭƛŜƴǘ ƛǎΧΧΦύ 

PC1-    Kidnapping for ransom 
PC2-    Drug trafficking and 

related offenses 
PC3-    Graft and corrupt 

practices 
PC4-    Plunder 
PC5-   Robbery and Extortion 
PC6-   Jueteng and Masiao 
PC7-   Piracy on the high seas 
PC8-   Qualified Theft 
PC9-   Swindling 
PC10- Smuggling 
PC11- Violations under the 

Electronic Commerce 
Act of 2000 

PC12- Hijacking; destructive 
arson; and murder, 
including those 
perpetrated by 
terrorists against non-
combatant persons and 
similar targets 
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PC13 ς Terrorism and 
conspiracy to commit 
terrorism  

PC14 ς Financing of Terrorism 
PC15 ς Bribery 
PC16 ς Frauds and Illegal 

Exactions and 
Transactions 

PC17 ς Malversation of Public 
Funds and Property 

PC18 ς Forgeries and 
Counterfeiting  

PC19 ς Violations of Sections 4 
to 6 of the Anti-
trafficking in Persons 
Act of 2003 

PC20 ς Violations of Sections 
78 to 79 of the Revised 
Forestry Code of the 
Phils., as amended 

PC21 ς Violations of Sections 
86 to 106 of the 
Fisheries Code of 1998 

PC22 ς Violations of Sections 
101 to 107 and 110 of 
the Philippine Mining 
Act of 1995 

PC23 ς Violations of Section 27 
(c), (e), (f), (g) and (i) of 
the Wildlife Resources 
Conservation and 
Protection Act 

PC24 ς Violation of Section 7b 
of the National Caves 
and Cave Resources 
Management 
Protection Act 

PC25 ς Violation of the Anti-
Carnapping Act of 2002 

PC26 ς Violations of Sections 
1,3 and 5 of the Decree 
Codifying the Laws on 
Illegal/Unlawful 
Possession 
Manufacture Dealing in, 
Acquisition or 
Disposition of Firearms, 
Ammunition or 
Explosives  

PC27 ς Violation of Anti-
Fencing Law 

PC28 ς Violation of Section 6 of 
the Migrant Workers 
and Overseas Filipinos 
Act of 1995 

PC29- Violation of Intellectual 
Property Code 
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PC30 ς Violation of Section 4 of 
the Anti-Photo and 
Video Voyeurism Act of 
2009 

PC31 ς Violation of Section 4 of 
the Anti-Child 
Pornography Act of 
2009 

PC32 ς Violations of R.A.No. 
7610, Special Protection 
of Children Against 
Abuse, Exploitation and 
Discrimination 

PC33- Fraudulent practices and 
other violations under 
the Securities 
Regulation Code of 
2000 

PC34 ς Violation of Section 
19(A)(3) of RA 10697, 
otherwise known as the 
Strategic Trade 
Management Act, in 
relation to the financing 
of proliferation of 
weapons of mass 
destruction and its 
financing pursuant to 
United National 
Security Council 
Resolution No. 1718 of 
2006 and 2231 of 2015. 

PC35 - Violations of Section 254 
of Chapter II, Title X of 
the National Internal 
Revenue Code of 1997, 
as amended, where the 
deficiency basic tax due 
in the final assessment 
is in excess of twenty-
five million pesos 
(PhP25,000,000.00) per 
taxable year, for each 
tax type covered and 
there has been a finding 
of probable cause by 
the competent 
authority: provided, 
further, that there must 
be a finding of fraud, 
willful 
misrepresentation or 
malicious intent on the 
part of the tax payer: 
provided, finally, that in 
no case shall the AMLC 
institute forfeiture 
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proceedings to recover 
monetary instruments, 
property or proceeds 
representing, involving, 
or relating to a tax 
crime, if the same has 
already been recovered 
or collected by the BIR 
in a separate 
proceeding. 

PC36 - Felonies or offenses of a 
similar nature that are 
punishable under the 
penal laws of other 
countries. 

D-D-2 Narrative Memo 4000  
Narrative of events leading 
to Suspicion 

 
 

TRAILER RECORD     
FIELD 
NO. FIELD NAME TYPE LENGTH 

FORMAT 
VALUE/REMARKS 

T-1 Trailer Record Indicator Text 1 T T - for Trailer 
T-2 Php Amount Total  Number 20 9(18).99 Total Transaction Amount 

T-3 
Records Total of batch to be 
sent Number 10 9(10) Total number of CTR/STRs 

 
Note: Mandatory fields and parties are on a per transaction basis (Please refer to Annex C 
for the complete list of mandatory fields and parties). Failure to provide required 
information shall result in the rejection of the file. 
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1.5 Electronic Record Format ς Bulk Reporting 1 (B1) 
 

FIRST ROW      

Column FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

A1 Format Code Text 2 X(2) B1 

B1 Submission Type Text 1 X(1) A- add, E- edit, D- delete, T-test 

C1 Report Date Number 8 9(8) YYYYMMDD 

D1 STR Trigger Text 1 X(1) 

A - CP (proactive/alerts); B-PPP; C - KYC 
Docs requested by AMLC; D - Shared 
AMLC Studies; E - Watchlist; F - Freeze 
Orders 

E1 Account Number Text 40 X(40)  

F1 Customer Reference No. Text 30 X(30) 
Unique/Static No. assigned to the 
Account Holder (Party Type A) 

 Name  Text     

G1         Last Name  100 X(100) Last name of account holder 

H1         First Name  100 X(100) First name of account holder 

I1         Middle Name  100 X(50) Middle name of account holder 

 Address     

J1 
        Address1 

 100 X(100) 
Room No./Office Name, Bldg./ House No., 
Street, Subd./ Brgy. 

K1         Address2  100 X(100) District, Town, City 

L1         Address3  100 X(100) Province, Country code, ZIP 

M1 
Birthdate/Registration 
Date  Number 8 

9(8) 
YYYYMMDD 

N1 
Place of 
Birth/Registration 

Text 90 X(90) City, Municipality, Country 

O1 Nationality Text 40 X(40)  

P1 ID Type Text 4 X(4) 

ID1 ς  Passport 
ID2 ς  5ǊƛǾŜǊΩǎ [ƛŎŜƴǎŜ 
ID3 ς  PRC ID 
ID4 ς  NBI Clearance 
ID5 ς  Police Clearance 
ID6 ς  Postal ID 
ID7 ς  ±ƻǘŜǊΩǎ L5 
ID8 ς  TIN 
ID9 ς   Barangay Certification 
ID10 ς GSIS e-Card/UMID 
ID11-   SSS 
ID12 ς Senior Citizen Card 
ID13 ς Overseas Workers Welfare 
Administration (OWWA) ID 
ID14 ς OFW ID 
ID15 ς SeaƳŀƴΩǎ .ƻƻƪ 
ID16 ς Alien/Immigrant Certification of 
Registration 
ID17 ς DƻǾΩǘ hŦŦƛŎŜκDh// L5 
ID18 ς Certification from National Council for 
the Welfare of Disabled Persons(NCWDP) 
ID19 ς Department of Social Welfare and 
Development (DSWD) Certification 
ID20 ς Integrated Bar of the Philippines (IBP) ID 
ID21ςCompany ID 
ID22ς {ǘǳŘŜƴǘΩǎ L5 
ID23 ς National ID 
ID24 - SEC Certificate of Registration  
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ID25 ς Business Registration Certificate 
ID26 ς Philhealth ID 
ID27 - Others 

Q1 Identification No. Text 30 X(30)  

R1 Nature of Business Text 35 X(35)  

S1 Reason Memo 800 

 

Reason for Suspicion  
SI1-     There is no underlying legal or trade 
obligation, purpose or economic 
justification. 
SI2-     The client is not properly identified. 
SI3-     The amount involved is not 
commensurate with the business or financial 
capacity of the client. 
SI4-      The transaction is structured to avoid 
being reported. 
SI5-     ¢ƘŜǊŜ ƛǎ ŀ ŘŜǾƛŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ŎƭƛŜƴǘΩǎ 
profile/past transactions. 
SI6-     The transaction is similar, analogous 
or identical to any of the foregoing. 
(Additional reason is required after a 
ǎŜƳƛŎƻƭƻƴ ƛΦŜΦ {LсΤ ¢ƘŜ ŎƭƛŜƴǘ ƛǎΧΧΦύ 
PC1-    Kidnapping for ransom 
PC2-    Drug trafficking and related offenses 
PC3-    Graft and corrupt practices 
PC4-    Plunder 
PC5-   Robbery and Extortion 
PC6-   Jueteng and Masiao 
PC7-   Piracy on the high seas 
PC8-   Qualified Theft 
PC9-   Swindling 
PC10- Smuggling 
PC11- Violations under the Electronic 
Commerce Act of 2000 
PC12- Hijacking; destructive arson; and 
murder, including those perpetrated by 
terrorists against non-combatant persons 
and similar targets 
PC13 ς Terrorism and conspiracy to commit 
terrorism  
PC14 ς Financing of Terrorism 
PC15 ς Bribery 
PC16 ς Frauds and Illegal Exactions and 
Transactions 
PC17 ς Malversation of Public Funds and 
Property 
PC18 ς Forgeries and Counterfeiting  
PC19 ς Violations of Sections 4 to 6 of the 
Anti-Trafficking in Persons Act of 2003 
PC20 ς Violations of Sections 78 to 79 of the 
Revised Forestry Code of the Phils., as 
amended 
PC21 ς Violations of Sections 86 to 106 of 
the Fisheries Code of 1998 
PC22 ς Violations of Sections 101 to 107 and 
110 of the Philippine Mining Act of 1995 
PC23 ς Violations of Section 27 (c), (e), (f), 
(g) and (i) of the Wildlife Resources 
Conservation and Protection Act 
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PC24 ς Violation of Section 7b of the 
National Caves and Cave Resources 
Management Protection Act 
PC25 ς Violation of the Anti-Carnapping Act 
of 2002 
PC26 ς Violations of Sections 1,3 and 5 of 
the Decree Codifying the Laws on 
Illegal/Unlawful Possession Manufacture 
dealing in, Acquisition or Disposition of 
Firearms, Ammunition or Explosives  
PC27 ς Violation of Anti-Fencing Law 
PC28 ς Violation of Section 6 of the Migrant 
Workers and Overseas Filipinos Act of 1995 
PC29- Violation of Intellectual Property Code 
PC30 ς Violation of Section 4 of the Anti-
Photo and Video Voyeurism Act of 2009 
PC31 ς Violation of Section 4 of the Anti-
Child Pornography Act of 2009 
PC32 ς Violations of R.A. No. 7610, Special 
Protection of Children Against Abuse, 
Exploitation and Discrimination 
PC33 - Fraudulent practices and other 
violations under the Securities Regulation 
Code of 2000 
PC34 ς Violation of Section 19(A)(3) of RA 
10697, otherwise known as the Strategic 
Trade Management Act, in relation to the 
financing of proliferation of weapons of 
mass destruction and its financing pursuant 
to United National Security Council 
Resolution No. 1718 of 2006 and 2231 of 
2015. 
PC35 - Violations of Section 254 of Chapter 
II, Title X of the National Internal Revenue 
Code of 1997, as amended, where the 
deficiency basic tax due in the final 
assessment is in excess of twenty-five 
million pesos (PhP25,000,000.00) per 
taxable year, for each tax type covered and 
there has been a finding of probable cause 
by the competent authority: provided, 
further, that there must be a finding of 
fraud, willful misrepresentation or malicious 
intent on the part of the tax payer: provided, 
finally, that in no case shall the AMLC 
institute forfeiture proceedings to recover 
monetary instruments, property or proceeds 
representing, involving, or relating to a tax 
crime, if the same has already been 
recovered or collected by the BIR in a 
separate proceeding. 
PC36 - Felonies or offenses of a similar 
nature that are punishable under the penal 
laws of other countries. 

T1 
Narrative 

Memo 4000 
 

Narrative of events leading to 
Suspicion 

- All Fields in Row 1 are mandatory except the Customer Reference Number (F1); which is 
mandatory only if Reason for Suspicion is any of the following: PC1, PC2, PC12, PC13 & PC14 
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- The name provided in row 1 (G1-I1) is considered as the Account Holder Party (A) as well as the 
Subject of Suspicion Party (S) 

- CRN, if available refers to the name provided in row 1 
 
     

 

Details of the transactions (Starting at row 2)  

Column FIELD NAME TYPE LENGTH 
FORMA

T VALUE/REMARKS 

*A Institution Code Number 11/18 
9(11)/ 
(18) 

As provided by AMLC (Institution code 
of the branch where the transaction 
took place) 

*B 
Transaction Date 
Transaction Date & Time 

Number 
8/           
14 

9(8)/ 
9(14) 

YYYYMMDD 
YYYYMMDDHHMMSS 

*C Transaction Code Text 5 X(5) AMLC Transaction Codes 

*D Transaction Reference No. Text 20 X(20) must be unique per transaction date 

*E Transaction Amount (Php) Number 20 9(18).99 Greater than 0 w/ or w/o decimal value 

 F Transaction Amount (FX)  Number 17 9(15).99 Optional 

 G FX Currency Code Text 3 X(3) optional; mandatory if FX amount <> null 

 H Name of Correspondent Bank Text 90 X(90)  

 I         Address1  50 X(50) 
Room No./Office Name, Bldg./ House No., 
Street, Subd./ Brgy. 

 J         Address2  50 X(50) District, Town, City 

 K         Address3  30 X(30) Province, Country code, ZIP 

 L 
Country Code of 
Correspondent Bank 

Number 3 9(3) 
Country Code (Please refer to system 
codes in the AMLC Reporting Procedures 
Manual) 

 
* For Column B, the use of the Transaction Date & Time is mandatory for CASA, Time Deposit, Foreign 
Exchange and Remittance Transactions; for all other transaction codes, the time of transaction shall be 
optional. 
 
CƻǊ ǘǊŀƴǎŀŎǘƛƻƴǎ ƛƴǾƻƭǾƛƴƎ ƳǳƭǘƛǇƭŜ ǇŀǊǘƛŜǎ ŎƻƴǘƛƴǳŜ ǿƛǘƘ /ƻƭǳƳƴǎ aΣbΣhΧΧΧ 

Column FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

*M  Party Type Flag Text 1 X 
B ς Beneficiary; C-Counterparty; 
Other Participant ς O; Issuer ς LΧΧΦ 

 Name  Text     

*N         Last Name  100 X(100) Last name of account holder 

*O         First Name  100 X(100) First name of account holder 

  P         Middle Name  50 X(50) Middle name of account holder 

 Address     

 Q         Address1 
 

100 X(100) 
Room No./Office Name, Bldg./ House 
No., Street, Subd./ Brgy. 

 R         Address2  100 X(100) District, Town, City 

 S         Address3  50 X(50) Province, Country code, ZIP 

 T 
Birthdate/Registration 
Date  Number 8 

9(8) 
YYYYMMDD 

W Account Number Text 40 X(40)  

- All fields marked with asterisk are mandatory. 
- For remittance transactions, name, address and country code or correspondent bank will be 

mandatory. 
- B1 is used for bulk STRs involving one account holder with multiple STRs having the same 

reason for suspicion. 



 

 

Page 100 of 270 

 

- The Account Holder Party is mandatory for B1. 
- Customer Reference number is a unique and static identification number assigned to a 

customer of a covered person. 

 
 

1.6 Electronic Record Format ς Bulk Reporting 2 (B2) 
 

FIRST ROW      

Column FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

*A1 Format Code Text 2 X(2) B2 

*B1 Submission Type Text 1 X(1) A- add, E- edit, D- delete, T-test 

*C1 
Report Date 

Numbe
r 8 9(8) YYYYMMDD 

*D1 STR Trigger Text 1 X(1) 
A - CP (proactive/alerts); B-PPP; C - KYC Docs 
requested by AMLC; D - Shared AMLC 
Studies; E -  Watch list; F - Freeze Orders 

*E1 

Reason 

Memo 800 

 

Reason for Suspicion  
SI1-     There is no underlying legal or trade 
obligation, purpose or economic justification. 
SI2-     The client is not properly identified. 
SI3-     The amount involved is not 
commensurate with the business or financial 
capacity of the client. 
SI4-      The transaction is structured to avoid 
being reported. 
SI5-     ¢ƘŜǊŜ ƛǎ ŀ ŘŜǾƛŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ŎƭƛŜƴǘΩǎ 
profile/past transactions. 
SI6-     The transaction is similar, analogous or 
identical to any of the foregoing. (Additional 
reason is required after a semicolon i.e. SI6; The 
ŎƭƛŜƴǘ ƛǎΧΧΦύ 
PC1-    Kidnapping for ransom 
PC2-    Drug trafficking and related offenses 
PC3-    Graft and corrupt practices 
PC4-    Plunder 
PC5-   Robbery and Extortion 
PC6-   Jueteng and Masiao 
PC7-   Piracy on the high seas 
PC8-   Qualified Theft 
PC9-   Swindling 
PC10- Smuggling 
PC11- Violations under the Electronic 
Commerce Act of 2000 
PC12- Hijacking; destructive arson; and murder, 
including those perpetrated by terrorists against 
non-combatant persons and similar targets 
PC13 ς Terrorism and conspiracy to commit 
terrorism  
PC14 ς Financing of Terrorism 
PC15 ς Bribery 
PC16 ς Frauds and Illegal Exactions and 
Transactions 
PC17 ς Malversation of Public Funds and 
Property 
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PC18 ς Forgeries and Counterfeiting  
PC19 ς Violations of Sections 4 to 6 of the Anti-
Trafficking in Persons Act of 2003 
PC20 ς Violations of Sections 78 to 79 of the 
Revised Forestry Code of the Pihls., as amended 
PC21 ς Violations of Sections 86 to 106 of the 
Fisheries Code of 1998 
PC22 ς Violations of Sections 101 to 107 and 
110 of the Philippine Mining Act of 1995 
PC23 ς Violations of Section 27 (c), (e), (f), (g) 
and (i) of the Wildlife Resources Conservation 
and Protection Act 
PC24 ς Violation of Section 7b of the National 
Caves and Cave Resources Management 
Protection Act 
PC25 ς Violation of the Anti-Carnapping Act of 
2002 
PC26 ς Violations of Sections 1,3 and 5 of the 
Decree Codifying the Laws on Illegal/Unlawful 
Possession Manufacture dealing in, Acquisition 
or Disposition of Firearms, Ammunition or 
Explosives  
PC27 ς Violation of Anti-Fencing Law 
PC28 ς Violation of Section 6 of the Migrant 
Workers and Overseas Filipinos Act of 1995 
PC29- Violation of Intellectual Property Code 
PC30 ς Violation of Section 4 of the Anti-Photo 
and Video Voyeurism Act of 2009 
PC31 ς Violation of Section 4 of the Anti-Child 
Pornography Act of 2009 
PC32 ς Violations of R.A. No. 7610, Special 
Protection of Children Against Abuse, 
Exploitation and Discrimination 
PC33 - Fraudulent practices and other violations 
under the Securities Regulation Code of 2000 
PC34 ς Violation of Section 19(A)(3) of RA 
10697, otherwise known as the Strategic Trade 
Management Act, in relation to the financing of 
proliferation of weapons of mass destruction 
and its financing pursuant to United National 
Security Council Resolution No. 1718 of 2006 
and 2231 of 2015. 
PC35 - Violations of Section 254 of Chapter II, 
Title X of the National Internal Revenue Code of 
1997, as amended, where the deficiency basic 
tax due in the final assessment is in excess of 
twenty-five million pesos (PhP25,000,000.00) 
per taxable year, for each tax type covered and 
there has been a finding of probable cause by 
the competent authority: provided, further, that 
there must be a finding of fraud, willful 
misrepresentation or malicious intent on the 
part of the tax payer: provided, finally, that in 
no case shall the AMLC institute forfeiture 
proceedings to recover monetary instruments, 
property or proceeds representing, involving, or 
relating to a tax crime, if the same has already 
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been recovered or collected by the BIR in a 
separate proceeding. 
PC36 - Felonies or offenses of a similar nature 
that are punishable under the penal laws of 
other countries. 

*F1 Narrative Memo 4000  Narrative of events leading to Suspicion 

 

 

 

     
 
Details of the transactions (Starting at row 2) 

 

Column FIELD NAME TYPE LENGTH FORMAT VALUE/REMARKS 

*A Institution Code Number 11/18 9(11)/ (18) 

As provided by AMLC (Institution code 
of the branch where the transaction 
took place) 

*B 

Transaction Date 
Transaction Date & Time 

Number 
8/           
14 

9(8)/ 
9(14) 

YYYYMMDD 
YYYYMMDDHHMMSS 

*C Transaction Code Text 5 X(5) AMLC Transaction Codes 

*D 
Transaction Reference 
No. Text 20 X(20) must be unique per transaction date 

E Account Number Text 40 X(40)  

*F 
Transaction Amount 
(Php) Number 20 9(18).99 Greater than 0 w/ or w/o decimal value 

G 
Transaction Amount 
(FX)  Number 17 9(15).99 Optional 

H FX Currency Code Text 3 X(3) optional; mandatory if FX amount <> null 

 Name  Text     

*I          Last Name  100 X(100) Last name of account holder 

*J         First Name  100 X(100) First name of account holder 

K         Middle Name  50 X(50) Middle name of account holder 

 Address     

L 
        Address1 

 100 
X(100) 

Room No./Office Name, Bldg./ House No., 
Street, Subd./ Brgy. 

M         Address2  100 X(100) District, Town, City 

N         Address3  50 X(50) Province, Country code, ZIP 

O Birthdate Number 8 9(8) YYYYMMDD 

- For Column B, the use of the Transaction Date & Time is mandatory for CASA, Time Deposit, 
Foreign Exchange and Remittance Transactions; for all other transaction codes, the time of 
transaction shall be optional. 

- B2 is used for bulk STRs wherein the perpetrator is UNKNOWN, and the account holder reported 
is the victim 
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TRANSACTION SECURITY PROCESS AND 
TRANSFERRING OF FILES 

 
 

1. Encrypting of Files (done after CP has created a CSV file ς Format1.0) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

¶ From your desktop, 

double click 

Kleopatra.  

 

¶ The Kleopatra main 

window will be 

displayed on the 

screen. 

 

¶ Click File, then click 

{ƛƎƴκ9ƴŎǊȅǇǘ CƛƭŜǎΧ 

 

 

Select the csv file 

you want to sign 

and encrypt, then 

click Open. 
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Select Sign and Encrypt 
(OpenPGP only), then 
click Next. 

Select Anti-
Money 
Laundering 
/ƻǳƴŎƛƭΩǎ public 
key, then click 
Add. 


